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O0o03HaYeHNS U COKPALLIEHUS

APM — aBromaTu3upoBaHHOE pabodee MECTO

BU — BunoBas nundopmarius

BTCC — BcrioMoraTenbHble TEXHUYECKHAE CPEACTBA U CUCTEMBI
NCTIIH — undopmaimonHas cuctemMa nepCcoHalbHbIX JaHHBIX
K3 — koHTpOnMpyemas 30Ha

MD — MeKCeTEBOM IKpaH

HJIB — HenexmapupoBaHHbIE BO3MOXHOCTH

HCJI — HeCaHKIMOHUPOBAHHBIN JOCTYIl

OBII/IH — o0OecrieyeHue 6€30MaCHOCTH MEPCOHAIBHBIX JTAHHBIX
OC — onepanmoHHas cucTeMa

I1/I1 — nepcoHanbHbIE JaHHbBIE

I[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3AEHCTBUE

[1O — nporpamMmmHOe obecrieueHne

[I9MUH — no6oyHbIe 3IEKTPOMArHUTHBIC U3TyUYE€HUSI U HABOJKH
PU — peuesast unpopmanus

CBT — cpencTBo BBIUUCIUTEIBHON TEXHUKU

C3U — cpencTBo 3ammThl HHGOPMAITUU

CIIU — creranorpaduueckoe npeodpazoBanue HHGOpMaLUU
COVIIN — cniennalibHbIE AIEKTPOHHBIE YCTPOMCTBA MepexBaTa nHMOopMaIuu
TKVYU — texHuyeckuii KaHan yTeuky HH(GOpMauu

TCOMU — TexHnueckue cpeactsa 00padoTku HHGOPMALIMH
VYBITIH — yrpo3sl 6€30MacHOCTH MEPCOHATIBHBIX JaHHBIX



1. TepmuHBbI U OnIpee/IeHUsA

B HacrosimieM JOKyMEHTE HCHOJB3YIOTCS CIEAYIOIIMEe TEPMUHBI U UX
ONpEEIICHHUS:

ABTOMATH3MPOBAHHASI CHCTEMa — CHUCTEMa, COCTOAIAs U3 IEpCOoHalla U
KOMIUJIEKCA  CPEICTB  aBTOMATHU3allMd  €ro  JIeATeIbHOCTH,  pealu3yromias
MH(GOPMAIIMOHHYIO TEXHOJIOTHIO BHITIOJHEHHUSI YCTAHOBJICHHBIX (PYHKIUH.

AyTeHTI/I(l)I/IKaIII/Iﬂ OTIIPABUTEAA JdAaHHBIX — IIOATBCPXKACHHUC TOIo, 4YTO
OTIHPABUTCIIb IMOJYYCHHBIX JAHHBIX COOTBCTCTBYCT 3as4BJICHHOMY.
be3onacHocTh MEPCOHAJIBHBLIX JAaHHBIX — COCTOJAHHC 3allIMIICHHOCTHU

MIEPCOHANIBHBIX  JIAaHHBIX, XapaKTEPU3yeMOE CIIOCOOHOCTBIO  MOJIb30BaTEIIEH,
TeXHUYECKUX  CPEeICTB W MHGOPMAIMOHHBIX  TEXHOJOTHH  00EcIeunTh
KOH(HUJIECHIIUAIBHOCTb, LIEIOCTHOCTh U JOCTYITHOCTh MEPCOHATBHBIX JIAHHBIX MPHU UX
00paboTke B MH(OOPMAIIMOHHBIX CUCTEMAX MEePCOHATBHBIX JIAHHBIX.

BiokupoBanue nepcoHaNbHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa,
CUCTEMAaTHU3allNM, HAKOIUICHUS, WCIOJIb30BAHMS, PACIPOCTPAHECHUS, MEPCOHATBHBIX
JAHHBIX, B TOM YHCJIE UX TIEPEAAyH.

Bupyc (koMnbHOTEepHBI, MPOrPAMMHBbIN) — HCIOJIHAEMBI MPOrPAMMHBII
KOJl WM WHTEPIPETUPYEMbIi HA0Op WHCTPYKIUH, 00JIagaromuii CBOMCTBAMU
HECAHKIIMOHUPOBAHHOTO PACIpPOCTPAHEHUsI M caMoBocrpousBeaeHusa. Co3/laHHbIC
NyOIuKaThl KOMIIBIOTEPHOTO BHpyca HE BCErja COBMAJAIOT C OpPHUTHUHAJIOM,

HO  COXpPAaHSIOT CTIOCOOHOCTD K JabHEUIIEMY pacipoCTpaHEHUIO
¥ CaMOBOCIIPOU3BEICHUIO.
BpenonocHasi mporpamMma —  mporpaMma, —TNpeJHa3HAuYeHHAs A

OCYUIECTBJICHUSI HECAHKIIMOHUPOBAHHOTO JocTyna M (Wiad) BO3ACHCTBUS Ha
MEPCOHAJIbHBIE JAHHBIE WJIM pecypchbl MH(DOPMAIMOHHOW CHUCTEMBl NEPCOHATBHBIX
JaHHBIX.

BcenomoraresibHbIe TEXHHMYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHE
CpEICTBA U CUCTEMBI, HE IMpeIHa3HaYeHHbIE Il Tepeadn, oOpadOTKU M XpaHEHHs
IIEPCOHAJIBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEICTBAMU
U CHUCTEMaMH, NpeJHa3HAYeHHBbIMU JUIsi OOpaOOTKM IMEPCOHAIbHBIX IaHHbBIX, HIIU
B IIOMEIIEHHUSX, B KOTOPHIX YCTAHOBJIEHbl HMH(MOPMALIMOHHBIE  CHUCTEMBbI
IIEPCOHAJIBHBIX JAHHBIX.

Joctynm B omnepanMoHHYKW cpeay KomnblTepa (MHGOPMALMOHHOU
CHCTEMBbI MEPCOHAJIBHBIX [JAaHHBIX) — TMOJYyYEHHE BO3MOXKHOCTH 3aIlycka Ha
BBINIOJIHEHUE IITATHBIX KOMaHJ, (YHKIMMI, Opoueayp ONEpalMoOHHOW CHCTEMbI
(YHUYTOXXEHHUSI, KONMHPOBAHHUS, IMEpEeMEUIEHUs] W T.I.), HUCIHOJHSIEMbIX (HailsoB
MPUKIAAHBIX TPOTPAMM.

Hoctyn k uHpOpMAIMH — BO3MOXHOCTh TMOJydYeHUsS HWHpOpMauu u
€€ MCTIOJIh30BaHMS.
3akjaiouHoe YCTPOMCTBO — DJJIEMEHT CpEICTBa CheMa HH(OpMaIuHy,

CKPBITHO BHEIPSAEMBbI (3aKJIaJbIBAEMbIi WJIM BHOCHUMBIM) B MeCTa BO3MOXKHOIO
chemMa MH(pOpManuu (B TOM YHWCIE B OTPaXKJACHUE, KOHCTPYKIHIO, 000OpyAOBaHHUE,
MPEIMETH UHTEPbEPA, TPAHCIIOPTHBIE CPEICTBA, A TAKXKE B TEXHUYECKUE CPEIICTBA
¥ CUCTEMBI 00pa0OTKH HH(MOPMAITIH).



3amumaemassudopmanuss  — wuHbOpMaLUs, SBISAIOMIAACA NPEAMETOM
COOCTBEHHOCTHU M TMOJJIEKAIAs 3aIIUTEe B COOTBETCTBUU C TPEOOBAHUSIMHU MPABOBBIX
JOKYMEHTOB WJIM TPEOOBAHUSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM HMH(OpMAIUu.

Nnentudukanusa — 0OpuCBOCHHE CyObeKTaM H  O0BEKTaM JIOCTyma
unaeHTuduKaTopa u (W) cpaBHEHUE MPEABSIBISIEMOTO UACHTU(PUKATOPA C TIEpEUHEM
PUCBOCHHBIX UJIEHTU(PHUKATOPOB.

NHpopMaTUBHBIA CHUIHAJX — DJJIEKTPUYECKHE CHUTHAJbI, aKyCTHYECKHE,
AJIIEKTPOMATHUTHBIE U Jpyrue (pu3nyeckue Mossi, Mo MnapaMerpam KOTOPBIX MOXKET
OBITh packpbiTa KOH(HACHIMATbLHAS HWHpopMaIlus (MEpPCOHAIBHBIE JaHHBIC),
oOpabaTpiBaeMasi B ”HGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX.

NudopmanuonHass  cucreMa  MEPCOHAJNBHBIX  JAaHHBIX —  3TO
uH(GOPMAIIMOHHAS] CUCTEMA, MPEJCTaBISAIoNAs coO00il COBOKYITHOCTh MEPCOHABHBIX
JaHHBIX, COJEpXKaIUXCcA B 0a3e JaHHBIX, a TaKKe MH()OPMALMOHHBIX TEXHOJOTUHN U
TEXHUYECKUX  CPEJCTB, IO3BOJSIOIIUX  OCYHIECTBIATH  O0OpabOTKy  TaKuX
NEPCOHANBHBIX JIaHHBIX C  MHCIOJb30BAHHEM CpPEJICTB  aBTOMATH3allUU  WJIH
0€e3 MCII0Ib30BaHMsI TAKUX CPEJCTB.

NudopmanuoHHble TEXHOJOTHM — TIPOLECCh, METOAbl TMOHCKa, cOopa,
XpaHeHus1, 00pabOTKH, MPEIOCTABICHUS, PACIPOCTPAHEHUSI HHPOPMALIMHA U CIIOCOOBI
OCYLIECTBJIEHUS TAKUX IIPOLIECCOB U METOJIOB.

Hcrounuk yrpo3sl Oe3omacHoctu wuHpopmanum — CyOBEKT JOCTyMa,
MaTepUalbHbId OOBEKT WM (PU3UUECKOE SIBICHHUE, SIBISIOIIMECS MPUYHMHON
BO3HMKHOBEHUS YTPO3bl 0€30MaCHOCTH MH(OPMALUY.

Kontposupyemassi 30Ha — 3TO NpPOCTPAaHCTBO, B KOTOPOM HCKIIFOYEHO
HEKOHTPOJIMPYEMOE TMpeObIBAHME COTPYIHUKOB U  IIOCETHTENIed  omeparopa
Y IOCTOPOHHMX TPAHCIOPTHBIX, TEXHUYECKUX U UHBIX MAaTE€PUAJIbHBIX CPEICTB.

KonduaeHunaabHOCTh NEPCOHANBHBIX JaHHBIX — 00s3aTeiabHOE JUIA
COOJIIOJIEHUs OIEepaToOpoOM WM MHBIM TOJYYMBIIUM JOCTYN K MEPCOHAIBHBIM
JaHHBIM JIMIIOM TpeOOBaHME HE JOIMYyCKaTh HMX pacnpocTpaHeHHs Oe3 coriacus
CyOBEKTa MEPCOHANBHBIX JAHHBIX WM HAJUUYWs HHOTO 3aKOHHOI'O OCHOBAHUSI.

MexcereBOii  3KpaH  —  JIOKalbHOE€  (OJTHOKOMIIOHEHTHOE)  WJIU
(yHKUIHMOHATBHO-PACIPEIEIEHHOE IPOrPaMMHOE (mporpaMMHO-anmnapaTHoOE)
CpeAcTBO (KOMILICKC), pealn3ylollee KOHTPOJIb 3a MH(pOopMamueH, mocTymnamIei B
MH(GOPMALIMOHHYIO CHUCTEMY IMEPCOHANbHBIX JaHHBIX M (WIM) BBIXOASIIEH U3
MH()OPMAITMOHHOW CUCTEMBI.

Hapymmuressb 0e30acHOCTH MEPCOHAIBHBIX JAHHBIX — (PU3MUECKOE JIUIIO,
CIIy4ailHO WJIM NPEIHAMEPEHHO COBEPIIAIOIIEE ACHCTBUSA, CIEACTBUEM KOTOPBIX
ABJISIETCSl HAapyIIeHHEe Oe30MacCHOCTH MEPCOHAIBHBIX JAHHBIX MNpU UX 00padoTKe
TEXHUYECKUMHU CPEACTBAMU B MH(OPMAITMOHHBIX CUCTEMaX MEPCOHANIbHBIX JAHHBIX.

HenexnapupoBanHble BO3MOXKHOCTH — (YHKIMOHAJbHbIE BO3MOKHOCTU
CPEICTB BBIYMCIMTEIBHON TEXHUKH, HE OIHCAHHBIE WJIH HE COOTBETCTBYIOLIUE
ONMHMCAHHBIM B JJOKYMEHTAI[UH, MPU UCIOJIb30BAHUU KOTOPBIX BO3MOXKHO HApyIICHHE
KOH(PUIESHIIUAIBHOCTH,  JOCTYMHOCTH  WJIM  IEJIOCTHOCTH  00pabaThiBaeMoit
uHdopmaIuu.

HecaHKUMOHUPOBAHHBIN 10CTYN (HECAHKIMOHMPOBAHHBbIE NEMCTBHUS) —
goctyn K uHGOpMalUMM WM JACUCTBUS C HMH(POpPMALUEH, OCYUIECTBISIEMbIE C
HapyIICHUEM YCTAaHOBJIEHHBIX MpaB U (WIM) MpaBWJI JOCTyna K MH(OpMALUU WIH
JCUCTBHI C HEM C MPUMEHEHHEM IITATHBIX CPEICTB NH(DOPMALIMOHHONW CUCTEMBI WJIH



CPEICTB, AHAJIOTUYHBIX UM N0 CBOMM (PYHKUHOHAJIBHOMY TMpEAHA3HAUYCHUIO WU
TEXHUYECKUM XapAKTEPUCTHKAM.

Hocurtenbs undopmanmnu — ¢pusznyueckoe JUIO WIM MaTEpUATIbHBIA 00BEKT, B
TOM 4Hucje PU3NYECKOE MOJe, B KOTOPOM HMH(OpPMALKsS HaXOJUT CBOE OTPaKEHUE B
BUJE CHMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHHUYECKHX PEIICHUH U MPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEITUYHH.

O0paGoTka mepCOHAJIBLHBIX JAHHBIX — JedcTBUS  (Oomepanuu) C
[IEPCOHAJIbHBIMU ~ JAHHBIMM, BKJtOYas cOOp, CHUCTEMATHU3AalMI0, HAaKOIUICHUE,
XpaHeHHe, yTouHeHne (0OOHOBJICHHE, U3MEHEHNUE), UCIIOJIb30BAaHUE, PACTIPOCTPAHECHHE
(B TOM umcie mepeaady), 00e3NMYMBAHUE, OJOKUPOBAHHE, YHUYTOXEHUE
MEPCOHAIIBHBIX JAHHBIX.

OmnepaTtop — rocy1apcTBEHHbIN OpraH, MyHUIIUTIATBHBIA OpraH, IOPUANYECKOE
Wik (U3NYECKOE JMIO, OpPraHu3ylouMe W (WiIM) OCYIIECTBISIOLME 00paboTKy
MEPCOHAJIBHBIX JIaHHBIX, a TAKXKE ONPEIENSIONMEe eI U colaepkaHue oOpabOTKH
MEPCOHAJIbHBIX IAHHBIX.

IlepexBar (uHopManum) — HEMpPaBOMEpPHOE MOJIy4eHHE HHGOPMAIUN C
HCIIOJIb30BaHUEM TEXHUYECKOIO CPEJICTBA, OCYIIECTBISIIOLIETO OOHApYKEHUE, TPUEM
1 00pabO0TKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIe — Jr00as uWHQOpManuUsA, OTHOCAWAsCA K
OIPEEICHHOMY WJIM OIIPEENIIEMOMY Ha OCHOBAHUH TaKoi HH(popMauy GU3NIECKOMY
Uiy (CyObeKTy MepCOHATbHBIX JAHHBIX ), B TOM YHCIIE ero (haMUuius, UMs, OTYECTBO,
JaTa ¥ MECTO POXKJIEHUS, a/IpeC, CEMEMHOE, COLIMAIbHOE, UMYILIECTBEHHOE MOJ0KEHHE,
oOpazoBanue, npodeccus, T0X0Ibl, ApyTast uHPopMaIus.

Ilo0ouyHBIE  3JIEKTPOMATrHUTHBIE U3JIyYeHH S " HABOAKH  —
AJIEKTPOMATHUTHBIE W3JyYEHHUsS] TEXHUYECKUX CPEICTB O0paOOTKM 3aluiiaeMon
uH(}OpMaIU, BOSHUKAIOIINE KaK TOOOYHOE SIBJICHHE U BHI3BAHHBIC DJICKTPUUECKUMHU
CUTHAJaMH, ACHUCTBYIOIIMMHU B UX JJIEKTPUYECKHMX M MATHUTHBIX LEMAX, a TaKkKe
AJIEKTPOMATHUTHBIE HABOJKM H3THX CHUTHAJIOB HA TOKOMNPOBOASIIME JIMHUM,
KOHCTPYKIIMH U LENH MUTAHUS.

[oab30Baresb HHPOPMALMOHHONW CHCTEMbI IMEPCOHAJIBHBIX [JAHHBIX —
JUI0, Yy4YacTBywouiee B  (YHKIIMOHUPOBAHUU  HMHGPOPMAIMOHHONW  CHUCTEMBI
MEPCOHANIBHBIX JJAHHBIX WJTU UCTIOJB3YIOIIEe PE3YIbTaThl €€ (yHKIIMOHUPOBAHUS.

IIpaBuia  pasrpaHM4yeHusi  J0CTyHa  —  COBOKYIIHOCTb  IIPaBWII,
pErIaMeHTHPYIOIINX MpaBa JOCTYyNa CyObEKTOB HOCTYIAa K 00BEKTaM JAOCTYTIA.
IIporpamMHasi 3aKjagKa — CKpPBITHO BHECEHHBIH B IPOrpaMMHOE

obOecrieueHne (PyHKIIMOHAIBHBIA OOBEKT, KOTOPHIA MPHU OIMPEACIICHHBIX YCIOBHUIX
cnoco0eH  00ecreyuTh  HECAaHKUMOHUPOBAHHOE  IMPOTrpaMMHOE  BO3ZACHCTBHE.
IIporpammuas 3akiajaKa MOXKET ObITh peajii30BaHa B BUEC BPEIOHOCHOM MPOTrpaMMBbl
WJIY TPOTPAMMHOTO KOJIa.

IIporpammHuoe (mporpaMMHO-MaTeMaTH4YeCKOE) BO3/IeliCTBHE -
HECAaHKIIMOHUPOBAHHOE  BO3JICMCTBME  HA  PECypChl  aBTOMATU3UPOBAHHOM
MH(POPMAITMOHHON CHUCTEMBI, OCYIIECTBIIIEMOE C HCMOJb30BAHUEM BPEIOHOCHBIX
MIPOTPaMM.

Pecypc MH(pOPMALMOHHON CHCTEMbI — UMEHOBAaHHBIN 3JIEMEHT CHUCTEMHOTO,
NPUKJIATHOTO W arrapaTHoro obecrieueHus (GyHKIMOHUPOBAHUS
MH(OPMAITMOHHOW CUCTEMBI.



CpencrBa BBIYHCJIMTEIbHON TeXHHUKHM — COBOKYMHOCTh MPOTPAMMHBIX M
TEXHUYECKUX IJIEMEHTOB CUCTEM 00pabOTKU TaHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOATENIbHO WJIA B COCTaBE APYTHX CUCTEM.

Cy0bekT nocryna (cy0beKT) — JMIO WIM TPOLECC, JCUCTBUS KOTOPOIO
pEerIaMeHTUPYIOTCS PaBUJIaMH pa3rpaHUYCHHsI TOCTYyIIA.

TexHuyeckune cpeacTBa HH(POPMAIMOHHOH CHCTEMBbI MEPCOHAIBHBIX
JAHHBIX — CPE/ICTBA BHIUMCIUTEIHHON TEXHUKH, HHPOPMAIIMOHHO-BBIUNCIUTEIbHBIC
KOMIUIEKCBl M CETH, CpPEICTBA M CHUCTEMBI TMepenadyd, npuemMa u oO0paboTKu
NEPCOHANBHBIX JAHHBIX (CpelcTBa W CHUCTEMbl 3BYKO3AMKCH, 3BYKOYCHJICHMUS,
3BYKOBOCHIPOU3BEACHHS, MEPErOBOPHBIE U TEJIEBU3MOHHBIE YCTPOICTBA, CpEICTBA
U3TOTOBIICHUS, THUPAKUPOBAHUS JIOKYMEHTOB M JApyrHe TEXHUYECKUE CpeiCTBa
00paboTKH pedeBoil, rpadruyueckoi, BUICO- U OyKBEHHO-IM(POBOH HHGOPMAIIUHN),
IpOrpaMMHBIE CpeacTBa (ONEpaIiOHHbIE CHUCTEMBl, CUCTEMbl YIIpaBJieHUS Oa3zaMu
JaHHBIX U T.IL.), CPEACTBA 3aLUThI HH(OPMALIUY.

TexHuyeckuii KaHajJ yTe4KH HH(OPMANMH — COBOKYIMHOCTh HOCHUTEIS
uHpopmaruu  (cpeactBa 00pabOTKH), (QU3MUECKONH CpeAbl pacnpoCTpaHEHUS
MH()OPMATUBHOTO CHUTHajla W CPEACTB, KOTOPBIMU JI0OBIBAETCS 3alllMIaeMast
uH(popmanus.

Yrpo3bl 0€301aCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCIOBUU U
(GakTOpoB, CO3MAIOMIMX OMACHOCTh HECAHKIMOHHUPOBAHHOTO, B TOM YHCIE
CIIy4aiflHOTO, JOCTyNa K TEPCOHAJIbHBIM JIaHHBIM, PE3YyJIbTaTOM KOTOPOTO MOKET
CTaTb YHUYTOXXEHHE, U3MEHEHHE, OJIOKUpOBAaHUE, KOIMPOBAHUE, PACIpPOCTPAHEHHE
NEPCOHANBHBIX JAHHBIX, a TAK)K€ MHBIX HECAaHKIMOHUPOBAHHBIX JIEHCTBUHU MPHU HX
00paboTke B MHGOPMAIIMOHHON CHCTEME TIEPCOHATBHBIX JIAHHBIX.

YHHUTOKEeHNEe NMEePCOHATBHBIX JaHHBIX — JICHCTBUS, B pPe3yibTaTe KOTOPBIX
HEBO3MOXXHO  BOCCTAaHOBUTH  COJIEp)KaHUE  NEPCOHAIBHBIX  JAHHBIX B
MH(GOPMALIMOHHON CHCTEME NEPCOHAIBHBIX JAHHBIX WJIM B Pe3yjbTaTe KOTOPBIX
YHHUTOXKAIOTCS MaTepHaIbHbIE HOCUTEIH MEPCOHATBHBIX TaHHBIX.

Yreuka (Bammmaemou) HHpOpMAMU 10 TEXHHYECKMM KaHAaJIaM —
HEKOHTPOJIMPYEMOE pacCIpOCTpaHEHUE HH(POpPMALMU OT HOCHUTENS 3allUIaeMOn
uHpopmanuu  yepe3  (PUIMUECKYI0 Cpelly 10  TEXHUYECKOro  CpeJICTBa,
OCYUIECTBJISIOLIETO NepexBaT HHPOPMALIUH.

Ya3BUMOCTh — HeKas cJaboCcTh, KOTOPYIO MOKHO HCIOJIb30BaTh ISt
HapyIICHUsI CUCTEMBI WM COZIEpIKalleiicss B Hell nHpOpMaIUu.
HenocTHocTh uHpoOpManmuMu — CcOCTOsIHUE WHGOPMAIMKM, MPU KOTOPOM

OTCYTCTBYCT JII000e €€ H3MEHEHHE JIM0O H3MEHEHHE OCYHICCTBIACTCA TOJIBKO
NpcaAHaMCPCHHO CY6T>CKT3MI/I, HMCIOIIKMMHU Ha HCTO IIPAaBO.



2. O01IMe moJIoKeHus

Hacrosimas «ba3oBast Mojiesnb yrpo3 0€301MacHOCTH MEPCOHANBHBIX JAHHBIX TIPH UX
00paboTke B MHGOPMAITMOHHBIX CUCTEMaX IMEPCOHAIBHBIX TaHHBIX» (Haee — Moaenb
yIpO3) COAEPKUT CUCTEMATU3UPOBAHHBIN NIEpeYeHb yrpo3 0€30MacCHOCTH NMEPCOHATIBHBIX
JAHHBIX TIPU UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX. JTH
yIpo3bl OOYCJIOBJICHBI NMPEIHAMEPEHHBIMU WJIM HENPEIHAMEPEHHBIMHU JCHCTBUSIMU
(U3MYECKHX JIUIT, ACUCTBUSAMH 3apyOSKHBIX CIEIICTYKO MIIM OpTraHu3aIiii (B TOM YHCIIe
TEPPOPUCTUUECKUX), a TaKK€ KPUMHUHAIBHBIX TPYHIUPOBOK, CO3JAIOUIUX YCIOBUS
(MpeanoChUIKM) IJIs HapyIeHus 6e30nacHoCTy nepcoHanbHbIX AaHHBIX (I1/1H), KoTopoe
BEJIET K yIIepOy >KU3HEHHO BaXKHBIX MHTEPECOB IMYHOCTH, OOIIECTBA U TOCYIapCTBA.

Mogens yrpo3 COIEpPXKUT €IWHBbIE HCXOAHBIE JAHHBIE I[I0 yIrpo3am
0€30MacHOCTH TEPCOHAIBHBIX JaHHBIX, 00padaThIBaeMbBIX B HH(POPMAITMOHHBIX
cuctemax nepcoHanbHbix gJaHHbIX (UCII/IH), cCBSI3aHHBIM:

c mnepexBatoM (cbemoM) IIJIH MO TEXHUYECKUM KaHajaM C LEJIbI0 HUX
KOIMPOBAHUS UM HEMIPABOMEPHOTO PACIPOCTPAHEHHS;

C HECAaHKI[IMOHUPOBAHHBIM, B TOM 4HCJE cilydanHbM, noctynoM B UCIIAH c
LENbI0 M3MEHEHHUs, KOMHUPOBAaHUS, HEMpaBOMEpPHOro pacnpoctpaneHust [IJ[H wim
JNeCTPYKTUBHBIX Bo3necTBuid Ha 3ieMeHThl MCIIJIH u o6pabateiBaeMbix B HUX [1/{H
C HCIOJB30BAaHUEM NPOTPAaMMHBIX U MPOrPAMMHO-AMIAPATHBIX CPEACTB C IIEIBIO
YHUUTOXEHUS Wi 6sokupoBaHus [1/1H.

Mopenb yrpo3 ABISE€TCS METOAMYECKUM JIOKYMEHTOM M  IpeAHa3HayeHa
JUIST TOCYJApCTBEHHBIX W MYHUIUMNAIBHBIX OpPraHOB, HOPUAUYECKUX U (WJIH)
(dbuznyeckux nui (gajiee — onepaTopoB), OPraHU3YIOIIUX U (WJIK) OCYILECTBIISIOMIMNX
o0pabotky IIJIH, a Takke ompeAessIoUUX ILeJu U coaepxkanue obpadotku I1/1H,
3aka3unkoB U pazpadorunkoB MCII[Ixn u ux nmoacucrem. C mpumeHenneM Mojemnu
YTPO3 PELIAOTCS CIEYIOLNIUE 3aJa4U:

pa3paboTKa 4YacTHBIX Mojenell yrpo3 oOe3zonmacHoctH II/I[H B KOHKpPETHBIX
NCIIIH ¢ yueToM UX Ha3HAYEHUs], YCIOBUI U 0COOEHHOCTEN (DYHKIIMOHUPOBAHUS;

ananu3 3anmieHHoctd MCII[Ia ot yrpo3 OesomacHoctu IIJIH B Xxome
OpraHU3alliy U BBIMOJHEHUS paboT 1o odecneuenuto 6e3omnacHoctu [1]1H;

pa3paboTka cucteMbl 3ammThl [IJ[H, oOecneuuBaroield HEUTpaIU3aALUIO
MPEANOoaraéMblx yrpo3 € HCIOJIb30BAHUEM METOJIOB U crnocoOoB 3ammThl [1J[H,
MPEelyCMOTPEHHBIX /IS cCOoTBeTCTBYIoMIEro kiacca MCII/IH;

MPOBEJEHUE  MEPOIPHUATHI, HalpaBJICHHBIX ~ Ha  MPeJoTBpallleHUE
HECAHKIMOHUPOBAHHOTO nocTymna K I1/IxH u (wim) nepenadu ux Jiviam, He UMEIOIINM
mpaBa J0CTyna K Takoi nHdopmaImy;

HEJIONYIlIeHUE BO3IeCTBUA Ha TexHuueckue cpenactsa MCII/IH, B pe3ynbTaTe
KOTOPOTO MOKET ObITh HAPYIIEHO UX (PYHKITMOHUPOBAHHE;

KOHTPOJIb O0ECTICUCHHS YPOBHS 3aIUIIEHHOCTH MEPCOHANIbHBIX TAHHBIX.

B Mopaenun yrpo3 nano o6o6meHHoe omnucanue WCII[H kak 0O0BbEKTOB
3aIIUTHI, BO3MOXKHBIX HMCTOYHHMKOB yTPO3bl O€30MAaCHOCTH TMEPCOHATBHBIX JTaHHBIX
(VBIIIH), ocHoBHBIX KiaccoB ysizBuMmoctedt WMCII/IH, BO3MOXHBIX BHJOB
JeCTPYKTUBHBIX Bo3eicTBUI Ha [1/]H, a Tak»Ke OCHOBHBIX CIIOCOOOB UX peaIU3alliH.

Yrpossl 6e3onacHoctu I1/1H, oOpabaTeiBaembix B UCII/H, comepkaiuecs B
HacTosied Mojenu yrpo3, MOTYT YTOUHSTBCS U JIOMOJHATHCS MO MEPE BBISABJICHUS
HOBBIX MCTOYHUKOB YTIPO3, Pa3BUTUS CIOCOOOB U cpenctB peanmsaruu YBIIJH B
NCIIIs. BHecenue usmenenuid B Moaens yrpo3 ocymectsisiercss @CTOK Poccun B
YCTaHABJIMBAEMOM IOPSIKE.



3. Knaccnduxanusi yrpo3 6€30nacHOCTH NEePCOHATbHBIX TAHHBIX

CoctaB u coxaepxxkanue YBII/IH ompenensercss COBOKYMHOCTbIO YCIIOBUH M
(GakTOpoB, CO3MAIOIIMX OMNACHOCTh HECAHKIMOHHUPOBAHHOTO, B TOM YHCIE
ciay4yanHoro, nocrtyna kK [1J1H.

COBOKYITHOCTh TakMX YCIOBUH U (akTOopoB (GOPMHUPYETCS C YYETOM
xapaktepuctuk VMCII/IH, cBOMCTB cpefbl (MyTH) pacpocTpaHeHusl MH(POPMaTUBHBIX
CUTHAJIOB, COJIEPKaIINX 3alIMIIAEMYI0 HH(DOPMAIIHMIO, U BO3MOXXHOCTEH HCTOYHHUKOB
YIPO3BL.

K xapakrepuctukam MCIIJ/IH, oOycrnoBnuBatomum Bo3HUKHOBeHHEe Y BIIJIH,
MO>KHO OTHECTH Kareropuio u oobeM obpadatsiBaeMbix B MCII/IH mepcoHanbHbBIX
nanubix, ctpykrypy HWCII[n, nanmuwe noaxkmouenuit VCIIJH x ceTsiMm cBs3H
00111eT0 T0JIb30BaHUS U (KMJIM) CETSAM MEXTYHApOIHOTO MH(POPMAITMOHHOTO 0OMEHa,
XapaKTEepUCTUKU MojcucTeMbl OezonacHoctu [1JIH, o6pabateiBaembix B UCII/IH,
peXUMBI 00paObOTKHU MEPCOHANBHBIX JTAHHBIX, PEKUMBI pa3rpaHUUYCHUS TIPaB JA0CTYyIIa
nonb3oBarenet UCII[IH, MECTOHAaxX0KACHUE U YCIOBUS Pa3MELICHHUS] TEXHUYECKUX

cpenctB UCII/IH.
Nudopmarnmonnsie cucremsl [IJI[H mnpeacTaBiasior coOOW COBOKYITHOCTh
WHOOPMAIMOHHBIX U IPOrpaMMHO-ANIApPATHBIX  JJIEMEHTOB, a  TaKke

MH(GOPMALIMOHHBIX TEXHOJIOTH, IPpUMEHsIeMbIX ITpu 00paboTtke I1/H.

OcnoBubiMM 251eMeHTamMu UCTI/IH sBisitoTCs:

HEepCOHAJIbHBIE JaHHbIE, cojepxkKaliuecs B 0a3ax JaHHBIX, KAK COBOKYIHOCThb
uH(popmanuu u ee Hocurtenen, ucnoiab3yeMbix B UCIT/IH;

MH(DOpMAMOHHBIE TEXHOJOTUU, NpUMEHseMble mnpu obOpadotke I1/1H;
TEXHUYECKHE CPEJCTBA, ocyllecTBismonme oopadorky [IJIH (cpeacTtsa
BBIYHUCIUTENILHON TEXHUKH, UH(POPMALIMOHHO-BBIYUCIUTENbHbIE KOMIUIEKCHI U CETH,
CpeICTBa M CHCTEMBI Iepenauu, npuema u odopabotku I1JIH, cpeacTBa u cucTemsl
3BYKO3aIlMCH,  3BYKOYCHJICHUS,  3BYKOBOCIPOW3BEACHHUS, IE€PETOBOPHBIE U
TEJIEBU3MOHHbBIE YCTPONCTBA, CPEACTBA U3TOTOBJIEHUS, TUPAKUPOBAHUS TOKYMEHTOB
U Jpyrue TEXHUYECKHE CpelICTBa 00paOOTKH peyeBoil, rpaduyeckod, BUIEO- U

OykBeHHO-1IMpoBOil nHpopMalun) (nanee — rexuuueckue cpeactsa UCI/In);

OPOrpaMMHBIE CpeACTBa (ONEPALMOHHBIE CHUCTEMBI, CHCTEMBI YIPABJICHHUS
0a3zaMu TaHHBIX U T.IL.);

CpelcTBa 3alUThl HH(OPMAIIUH;

BCIIOMOTaTeNbHble TexHuueckue cpenctsa u cuctemsl (BTCC) — Texuuueckue
CpeICTBAa M CHUCTEMBI, UX KOMMYHHUKAIlMU, HE MpeIHa3HaYeHHbIC i1 OOpabOTKH
[1[ln, HO pa3MelIeHHbIE B MOMEIICHUAX (Hajee — ciIyKeOHbIe MOMEIIEHus), B
koTopbix pacnoyiockeHbl MCIIJIH, ux TeXHWUYecKue cpeacTBa (pa3IMYyHOrO poja
TenedOHHBIE CPEICTBA U CUCTEMBI, CPEICTBA BHIYUCIUTEIbHON TEXHUKH, CPEACTBA U
CUCTEMBI MepeAauyn JaHHBIX B CUCTEME PaJMOCBSI3U, CPEJICTBA U CUCTEMBI OXPaHHON
Y TOXKapHOW CUTHAJIM3AIUU, CPEACTBA M CHUCTEMbI OMOBEUICHUS M CUTHAIM3ALUHU,
KOHTPOJIbHO-U3MEpUTEIbHAS anmnaparypa, cpencTaa U CUCTEMBI
KOHJMLIMOHUPOBAHMUS, CPEJICTBA U CUCTEMBI IPOBOJIHOM PaJUOTPAHCIALMOHHON CETH
U TpHeMa MporpaMM paJdOBELIAHUS M TEJIEBHUJEHHUSA, CPEACTBA 3JIEKTPOHHOU
OpPITEXHUKH, CPEJICTBA U CUCTEMBI 3JIEKTPOYaCO(DUKAIUN).

CaoiictBa cpenpl (IyTH) paclpoCTpaHEHUs HMHPOPMATUBHBIX CHUTHAJIOB,
collepKallluX 3aluiiaeMyro HHGOpMaIUIO, XapaKTepru3yloTCs BUIOM (PU3nyecKoin



cpenapl, B KOTOpoM pacopoctpansatorcs II/IH, m onpenensroTcss NOpH OLEHKE
BO3MOXKHOCTH peanu3anuu Y bII/H.

Bo3moxunoctu ucrtounukoB YBII/IH 00ycioBiieHbl COBOKYITHOCTBIO CIIOCOOOB
HECAaHKIIMOHUPOBAHHOTO W (Wiu) ciydaitHoro poctyna k I[I/lH, B pe3ynbTaTe
KOTOpPOTO ~ BO3MOXXHO  HapylIeHHe  KOH(PHIECHIMATbHOCTH  (KOIHUPOBAHUE,
HEMPaBOMEPHOE PACIPOCTPAHEHHUE), LEJOCTHOCTU (YHUYTOXKEHUE, W3MEHEHUE) U
nocTynmHocTH (OmokupoBanue) [1/1H.

VYrpoza 6e3onacHoctu [1J[H peanusyercss B pe3ysibrare 00pa3oBaHUs KaHaja
peanuzaruu YBIIJIH MeXTy HCTOYHUKOM yTrpo3bl U HocuTeneM (uctounukom) I1J1H,
YTO CO3/1aeT YCJIOBHs JJIA HapymieHus o6e3onacHoctu [1J[H (HecaHKITMOHHPOBAHHBII
WJIM CIIyYaiHBIA JOCTYI).

OcHOBHBIMM AyieMeHTaMU KaHana peanusauuu Y BIIH (pucyHok 1) sBistores:

uctouHuk YBIIJ[H — cyOBekT, MarepuanbHblii OOBEKT WM (DU3UUECKOE
siBieHue, co3paromue Y bI1/IH;

cpena (myTth) pacnpoctpadenus IIJln win Bo3jelcTBUIL, B KOTOpOH
(¢u3nyeckoe Mojie, CUTHAJ, JaHHbIE WM MPOTPAMMbI MOTYT PacHpOCTPAHITHCA U
BO3JICICTBOBATh HA 3alllMIlaeMble CBOMCTBA (KOHPUICHIUATBHOCTD, EIOCTHOCTD,
noctynHocTts) I1/1H;

Hocutenb [1/In — pusnyeckoe nuio win MaTepuanbHblii 00ObEKT, B TOM YHCIIE
¢usnueckoe moisie, B kotopoMm [IJIH HaxomaTr cBoe OTpa’keHHWE B BHJIE CHMBOJIOB,
o0pa3oB, CHTHAJIOB, TEXHUYECKUX PEIICHHH U TMPOIECCOB, KOIMUYECTBEHHBIX
XapaKTEPUCTUK (PU3UUECKUX BEITHUHMH.

Cpena pacnipocTpaHeHHs
Hcrouynnk [1/I1 n BO3nIelicTBHI
yrpo3 0e30macHoCTH | 4—» TpueMHHK “—> Hocwurens 11
118 MH(POPMATHBHOTO CUTHAJIA
[Tepenatunk
BO3JICUCTBYIOIIIETO CUTHAJA

Pucynok 1. O60011eHHas cxeMa KaHajla peaau3aiui yrpo3 0€30IMacHOCTH
MEePCOHAIBHBIX JTAHHBIX

Hocutemm II/ln  moryt conepxath uH(OpMaIuioo, TPEICTABICHHYIO B
CHEAYIOIIUX BUIAX:
akyctuueckas (peuenas) unpopmarus (PH), cogeprxkaiascs HemocpeaCTBEHHO
B npouzHocuMoil peun nosb3oBatens WMCIIIn npu ocymectBiennn um (QyHKIUH
rogocoBoro BBoaa I[I[ln B WCII[H, mmbOo BocmpousBogumas aKyCTHUECKHUMHU
cpenctBamu UCIT/IH (eciiu Takue PyHKIIMU IPEAYCMOTPEHBI TEXHOJIOTHUEN 00pabOTKH
[11H), a Takke coaepskamascs B 3JIEKTPOMArHUTHBIX MOJIAX U JIEKTPUUYECKHUX
CUTHaJax, KOTOpbIE BO3HUKAIOT 3a CUET IPeoOpa3oBaHU aKycTHYeCKON HH(pOpMaLInu;
BunoBas undopmanus (BU), mpeacrapinennas B Buae TEKCTa U N300paKeHUN
pa3IMyYHBIX YCTPOMCTB OTOOpakeHHs HWHGPOPMAIMU CPEACTB BBIYMCIUTENIBHOM
TEeXHHUKH, WH(HOPMALMOHHO-BBIUNCIUTEIbHBIX KOMIUIEKCOB, TEXHUUECKUX CPEICTB
00paboTku rpaduueckoil, Buaeo- 1 OyKBeHHO-IIM(PPOBOIl MHPOPMAIUH, BXOISAIINX B
cocraB UCII/IH;



uHopmanusi, obpabareiBaemas (uupkyiaupytomas) B HWCIIAH, B BuUIe
ANEKTPUUYECKUX, DIIEKTPOMATHUTHBIX, ONTUYECKUX CUTHAJIOB;

uHpopmanus, oopadbarsiBaemast B ICII /I, npeacrasiennas B Buae Out, Oaiir,
(halJIoB M IPYTUX JIOTHYECKUX CTPYKTYP.

B uemsx dopmupoBanusi cucrematuzupoBanHoro nepeuyds YBII[lH mpu ux
oopadotke B WCIIJIH m pa3paboTke Ha HX OCHOBE YaCTHBIX MoJeJeH
npUMEHUTENbHO K KoHKpeTHoMy Bunpy WCII[In yrpo3sl kimaccupuuupyrorcs B
COOTBETCTBHUH CO CIICAYIOIIUMU MPU3HAKAMU (PUCYHOK 2):

no Buay 3amuiaemoit ot YBIIIn nndopmanmm, conepxarieit I[1/1H;

110 BUJaM BO3MOXKHBIX HCTOYHUKOB Y BII/IH;

no tunty MUCII/IH, Ha koTOpBIE HampaBiieHa peanu3anus Y BII/IH;

1o crnoco0y peanuzaruu Y BbI1/IH;

M0 BHJly HAapyIlIaeMOro CBOMCTBA MHMOpMAIUH (BUAY HECAHKIIMOHUPOBAHHBIX
JIEeUCTBUM, ocylecTBIgeMbIX ¢ [1/[H);

10 UCITOJIB3YEMOM YSI3BUMOCTH;

10 0OOBEKTY BO3JEHCTBUS.

[Io BupaM BO3MOXHBIX HUCTOYHHUKOB YDBIIJ[H BbIACHAIOTCA Ccleayronme
KJIACChI yTpo3:

yIpO3bl, CBSI3aHHBIE C NPEAHAMEPEHHBIMU WM  HENPEIHAMEPEHHBIMU
nevctBussMu  Jul, wumeromnx goctyn Kk MCII[IH, Bkiaouas moJb30BaTeNeu
UCIIu, peamusyromux yrpos3sl HemnocpeAactBeHHo B MCIIJIH  (BHyTpeHHMIA
HapYIIUTENh);

yIpO3bl, CBSI3aHHBIE C MPEAHAMEPEHHBIMU WM HENpeAHaMEpPEHHBIMU
nercTBusIMH Jul, He uMeromux noctyna k WCII/IH, peanu3yrommux yrpossl U3
BHEIIIHUX CETEM CBSI3M OONIEro TMOJIb30BaHUS M (WJIM) CEeTed MEeXIyHapOIHOIO
nH(pOpMaITMOHHOTO 0OMeHa (BHEIIHUM HAPYIITUTEND).

Kpome Toro, yrpossl MOTYT BO3HUKATh B pe3yJibTaTe€ BHEIPEHUS
ammapaTHbBIX 3aKJIaJ0K U BPEIOHOCHBIX ITPOTPaMM.

[Io Tuny MCII[AH, Ha xoTOopble HampaBiieHa peanus3auus Y bII/IH,
BBIJICJISIFOTCS CIEAYIOIIHNE KIACChl yTrpo3:

yrpo3bl  Oe3omacHoctu I1/lH, oOpaGateiBaembix B WMCIIJlH Ha 0aze
aBTOHOMHOT'O0 aBTOMAaTHU3HPOBAHHOTO pabouero mecra (APM);

yrpo3bl 6e3omacHoctu [1/[H, oOpabateiBaembix B WCII[lH Ha 0aze APM,
MOJKIIOYEHHOTO K CETH OOIIero TMoJb30BaHUA (K CETH MEXIYHApOIHOTO
uH()OPMAITMOHHOTO OOMEHa);

yrpo3bl 6e3omacaoctu [1/1H, o6padateiBaembix B MICII/IH Ha 6a3e JOKaIbHBIX
MH()OPMAITMOHHBIX CUCTEM 0€3 MOJKIIOUECHUS K CETU OOIIEero MOJIb30BaHUs (K CETH
MEKIYHAPOHOTO MH(OPMAIIMOHHOTO OOMEHA);

yrpo3bl 0e3omacHoctu [1/1H, o6padareiBaembix B MCII/IH Ha 6a3e JOKaIbHBIX
MH(POPMAITMOHHBIX CHUCTEM C TOAKIIOUCHHEM K CETH OOIIEero Mnojb30BaHusA (K cCeTd
MEKIYHApOHOTO MH(OPMAIIMOHHOTO OOMEHA);

yrpo3bl  Oe3omacHoctu II/ln, oOpabateiBaembix B WCIIJlH Ha 0aze
pacnpeneneHHbIX HH()OPMAIMOHHBIX CUCTEM 0€3 MOAKIIOYEHUS K CEeTH OOIIero
MOJIb30BaHMS (K CETH MEXIyHAPOIHOT0 HH(GOPMAIMOHHOTO OOMEHA);



Kanaccupukanusa yrpo3 6e30nmacHOCTH NEPCOHATBHBIX JaHHBIX

ITo Buay 3ammimaemoii ot YBIIH nngopmanun, conepskameii ILAn

Yrpossl PU

Yrposst BU

[ Vrpossl unopmanmu, o6pabarsisacmoii B TCOU |

[ Yrpossl uadopmanuu, obpabarsiBaecmoii B AC |

ITo BUAaM BO3MOKHBIX HCTOUHUKOB Y BII/IH

Co3zaBaeMble HAPYLIUTEIEM
(puzmueckum JTULIOM)

CoznaBaeMble BHYTPEHHUM
HapyIlIHTeJIeM

| CoznaBaemMble BHEITHHM
HapyIIHUTeIeM

Co3naBaemble anmnapaTHOl
3aKJIaKON

‘ ‘ nporpaMMamMu

Co3naBaeMbl€ BPEJOHOCHBIMU

3aKJIagKON

Co3naBaemble BCTpOeHHOﬁ

MpOrpaMMHOM 3aKjIagKkoM, mporpaMmmoii Tuna‘““TpostHckuii KOHB”

3aKJIaJIKOM

Co3naBaemMble aBTOHOMHOM

MIPOrPaMMHBIM BUPYCOM

BPEIOHOCHOU MPOrpaMMOii, pacrpoCTPaHSIOLIEHCS 110 CETH (CETEBBIM YEPBEM)

JPYTUMH BPEJOHOCHBIMU MPOrpaMMaMH, NMPeHA3HAYECHHBIMHU JIJIs
ocymectienuss HCJI (moxbopa maposeid, y1ajJleHHOro JOCTyIa U ap.)

ITo BuaAY Hapyl1aeMoro cBoiicTea nHpopmanyuu (BU1y HeCAHKINOHHPOBAHHBIX JeHCTBHIi, ocylnecTBasieMbIX ¢ I1/1H)

Vrpo3sl KOHQHUACHIINATBHOCTH (YTSUYKH, [IepexBaTa, CheMa,
KOIIMPOBAHMs, XUIIEHUS, pa3rialieHus) nHGpopMauu

ITo Tuny UCII/IH, Ha KOTOpBbIe HANIpaBJeHa peajau3anusa Y BITIn

Yrpo3bl 1ea0CcTHOCTH (YTPaThl, YHHYTOXKCHHS,
Moaudukanrn) nHGopManuu

(6;okupoBaHusi) HHpOpMaUn

YTpo3sl JOCTYITHOCTH

VYrpossl 6e3onacHoctu I1/IH,

BBIYMCIIUTEIBHON CETH)

o6pabareiBacmbix B MUCII/IH Ha 6aze APM (c
MOJKITIOUYCHHEM U 0€3 MOIKITIOUCHHS K

Vrpo3ssl 6e3onacHoctu I[1J1H, 06pabaThIBaeMbIX B
HCIIIn Ha 6a3e JIOKaIbHOW BBIYUCIUTEIBHOMN
ceTH (C MOAKIIIOYCHUEM U 0€3 MOAKIIOUYCHUS K

pacrpe/ieJIeHHOW BBIYUCINUTENIBHOI CeTH)

Vrpo3ssl 6e3onacHoctu I[1J1H, 06pabaTbiBacMbIX B
HCIIIn Ha 6a3e pacrpeelIeHHbIX
MH()OPMALIMOHHBIX CUCTEM (C MOIKIIOYCHHUEM,
0e3 MOJKIIFOYCHUSI K CETH OOIIET0 MOJIb30BaHMUs)

ITo cnoco6am peanusanuu YBITIIH

Vrpo3sl cnenuanbHbIX Bo3aeicTsuit Ha UCITH ‘ ‘

—{ MeXaHHM4YEeCKOro BO3AENCTBUS

VYrposzst HC/l B UCITIH

—{ XUMHUYCCKOI'O BO3JCUCTBHUA

|
|
+—{ akyctuyeckoro BozaeicTBus |
|

—{ GuonoruuecKkoro Bo3aencTBUs

YTpo3sl, peann3yemMble ¢ TPUMEHEHHEM

NPOrpaMMHBIX CPEICTB ONEPALMOHHON CUCTEMBI

YTpo3s! yTedKy HHDOPMAIIUH IO
TEeXHUYECKUM KaHajlaM

I10 paaroKaHally

DJIEKTPUIECKUMHU
UMITyJIbCaMHu

— paAuannuoOHHOT O BO3ICHCTBUS ﬁ

DJIIEKTPOMAarHuTHbIMHA

Vrpo3sl, peanusyeMsble ¢ IPUMEHEHUEM
crnienuanbHo paspaborannoro ITO

VYrpossl yreuku PU |

10 DJICKTPUYCCKOMY KaHally

MO ONTHYECKOMY KaHally

VYrpo3ss! yreuku BU

U3ITyYCHUSIMUA

— TEPMHYICCKOT O BO3IECHCTBUS

SJICKTPOMArHuTHOI o
BO3ACUCTBUS

Ilo ucnoib3yeMoii ysi3BUMOCTH

J—‘ MArHUTHBIM 110JIEM |

Yrpossl, peanusyemble C IPUMEHEHUEM
BPEOHOCHBIX IIPOTrpaM

‘ TIO aKyCTAICCKOMY
(BUOPAIIMOHHOMY) KaHAIIY

110 CMEIIaHHBIM
(TMTapaMeTpUYECKHM) KaHajaM

YTrpo3sl yreuku
nHGOPMALIMH 110 KaHAJIaM
II5MUH

C Hucnonb30BaHUEM
YSA3BUMOCTH
npuknagHoro [10

C HCIoNIb30BaHUEM
YS3BUMOCTH
cucremuoro [1O

C ucrosabp30BaHUuEM
YSI3BUMOCTH, BBI3BAHHOM
"annurem B AC
anmnapaTHoO 3aKiIaaKu

C ucrosbp30BaHUEM
YSI3BUMOCTE TPOTOKOJIOB
CETEeBOI'0 B3aNMOJCHCTBHS U
KaHAJIOB Mepefayu JaHHbIX

C UCTONB30BaHUEM
YSI3BUMOCTH, BBI3BAHHOM
HEJIOCTATKaMH OpraHH3aLiHi
T3UoTHC/

C HCIIONB30BaHNEM YSI3BEMOCTCH,
00YCITOBIIMBAIOIINX HATHIHNE
TEXHUYECKUX KAHAJIOB YTCUKH
nHbopmanu

C HCIIoNIBb30BaHUEM
ysizBuMocteit C3U

ITo 00bexTy BO3a€elicTBUS

VBIIdH, oOpabarsiBaeMbix Ha APM

VYBI1/1H, 06pabaTbiBacMbIX B BBIJIEICHHBIX
TEXHUYCCKHUX CPEJICTBaX 00pabOTKH

VYBI1/1H, nepenaBaeMbIx
O CeTsIM CBSI3U

Yrpo3sl NPUKIaHBIM POrPaMMaM,
npeHa3HauYeHHBIM 11 paboThl ¢ TT/1H

YTrpo3bl CHCTEMHOMY
TIO, obecnieunBatorieMy
(byHkurnonupoBanue

Ha OTUYXKAACMBIX HOCUTCIIAX I/IH(bOpMaLU/II/I

Ha BCTpOEHHBIX HOCUTENSIX JOJIFTOBPEMEHHOIO XpaHEHUsT HH(POPMaLUK1

B cpencrBax 0O0pabOTKH U XpaHEHHs ONepaTUBHON HHGOPMALIUU

Ha npunrepa, miiorrepax,
rpadonoCcTpOUTENISIX U T.I1.

Ha BBIHOCHBIX TepMHUHAaJaX,
MOHHTOpaX, BUACOIPOCKTOPAx

B cpencrBax (moprax) BBoAa (BbiBoa) HHGOPMALIMN

Pucynok 2. Kimaccuduxarus yrpo3 6€301macHOCTH MEPCOHATBHBIX JaHHBIX,

B cpencrBax 3ByKoycuiaeHus,
3BYKOBOCIIPOU3BEICHUS

VYBII/IH npu nepegaue CUrHAJIOB
10 JIMHUSIM CBA3HU

VBI11n npu 06paboTke NakeToB B
KOMMYHHKAIMOHHBIX 2JIEMEHTaX
MH(POPMALIMOHHO-
TEJICKOMMYHHUKAIIHOHHBIX CHCTEM

o0pabaThiBaeMbIX B MHPOPMAIITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX

I /In

vl



yrpo3bel  Oe3omacHocTH IIJIH, oOpaGateiBaembix B WMCIIJIH Ha ©Oase
pacnpeieieHHbIX HH()OPMAIIMOHHBIX CHUCTEM C MOAKIIOYEHHEM K CeTH OOIIero
MOJIB30BaHUS (K CETH MEXKIyHApOIHOTO HH(POPMAIIMOHHOTO 0OMEHA).

[To cmocobam peanuzanmu YBIIJIH BeIIEISIOTCS CIAEAYIOMHAE KJIACCHI yTPo3:

yrpo3bl, cBszanHbie ¢ HC/ k I1[In (B ToMm 4wmciie yrpo3bl BHEApPEHUs
BPEJAOHOCHBIX IIPOrPAMM);

yrpo3bl yreuku [1/IH mo TexHnyeckuM KaHaiaMm yTeuky HH(popManuu;

yIpo3bl crienuanbHbiX Bo3aecTeuil Ha MCIT/IH.

[Io BuAy HECaHKUMOHMPOBAHHBIX JEUCTBUN, ocyuecTtBiasieMbix ¢ [IJIH,
BBIJICIISIFOTCS CIEAYIOIIUE KIIACCHI YTPO3:

yrpo3bl, MNPUBOAAIIME K  HapylleHHO KoHpuaeHuuaibHoctd  I1/IH
(KOMMPOBAHMIO WJIM HECAHKLIMOHUPOBAHHOMY PACHPOCTPAHEHHIO), NPU pEaTU3ALMH
KOTOPBIX HE OCYIIECTBIIETCS HETMOCPEICTBEHHOTO BO3JACHCTBUS HA COJEPIKAHUE
uHdopmanuu;

YIpO3bl, IPUBOASAIIME K HECAHKIIMOHUPOBAHHOMY, B TOM YHCJIE CIy4ailHOMY,
BO3JCHCTBUIO Ha  cojAepKaHMEe MH(OpMalMM, B  pe3yjibTare  KOTOPOTO
ocylecTBisieTcsa u3MeHeHue 11/10 uiam ux yHU4TOKEHHUE,

yYIPO3bl, IPUBOASIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHUCJE CIy4ailHOMY,
BO3JICIICTBUIO HAa IPOrpaMMHBIE WIIM IporpaMMHO-anmnapatabie 35eMmenTsl UCI/IH, B
pe3yabTaTte KOTOporo ocyiiecTisiercs 6aokupoBanue [1/1H.

[1o ncronp3yeMon ys3BUMOCTH BBIIEIISIIOTCS CIIEYIOIINE KIACChl YIPO3:

YTPO3BlL, PEATU3YEMBIE C UCIIOJIb30BAaHUEM YSA3BUMOCTH cucTeMHOro 110;

YTPO3bl, PEATTU3YEMBIE C UCIIOJIB30BAaHUEM YSA3BUMOCTH NpukiIagHoro I10;

YTPO3bl, BOHUKAIOIINE B PE3YJIbTATE UCIIOIb30BAHUS YA3BUMOCTH, BEI3BAHHOU
HannureM B AC anmapaTHOM 3aKJIajKu;

YTPO3bl, PEAIA3YEMBIE C UCITOIB30BAHUEM YSI3BUMOCTEN MPOTOKOJIOB CETEBOTO
B3aMMO/ICHCTBUS U KaHAJIOB NEPEAauy TaHHbBIX;

YI'PO3bl, BO3HUKAIOIIME B PE3YJIbTATE UCIIOJIb30BAHUS YSI3BUMOCTH, BbI3BAHHOU
HenoctaTkamu oprannzauun T3U ot HC;

yIpO3bl, peaanu3yeMble C UCTIOIb30BAaHUEM YSA3BUMOCTEH, 00YCIOBIMBAIOLINX
HaJM4KMe TEXHUYECKUX KaHAJIOB YTeUKHU UH(POpMaInu;

YTPO3BIL, PEATU3YEMBIE C UCITOJIB30BaHUEM ysi3BUMocTen C3U.

[To 00BEeKTY BO3JEHCTBUS BBIACISIOTCS CIASAYIONMINE KIIACCHl yTPo3:

yrpo3bl 0e3onacHoctu [1/1H, o6padateiBaeMbix Ha APM;

yrpo3bl  6e3onacHocty [1/IH, oOpabaThiBaeMbIX B BBIJIEJIEHHBIX CPEICTBAX
00paboTku (IpUHTEpaX, MIOTTepax, rpadONOCTPOUTEIISIX, BBIHECEHHBIX MOHUTOPAX,
BUJICONIPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEACHUS U T.11.);

yrpo3bl 6e3omacuoctu [1/1H, mepenaBaeMbIxX MO CETSAM CBS3H;

yIpO3bl IPUKIATHBIM IIPOrpaMMaM, ¢ IOMOIIBIO KOTOPbIX 00padarsiBatotcs [1/1H;

yrpo3sl cuctemMHomy [10, o6ecnieunBaromemy pynkunonuposanue UCIIIH.

Peanmuzauma onHont w3 YDBIIJIH mnepedyuciieHHBIX KJIAcCOB WM MX
COBOKYITHOCTH MOJKET TMPUBECTH K CIEAYIOUIUM THUIIAM IOCIEACTBHM IS
cyonekroB [1/]H:

3HAYNTEITLHBIM HETaTUBHBIM MOCIEACTBUAM i cyObekToB [1/1H;

HETaTUBHBIM MOCIENCTBUSAM 11 cyObekToB [1]1H;



HE3HAUUTEIbHBIM HETaTUBHBIM MOCJIECTBUSIM JIJIsl CyObekToB [1/1H.

Yrpo3sl yreuku [I/I[H Mo TEXHUYECKMM KaHadaM OJHO3HAYHO OMMCHIBAIOTCS
XapaKTEepUCTUKAMU HMCTOYHMKA HH(pOpMalUU, Cpelbl (IyTH) paclpoCTpaHEHUS U
NprUeMHUKa MH(MOPMATUBHOIO CUTHANIA, TO €CTh OMPEACIAIOTCS XapaKTePUCTUKAMHU
TEXHUYECKOTO KaHayia yreuku [1J1H.

VYrpo3sl, CBSI3aHHBIE C HECAaHKIMOHUPOBAaHHBIM goctynoMm (HCJl) (manee —
yrpo3sl HCJI B UCII/IH), mpenctaBasiOTcs B BUAE COBOKYMHOCTH OOOOIIECHHBIX
KJIACCOB BO3MOXHBIX HMCTOYHUKOB yrpo3 HC/I, ysd3BHUMOCTEH NpOrpaMMHOrO u
anmmapatHoro ob6ecmeuenuss WCIIIH, crmoco0oB peanusamuu yrpo3, OOBEKTOB
BO3JCHCTBHUS (HOCHUTENEH 3amuiiaeMod HH(QOpMAIMK, JAUPEKTOPUEB, KaTaJOrOB,
daitnos ¢ [11a mnu camux I1/IH) 1 BO3MOXXHBIX JAECTPYKTUBHBIX AeicTBuil. Takoe
MpeJICTaBICHUE OMHICHIBACTCS Cleayomel (opMaTu30BaHHON 3aMUChHIO:

yepoza HC/[: = <ucmounux yepo3vl™>, <ysA36UMOCMb NPOCPAMMHO20 UIU
annapamnoco  obecneyeHus>, <cnocob  peanuzayuu - yepo3vl>,  <00vbeKm
8030€lCmeUs™, <HeCaHKYUOHUPOBAHHbIL OOCHYN> .



4. Yrpo3bl yTeukn MHGOPMALHMHA 0 TEXHHYECKHUM KaHAJIaM

OCHOBHBIMM ~ DJIEMEHTAMH OINHMCAHHUS YIpo3 YTEUKHM HMHPOpMaLUU IO
texHuyeckuM KaHainam (TKYU) sBustoTcs: HWCTOYHMK yrpossl, cpeda (myTb)
pacnpocTpaHeHuss MHGOPMATHUBHOTO  CHUTHajla W HOCHUTENb  3allUIaeMOu
uHopMarmm.

HcrounnkamMmu yrpo3 yTedkd WHPOPMANMKM 1O TEXHUYECKUM KaHajlaM
ABISIOTCS  (pusnueckue Jsmna, He wumerone gocryna k MWCIIJIH, a Takxke
3apyOeKHbIE CIELCTY>KObl WM OpraHu3alid (B TOM YHCIEe KOHKYPUPYIOIIHE WM
TEPPOPUCTUYECKHUE), KPUMHUHAIBHBIE TPYNIUPOBKH, OCYILIECTBISAIONINE TEepexBar
(cpeMm) mHGOPMANMKM C HCIOJIH30BAHUEM TEXHHUYECKHX CPEICTB €€ PETHCTpalliHy,
npuema i pororpadupoBaHus.

Cpena pacrnipoctpaneHuss HHGOPMATHBHOTO CHTHAJA — 3TO (U3UYECKas cpena,
M0 KOTOpPON HMH(POPMATUBHBIA CUTHAJT MOKET PACHpPOCTPAHATHCS W MPUHUMATHCS
(peructpupoBatbcs) mpueMHUKOM. Cpena paclpoCTpaHEHHUsT MOXKET ObITh Kak
OJIHOPOJHON (Hampumep, TOJIBKO BO3AYIIHOM), TaK M HEOJHOPOJHOM 3a CueT
nepexo/la CUTHaJla W3 OJHOM cpeabl B JPyrywo (HampuMmep, B pe3yJbTare
aKyCTOXJIEKTPUYECKHUX MM BUOPOAKYCTUUECKUX IPE0Opa30BaHu).

Hocurenem II/In sBisercs monw3oBarens HWCIIH, ocymecTBastommn
rosiocoBoit BBoA I1/In B UCII/IH, akyctuueckas cuctema UCII/IH, Bocripon3BoaAILIAst
IT1/1n, a Ttaxke Texaudeckue cpencrea MCII[n u BTCC, co3paromue puzndeckue
0JIsI, B KOTOPBIX UH(OpMAIIKM HAXOJAUT CBOE OTPAKEHHE B BUJIE CHMBOJIOB, 00Pa30B,
CUTHAJIOB, TEXHUYECKUX PEIICHUM U TPOILIECCOB, KOJIUUYECTBEHHBIX XapaKTEPUCTUK
(U3UYECKUX BEJIHYMH.

[Tpu o6padotke [1/Jn B UCII[IH 3a cuer peayM3anuu TEXHUUYECKHX KAaHAJIOB
yTeuKu HHGOpMAIIK BO3MOKHO BOSHUKHOBeHUE cieayromux Y bIT/x:

yIpO3 YTEUKH aKyCTUYECKOM (pedueBoil) nHpopMaiuu;

yIpo3 yTEUKH BUI0BOW UHPOPMAIUK;

yrpo3 yTedku uHGOpPMAIMU 10 KaHajaM IMOOOYHBIX AJIEKTPOMAarHUTHBIX
n3nydeHuit u Haroaok (IIDMUH).

4.1. Yrpo3bl yTeukn akycTu4eckoi (peueBoil) uHpopmanum

Bo3HUKHOBEHHE Yrpo3 YTEUYKH aKyCTHYEeCKOl (pedeBoil) uHGOpMaLNH,
coAepKalIecsl HEMOCPEICTBEHHO B MPOM3HOCUMOM peun nonb3oBatens WMCIIH,
npu oopadorke I/l B UCII/IH, oOycioBieHo HamuuueM (QYHKIIUHA TOJOCOBOTO
Beoja I[I[In B UCII[AH wumu ¢ynxuuit BocmpousBeaenus IIJIH akycTtuyeckumu
cpeactBamu MCII/IH.

[lepexBaT akycTuueckou (peueBoit) nH(pOpMaIMK B TAHHBIX CIy4Yasx BO3MOXKEH
C HCIIOJIb30BAaHUEM aNNaparypbl, PETHCTPUPYIOIIEH aKyCTHYeCKHe (B BO3AYyXE) U
BUOpPOAKyCTHUECKHE (B YIPYTHUX CpeJllax) BOJHBI, a TAKXKE DJIEKTPOMArHUTHBIC (B TOM
YUCJIE ONTUYECKUE) M3IYyYEHHUS W JJIEKTPUYECKUE CHUTHAIBI, MOIYJUPOBAHHBIC
MH(GOPMATUBHBIM aKyCTUYECKHM CUTHAJIOM, BOSHUKAIOIIUE 3a CUET MpeoOpa30oBaHUil B
TexHudyeckux cpenacrsax o0padbotku [1{n, BTCC u cTpouTenbHbIX KOHCTPYKLIMSIX U
MHKEHEPHO-TEXHUYECKNX KOMMYHHMKALIMSX MO BO3AEHCTBHEM aKyCTHUYECKHUX BOJIH.

Kpome »Toro, mepexsaT akyCTHYECKOH (pedyeBOil) MH(PpOpMaIMK BO3MOXKEH C
UCIIOJIb30BAaHUEM  CHEUUAJIBHBIX  JJEKTPOHHBIX  YCTPOWCTB ChEMa  PpPEUYEBOU
uH(popMany, BHEAPEHHBIX B TexHHuUeckue cpencrBa oopadotku I[1/In, BTCC u
ITOMEILEHNS WIH MOJAKJIFOYEHHBIX K KaHaJIaM CBSA3U.



Yrpo3el Oe3onacHoctu IIJ[H, cCBsS3aHHBIE C TEpPeXBaTOM AaKyCTUUYECKOM
uH(OpPMAIIUK C HCIOJIB30BAHUEM CHCITHAIBHBIX AJIEKTPOHHBIX YCTPOWCTB CheMa
pedeBoil nHpopManuu («3aKJIaI0YHBIX YCTPOUCTBY), OMPENIESIOTCS B COOTBETCTBUU
C HOPMAaTHUBHBIM JoKyMeHTamu dDenepanbHON Cly:kObl Oe3omacHocTH Poccuiickoit
@enepauuy B yCTAaHOBIICHHOM €10 MOPSAIKE.

[TepexBaT akyctmueckoi (pedeBoid) WHPOPMAIMK MOXKET  BECTHCH:

CTaIlMOHAPHOM amnmapaTypoil, pa3MeliaeMoi B OJIu3IeKalIuX CTPOCHUSIX
(3maHUsAX) C HEKOHTPOJIUPYEMBIM IPeObIBAHUEM ITOCTOPOHHUX JIUII;

IIOPTATUBHOW BO3MMOM anmaparypoi, pasMemaeMol B TPAaHCHOPTHBIX
CpelCcTBax, OCYIIECTBISIOMNX JBUKEHUE BOIM3U CITY>KEOHBIX MOMEIIEHUN WM TpU
UX MApKOBKE PSIIOM C 3TUMH OMENIEHUSMU;

NOPTATUBHOM HOCHMOW ammapaTypoil — (U3HMYECKUMHU JIMIIAMH TPU  UX
HEKOHTPOJMPYEMOM  MpPEOBIBAHUM B CIY)KEOHBIX  IMOMEIIEHUAX WIH B
HEIOCPEICTBEHHOU OJIN30CTH OT HUX;

ABTOHOMHOM aBTOMAaTUYECKOW aIllapaTypor, CKPBITHO YCTaHABIMBAECMOU
(U3MYEeCKUMHU JIUIIAMU  HEMOCPEJICTBEHHO B CIY)KEOHBIX TOMEIICHUSIX WIH B
HETOCPECTBEHHOM OJIM30CTH OT HUX.

4.2. Yrpo3bl yTeuKkd BUA0BOIH HH(popManum

VYTpo3bl yTeuku BUAOBOW HHPOPMALIMU peau3yroTcs 3a cueT npocMotpa 11
C MOMOUIBIO ONTHYECKUX (ONTHUKOAJIEKTPOHHBIX) CPEICTB C 3KPAHOB JUCILJIEEB U
JOPYTHX CPEIACTB OTOOPAKEHHSI CPEACTB BEIYUCIUTENBHON TEXHUKH, NH(OPMAIIMOHHO-
BBIUHUCIUTENBHBIX KOMIUIEKCOB, TEXHHYECKHX CPEICTB OOpabOTKH Trpaduueckoi,
BUJI€0- U OykBeHHO-1IM(PpoBOIt nHPOopManuu, Bxoasumx B coctaB UCITJIH.

Kpome storo, npocmotp (peructpauusi) [I/IH Bo3MOXeH ¢ HCIOIb30BaHUEM
CHEUUATbHBIX DJJIEKTPOHHBIX YCTPOMCTB CbE€Ma, BHEIPEHHBIX B CIYKEOHBIX
MOMEIICHUSX WU CKPBITHO MCHOJb3YEMbIX (PU3NYECKUMH JTULIAMU MPU MOCEUIEHUU
MU CITY>KE€OHBIX MOMENICHUH.

VYrpo3sl  6ezonacHocty  I1JIH, cBs3aHHBIE C HMX [EpPEXBATOM NpH
WCIIOJIb30BAaHUM  CIELUAIBHBIX  AJIEKTPOHHBIX  YCTPOMCTB  ChE€Ma  BUIOBOMU
uHpopManuu (BUAEO3aKIATO0K), OMPEICNAIOTCS B COOTBETCTBUM C HOPMATHUBHBIM
nokyMmeHTamu @DenepanbHo ciy)O0bl Oe3omacHoctd Poccmiickort denepanun B
YCTAHOBJICHHOM €10 TIOPsIZIKE.

HeoOxoaumbiM ycrmoBueM ocyriecTBieHus: mpocMmotpa (peructparuu) [1/1n
ABJISIETCSl HAJIM4YMe MpSAMOM  BUIUMOCTHM  MEXAY CPEACTBOM  HaOIIOJIeHUs
u HocuteneM I1J1H.

ITepexsar [1JIH MOXeET BECTUCH:

CTallUOHAPHOM ammaparypoil, pa3MelaeMoil B OJIU3JICKAIIUX CTPOCHUSIX
(3maHUsAX) C HEKOHTPOJIUPYEMbIM MPEOBIBAHUEM MMOCTOPOHHUX JIULL;

IIOPTAaTUBHOM BO3UMMOW ammaparypoi, pa3MelaeMou B TPaHCIIOPTHBIX
CPEICTBAaX, OCYLIECTBISIONIMX JBMUKEHHE BOJU3M CIYXKEOHBIX TOMEIICHUNA WM
IIPU UX MMAPKOBKE PAJIOM C 3TUMH ITIOMEIIEHUSMU;

MOPTATUBHOW HOCUMOW ammapaTtypod — (QU3NYECKUMH JHUIAMU TPH  UX
HEKOHTPOJIIUPYEMOM  MpeObIBaHUU B CITy>K€OHBIX MOMEIIEHUSIX W
B HEIIOCPEJICTBEHHOW OJIM30CTH OT HUX.



[TepexBat (mmpocmotp) I1/IH MOXKET OCYIIECTBISTHCS MOCTOPOHHUMHU JIMIIAMU
MyTeM WX HEMOCPEJCTBCHHOTO HAOIONEHUS B CIY)KEOHBIX IMMOMEIIEHUSX OO0 C
paccTtosiHMs mOpsiMOMl BuAMMOCTH u3-3a npenenoB MCII[IH ¢ ucnoib3oBaHUEM
ONTUYECKUX (OMTUKOAIEKTPOHHBIX) CPEICTB.

4.3. Yrpo3sl YTeUKH HH(POPMAIIUH 10 KAHAJAM MO00YHBIX
3JIEKTPOMATHUTHBIX H3JIYUYEeHU H HABOIOK

Bo3uuknoBenune yrpossl IIJ[H mo kanamam IIOMHMH Bo3MOXHO 3a cuer
nepexBaTa TEXHUYECKUMU CpEACTBAaMU MOOOYHBIX (HE CBSI3aHHBIX C MPSMBIM
(GyHKIIMOHATBLHBIM 3HAYCHUEM AJIEMEHTOB NCIIn) MH()OPMATUBHBIX
DJEKTPOMArHUTHBIX TOJIEW U JJEKTPUYECKUX CHUTHAJIOB, BO3HUKAIOIIMX IIPH
oopaboTtke I1]] Texunueckumu cpeactBamu MCIIH.

I'enepauust wuHbopmanmu, conaepxamed IIJ[H u nupkymupymoomei B
texHudeckux cpencrsax UCII/IH B BUIE ANEKTPUYECKUX HHPOPMATUBHBIX CUTHAJIOB,
00paboTKa M mepeaya yKa3aHHBIX CUTHAJIOB B JIEKTPUUYECKHUX LEMAX TEXHUYECKUX
cpenctB VCII/IH conpoBoxkaaeTcs NOOOUHBIMH 3JEKTPOMArHUTHBIMU U3ITYyYEHUSIMHU,
KOTOpBIE MOTYT paclpOCTPaHITbCS 3a TPEIENbl CIIy)KEOHbIX MOMEIIEHUN B
3aBUCHUMOCTH OT MOILIHOCTH M3iny4yeHu u pazmepo UCII/IH.

Peructpamus [IDMUH ocymiecTBisieTcss ¢ 1eNbl0 TiepexBaTa HUH(POPMAIIUH,
HUPKYJIUPYIOUIEd B TEXHUYECKUX CpelcTBax, oopadareiBatronux [IJ[H (B cpencrBax
BBIYMCIIUTENIbHON TEXHUKH, HHPOPMALMOHHO-BBIUMCIUTENbHBIX KOMIUIEKCAX U
CeTAX, CPEACTBAX U CUCTEMax nepenauu, npuema u oopadotku I1/{H, B TOM ymcie B
CPEACTBAX M CHCTEMAX 3BYKO3AIMCH, 3BYKOYCWIECHHS, 3BYKOBOCIIPOW3BEICHUS,
IIEPETOBOPHBIX W TEJIEBU3MOHHBIX YCTPOMCTBAaX, CpPEACTBAaX W3TOTOBJICHUS,
TUPAXUPOBAHUS JOKYMEHTOB M JPYIrUX TEXHUYECKHUX CpPEIACTBaX 00pabOTKU
pedeBoit, rpaguueckoil, BUA€O- 1 OyKBEHHO-UU(DPOBOI HHPOPMALINH).

Hnsa  peructpauun [IDMHUH wucnonb3yercs ammaparypa B COCTaBe
pPagUONPUEMHBIX  YCTPOMCTB M OKOHEYHBIX  YCTPOWMCTB  BOCCTaHOBIICHHUS
uHdopmaIuu.

Kpowme storo, nepexsatr [I9MMH Bo3MOkKEH C UCTIOIB30BAHUEM DJIEKTPOHHBIX
YCTPOMCTB TMepexBaTa HMHPOPMALMM, MOAKIIOYEHHBIX K KaHajlaM CBA3U WU
TEXHUYECKUM cpeacTBam oOpadboTku [1][H.

Perucrpanms IIOMHWH Moxer BecTHCh C HCHOJB30BAHUEM amnmnapaTypbl
CIEAYIOIINX BUIOB:

CTallUOHAPHOM ammapaTypoi, pa3MmeniaeMod B OJM3IEKAIIUX CTPOCHUSIX
(3maHuUsAX) ¢ HEKOHTPOJIUPYEMBIM MTPEOBIBAHUEM ITOCTOPOHHUX JIUIL;

MOPTaTUBHOM BO3WMOM amnmaparypbl, pa3MelaeMol B TPaHCIIOPTHBIX
CPEICTBaX, OCYIIECTBISIOUINX JABMKEHUE BOJIU3U CITY>KEOHBIX MOMEIIEHUN WU MIPU
MX MAPKOBKE PSAIOM C 3TUMU IMOMELIECHUSIMU;

MOPTATUBHOW HOCHUMOW  ammapaTypoil — (U3MYECKUMHU JIMIIaMH B
HerocpeacTserHon 6auzoctr ot UCII/IH;

ABTOHOMHOM AaBTOMAaTHUYECKOM armapaTrypou, CKpPBITHO YCTaHABJIMBAEMOMN
(bu3nyeckuMu JuaMu B HerocpeacTBeHHon 6m3zoctu ot UCIIH.



Kananel yreuku uHpopmanuu, oO0ycIOBIEHHBIE HaBOJIKAMM, 0Opa3yroTcs 3a
CUYET COEIMHUTENbHBIX JHHHK TexHuueckux cpencts MHCIIJlm u BTCC wun
MTOCTOPOHHUX MMPOBOJIHUKOB (B TOM YHCJIE UENEH AIEKTPOIUTAHUS U 3a3EMIICHUS).

HaBogku »31EKTpOMAarHUTHBIX U3IydeHHid TexHudeckux cpeacts MCII/Ix
BO3HHMKAIOT IIpM M3JIYYCHHHM DJeMEeHTaMH TexHudyeckux cpencrs  HCII/H
WHOPMATUBHBIX CHUTHAJIOB TMPU HAJIMYUKM EMKOCTHOW, WHIYKTUBHOW WU
raJbBaHUYECKON CBSI3€M COENMHUTENBHBIX JHUHHUM TexHudyeckux cpenacts WMCIIH,
muHaui BTCC 1 nocTopoHHUX MPOBOIHUKOB. B pe3ynbrare Ha ciiydailHbIX aHTEHHaX
(zemsix BTCC mnu nocTOpOHHUX TPOBOAHUKAX ) HABOJAUTCSI MH()OPMATUBHBIN CUTHAIL.

[Ipoxoxaenre MHPOPMATUBHBIX CUTHAJTIOB B I[EMH 3JICKTPOIUTAHUS BO3MOKHO
IIPY HAJIUYMM E€MKOCTHOM, WHAYKTUBHOW WJIM TaJbBAHUYECKOW CBSI3U HCTOYHHUKA
nH(GOPMATUBHBIX CUTHAJIOB B cocTtaBe TexHuueckux cpencts WUCIIJlH u wnemneit
IIATaHUS.

[Ipoxoxaenne MHGPOPMATUBHBIX CUTHAJIOB B IIENH 3a3eMJIEHHUS OOYCIIOBIEHO
HaJIMYUEM €EMKOCTHOM, WHIYKTMBHOM WJIM TaJbBAHUYECKOM CBA3M HCTOYHHUKA
MH(}OpMaTUBHBIX CUTHAJIOB B coctae anmnapatypbl TCIIN u neneit 3azemneHus.

Jist chemMa HMHQPOpMaUMU C MPOBOJHBIX JIMHMUM MOTYT HCIONb30BaThCA:

CpelICTBa Ch€Ma CUTHAJIOB, COJIEPKAIIMX 3aIUIIAEMYI0 HH(OPMALIHIO, C LIeTel
texauyeckux cpeacrs UCIJH m BTCC, nuHuil CcBsi3M W nepeaayu JaHHbBIX,
BBIXO/SIIMX 3a TPEIeNbl CIyKEOHbIX MOMEUICHUH (3KBUBAJIEHTBI CETH, TOKOBbBIE
TpaHchopMaTopbl, MPOOHUKH);

CpPEICTBA CbEMa HaBEACHHBIX HH(OPMATUBHBIX CHUTHAJIOB C  LEned
AIIEKTPOIUTAHHUS,

CpEICTBa CheMa HaBEJEHHBIX MH(POPMATHUBHBIX CUTHAJOB C LIMH 3a3€MJICHMUS;

CpEICTBAa Chb€Ma HaBEJCHHBIX MH(GOPMATUBHBIX CUTHAJIOB C MPOBOMSIIUX
MHXEHEPHBIX KOMMYHUKALIUH.

JIns BOJIOKOHHO-ONTMYECKOM CHUCTEMBI IE€PENAYM JAHHBIX YIPO30M YTEUKHU
MH(}OpMaUK SBISETCS yT€UKa ONTUYECKOT0 U3ITyUYEHHUsI, COIEPIKAIIETO 3alIUILAEMYIO
nH(popmanuio, c 60KOBOIl MOBEPXHOCTH ONTHUYECKOTO BOJIOKHA.

[losiBneHME HOBBIX KAaHAJIOB CBA3M — COTOBOM CBSI3H, IEUIKHMHTOBBIX
COOOIIEHUH, CIYTHUKOBBIX U OECIPOBOJIHBIX CETEW Mmepenayu AaHHBIX — MPUBEIO K
Pa3BUTHIO CHELUAIM3UPOBAHHBIX CHCTEM M CPEACTB KOHTPOJISI M IepexBara
uH(pOpMallMK, OPUEHTUPOBAHHBIX HA UCHOJb3yeMble B HUX HWH(POPMAIMOHHBIC
TE€XHOJIOTHUH, B TOM YUCJIE CPEACTB:

repexBara e PKMHTOBBIX COOOIIEHUH M COTOBOM CBSI3H,

nepexBaTa HHPOpMaIMK B KaHaIax Nepeaur JaHHBIX BEIYUCIUTEIbHBIX CETEH.



5. ¥rpo3bl HeCAHKIIMOHUPOBAHHOTO 0CTYNA K HHGOpMAUNHU
B MHPOPMALIMOHHOM CUCTEME MEePCOHATIBHBIX TaHHbIX

VYrpo3zet HCJ B UCII[IH ¢ nmpuMeHEHHMEM NPOTrpaMMHBIX U IPOTrPaMMHO-
anmnapaTHbIX CPEJICTB PEAU3YIOTCS MPU OCYIECTBICHUH HECAaHKIIMOHUPOBAHHOTO, B
TOM YHCII€ CIy4YalHOro, JOCTyla, B pe3yJbTaTe€ KOTOPOro OCYIECTBISAECTCA
HapymeHne  KOHQUIACHIMATBHOCTH  (KOMHUPOBAHWE,  HECAHKIIMOHUPOBAHHOE
pacnpocTpaHeHue), MEJOCTHOCTU (YHUYTOXKEHUE, HM3MEHEHHE) U JIOCTYMHOCTH
(6moxupoanue) I1/1H, 1 BKiIrO4YaroT B ceOs:

yrpo3bl AocTyna (MPOHUKHOBEHMS) B OIEPAlMOHHYIO Cpelly KOMIIbIoTepa
C MCMOJB30BAHUEM IITATHOTO MPOTPAMMHOTO o0ecredeHus (CpeCTB OnepaluoOHHOMN
CUCTEMBI WJIM TIPUKIIAJIHBIX IPOrpaMM OOIIETO MPUMEHEHU);

YIPO3bl CO3/IaHUSI HEITATHBIX PEKUMOB pabOThHI MPOTPAMMHBIX (IPOTrpaMMHO-
amnmapaTHbIX) CPEACTB 3a CUYET MPEeAHAMEPEHHBIX U3MEHEHUU CIIyKEOHBIX JaHHBIX,
UTHOPUPOBAHUS TPEIYCMOTPEHHBIX B IITATHBIX YCIOBUSIX OTPAHUYCHUN Ha COCTaB
U XapaKTepUCTUKH o0OpadaThiBaeMoil HHGPOpMAIMK, HCKKEHHS (MOAMGDUKAIIIN)
CaMMX JAHHBIX U T.I1.;

yrpo3bl BHEJIPEHUSI BPEIIOHOCHBIX MpOrpamMM (IPOrpaMMHO-MaTEMAaTUYECKOTO
BO3/ICICTBUS).

CocraB snemenToB onucanus yrpo3 HCJI k unpopmannu B UCII/IH npuBeneH
Ha PUCYHKE 3.

Kpome »3T0Oro, BO3MOKHBI KOMOWHHPOBAHHBIE YTIPO3bl, MPEACTABISIOLINE
co00ll coueTaHue yKa3zaHHbIX yrpo3. Hampumep, 3a cyeT BHEApPEHHS BPEIOHOCHBIX
nmporpamMMm MOTYT co3aaBatbest ycioBusa g HCJl B onepalmoHHyro cpemy
KOMITbIOTEpPA, B TOM  uucle TyTeM  (OPMHPOBAHUS  HETPATUIIMOHHBIX
MH()OPMAIIMOHHBIX KaHAJIOB IOCTYMA.

VYrpo3sl poctyna (NpOHUKHOBEHMs) B onepauuoHHyto cpeny HWCIIIn
C MCTOJB30BAHUEM IIITATHOTO MPOTPAMMHOTO OOECTICUCHUSI PA3/ICTISIOTCS Ha YTPO3bI
HEIOCPEJICTBEHHOIO M YJAJEHHOIO JIOCTYIA. YTPO3bl HEMOCPEACTBEHHOIO JO0CTyIa
OCYILECTBIISIIOTCS C HCIOJB30BaHUEM MPOTrPaAaMMHBIX W MPOTPaMMHO-aNNapaTHBIX
CPEICTB BBOJAA/BBIBO/IA KOMIBIOTEpPA. YTPO3bl YJIAJEHHOTO AOCTyNa PEeaU3yrOTCS
C MCIOJIb30BAHUEM MPOTOKOJIOB CETEBOI'O B3aUMOJICUCTBHUS.

Otu  yrpo3el peanusytorca oTHocutenbHo MCIIJIlH kak Ha  0aze
aBTOMATU3UPOBAHHOTO paboyero Mecrta, HE BKIIOYEHHOTO B CETH CBSI3U OOIIETO
MOJb30BaHUs, Tak U NpuMeHuTeabHO Ko Bcem MCIIJIH, MMeromuM MOAKIIOUYECHHE
K CETSIM CBSI3M OOIIETr0 MOJIb30BAHUS U CETSIM MEXIYHApOJIHOTO WH(POPMAITMOHHOTO
oOMeHa.

Onucanue yrpo3 Joctyna (IPOHUKHOBEHMS) B OINEpPALMOHHYIO Cpely
KOMITbIOTEPA (POPMATBHO MOXKET OBITh MPEICTABIEHO CIAEAYIOIINM 00pa3oMm:

yeposza HCJ[ ¢ UCI[/[[n: = <ucmounux yeposwvr>, <ysazeumocmev HCII/[n>,
<cnocob peanuzayuu yz2po3vl>, <00bekm 6030elcmeus (npozpammad, NpPOomoKoOJ,
OawnHvle U 0p.)>, <OecmpyKmugHoe oeticmaue>.

VYTpo3bl co37aHus HEMITATHBIX PEKUMOB PaObOTHI MPOTPAMMHBIX (MIPOTPAMMHO-
anmnapaTHbIX) CpPeICTB — 3TO yrposbl «OTkaza B o0ciyxuBaHum». Kak mnpasuio,
JaHHBIE yrpo3bl paccMmaTpuBarotcs npumeHutTenbHo kK MCIIH Ha 6a3e JoKadbHBIX
U pacIpee/IeHHbIX WH()POPMAIMOHHBIX CUCTEM BHE 3aBHCHUMOCTH OT MOJAKIIOYCHUS
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uHpOpMallMOHHOTO oOMmeHa. Mx peamusanus oO0yciaoBiI€HA TEM, UTO MpHU
pa3paboTKe CHCTEMHOTO WM MPUKIATHOTO TMPOTPAMMHOTO OOECreueHus: He
YUUTBIBAETCS BO3MOXHOCTH MPEAHAMEPEHHBIX JIEUCTBUM MO lEJICHANPABICHHOMY
U3MEHEHHUIO:

coziepkaHus CIIy>)keOHON MH(GOPMAITK B IMaKeTaX COOOIIECHUH, MepeIaBaeMbIX
0 CETH;

yCIIOBUM 00paOOTKM JaHHBIX (HApPUMEpP, UTHOPUPOBAHUE OTPAHUUYCHHUIN Ha
JUTMHY TTaKeTa COOOIICHUS );

dbopMaToB TpeACTaBICHUS JaHHBIX (C HECOOTBETCTBHEM HM3MEHEHHBIX
dbopmMaToB, YCTAaHOBJICHHBIX JUII OOpaOOTKM MO  TPOTOKOJIAM  CETEBOTO
B3aMMOJICUCTBHUS);

IPOrpaMMHOT0 oOecrieueHus: 00pabOTKU JaHHBIX.

B pesynaprare peanmzauuu yrpo3 «OTkaza B OOCTY>KMBAaHUW» MPOUCXOIUT
nepenoiaHeHue 0ypepoB u OJIOKMpOBaHUE TPOLEAYpP OOpPaObOTKH, «3alUKIMBAHUE)
mporenyp o0OpadOTKM H «3aBHCAHHME» KOMIIBIOTEpA, OTOpACHIBAHHE IAKETOB
coobmienuit u ap. OnucaHue TakuxX yrpo3 (popMajibHO MOXKET OBITh MPE/ICTABICHO
CJIEYIOINUM 00pa3oM:

yepoza «Omkaza 6  ooOcayxcueanuu»: =  <UCMOYHUK  Y2pO3bl>,
<ysazeumocmo HCII/[n>, <cnocob peanuzayuu yepozvi>, <00beKm 6030euUcmausl
(nocumenv  [1/[n)>, <uenocpeOcmeeHHblll  pe3yibmam  peanu3ayuu  yepo3bl
(nepenonnenue Oygepa, OI0KUpOBaHUe NPOYEOYPbl 00PAOOMKU, «3AYUKTUBAHUEY
obpabomku u m.n.)>.

Yrpo3bl BHEJIPCHUS BPEIOHOCHBIX porpamMm (mporpaMMHO-
MaTEeMaTUYeCKOrO0  BO3JCHCTBHUSI) HEIENecCOOOpa3sHO OMUChIBAaTH C TOW  Ke
JETANBHOCTBIO, YTO W BBINICYKa3aHHbIE YIPO3bl. JTO OOYCIOBJICHO TEM, 4YTO, BO-
MEPBbIX, KOJMYECTBO BPEAOHOCHBIX TMPOTPAMM CETOJIHS YK€ 3HAYUTEIBHO
MPEBBINIACT CTO THICSY. BO-BTOpBIX, MPU OpraHU3ANMHA 3aIIUTHl  WHHOPMAIIH
Ha TIpaKTUKE, KaK TMPaBWIO, JOCTAaTOYHO JIUIIh 3HAaTh KJIAcC BPEIOHOCHOU
MPOTPaMMBbI, CIIOCOOBI M MOCIEACTBUSL OT €€ BHeApeHus (MHGUUIUpoBanus). B cBs3u
C 3TUM YIpo3bl MporpamMMHoO-maTemaTuueckoro BoznerctBus (IIMB) ¢opmanbho
MOTYT OBITh MPEACTABIEHBI CIEAYIOIUM 00Pa30M:

yvepoza IIMB ¢ UCII/]n: = <knacc 8pedOHOCHOU npocpammbsl (C YKA3aHuem
cpeovl obumanus)>, <UCMOYHUK Yepo3bl (HOCumeib 8pe0OHOCHOU NpOcpaMMbl)>,
<cnocob un@uyuposanus>, <00veKm  8030eUcmeus  (3acpy304Hblll  CEeKmop,
Qaiin u m.n.)>, <onucaHue B03MOIHCHBIX 0ecmpyKmuGHbIX
oeticmsuii™>, <0onoJHUmMeNbHas uHpopmayus 0o yepose (Pe3udeHmuocms, CKOpOCHb
PACnpoCmpanerust, ROIUMOPPUUHOCIL U Op.)>.

Hwxe maercs oOmias XapaKTepUCTHKAa HCTOYHHUKOB Yyrpo3 0e30MMacHOCTH
nH(OpMaIUH, YI3BUMOCTEH, KOTOPhIE MOTYT OBITh HCIIOJIB30BAaHBI TIPH PEaTH3AIIH
yrpo3 HCJI, wu xapakTepucTuka pe3yJIbTaTOB HECAHKIMOHUPOBAHHOTO WU
Clly4ailHOro joctyna. XapakTepUCTHKAa CIOCOOOB —peaiu3aldd yrpo3 JaeTcs
Opy  ONUCAaHUM YIpo3 JocTyna (IPOHUKHOBEHHUS) B OINEPALMOHHYIO Cpeay
KOMITBIOTEPA, YTpo3 OTKa3a B 00cmykuBaHuu 1 yrpo3 [IMB.



5.1. O0masi XxapaKTepuCTHKA HCTOYHUKOB YIP0O3 HECAHKIIMOHUPOBAHHOT O
A0CTyNAa B MH(POPMALMOHHOW cHCTeMe NMePCOHATbHBIX JaHHBIX

Ucrounnkamu yrpo3z HC/I 8 UCIIJIH MOTyT OBITB:

HapyILIUTENb;

HOCHUTEJb BPEJOHOCHON IPOrPaMMBbI;

anmnapaTHasi 3aKJIaJKa.

VYrpo3el 6Ge3zonacHoctu IIJIH, cCBsi3aHHBIE C BHEIPEHHWEM  alIapaTHBIX
3aKJIal0K, OIPENEISIIOTCS B COOTBETCTBUM C HOPMATHBHBIM JOKYMEHTAMH
®enepanbHoil ciyx0b1 6e3omacHocTu Poccuiickoit denepanil B yCTaHOBIECHHOM
€10 MOPsIZIKE.

[Io HanuMuuIO MpaBa MOCTOSIHHOTO WJIM PAa30BOI0 JOCTYyNa B KOHTPOJIUPYEMYIO
3ony (K3) UCIT[IH HapymuTenu noApas3ieistoTcs Ha 1Ba THIA:

Hapymutenu, He umerone aocryna k WCII/IH, peanusyroniye yrposbl U3
BHEIIIHUX CETEM CBS3M OOIIEro TMOJIb30BaHUS M (WJIM) CEeTeH MEeXIyHapOIHOIO
MH()OPMATMOHHOTO OOMEHA, — BHEIIHUE HAPYIINUTENH;

Hapymurenu, nMmeromue nocryn k UCI/In, Bkmrouas nonb3zoBarenend UCII/IH,
peanm3yromue yrpossl HenocpeactBeHHo B UCII/IH, — BHyTpEeHHNE HAPYILIUTEIH.

BHemHuMMy HapymuTensiMu MOTYT OBITh:

pa3BenbIBaTEIbHBIE CITY>KObI TOCYIapPCTB;

KPUMHUHAIIbHBIE CTPYKTYPBI;

KOHKYPEHTHI (KOHKYPHUPYIOIINE OpraHu3alim);

HEZ00POCOBECTHBIE TAPTHEPHI;

BHEIITHUE CYOBEKTHI ((PU3HUECKHE JINIIA).

BHentHui HapyInuTeNlb UMEET CIEAYIOIINE BO3MOKHOCTH:

OCYULIECTBJISATh HECAHKLIMOHUPOBAHHBIN JTOCTYII K KaHAJIaM CBS3H, BBIXOISAIIUM
3a IpeJiesbl CIIyKeOHbIX TOMEIEHU;

OCYULIECTBJISTh HECAaHKLMOHMPOBAHHBIN JOCTYIl 4Y€pe3 aBTOMATHU3UPOBAHHbBIC
pabouue mMecTa, NOJKIIOYEHHBIE K CETSM CBSI3M OOILEro MOJIb30BaHUS U (MJIM) CETAM
MEXyHApOJAHOTO MHPOPMAIIUOHHOTO OOMEHA;

OCYUIECTBJISATh  HECAHKI[MOHHMPOBAHHBIN JOCTYTI K uHpopmanuu
C HCIOJIb30BAaHUEM CIEHHABHBIX MPOrPAMMHBIX BO3JEUCTBHI MOCPEICTBOM
IIPOTPAaMMHBIX ~ BHUPYCOB, BpPEIOHOCHBIX IpOrpamMM, aJITOPUTMUYECKHUX  HIIU
IIPOrpaMMHBIX 3aKIa/I0K;

OCYUIECTBJISTh  HECAHKIMOHUPOBAHHBIM  JOCTym  4Yepe3  DBJIEMEHTHI
uHpopmanmonHoir uHppactpyktypel HMCII[IH, koTOpeie B Ipolecce CBOEro
KU3HEHHOIO0 LHWKJIAa (MOJEpHHU3ALMHU, COIPOBOXKIAEHUS, PEMOHTA, YTHUJIU3ALMM)
OKa3bIBAIOTCS 32 MpeJeIaMyi KOHTPOJIUPYEMOU 30HBI;

OCYILECTBIISITh HECAHKIIMOHUPOBAHHBIN JOCTYNl 4Yepe3 HHPOpMAIMOHHbIE
CHUCTEMBI B3aWMOJECHCTBYIOIIUX BEAOMCTB, OpraHU3alMid W YYPEKICHUH IIpU HUX
noakiaroueHnu Kk UCIITH.

B03MOXHOCTH BHYTPEHHETO HapYLIUTENsl CYIIECTBEHHBIM OOpa3oM 3aBHUCST
OT  JCHCTBYIOUIMX B  Tpeneinax  KOHTPOJUPYEMOW  30HBI  PEKUMHBIX
U OpraHU3allMOHHO-TEXHUYECKUX MeEp 3alluThl, B TOM 4YHCJIE II0 JIOIIyCKY
¢bus3naeckux uil k [1/[0 1 KoHTpOII0 TOpsiKa mpoBeaeHus padoT.



BHyTpeHHME NOTEHIMANBHBIE HAPYLIWUTEIN IOAPA3IAEIAIOTCS HA BOCEMb
KaTeropuil B 3aBUCUMOCTH OT CII0c00a OCTyma U moyHoMounit focryna k I1/{H.

K mepBoii Kareropum OTHOCATCS JUIA, HMEKIIHNE CaHKIMOHWPOBAHHBIN
noctyn k UCIIIH, Ho He uMmeronme noctyna K [1/a. K atomy Tumy Hapymurenen
OTHOCATCS JOJKHOCTHBIE JIMIIA, 00€CTIeUnBalOIIe HOpMaIbHOE (GYHKIIMOHUPOBAHHE
NCIIdH.

JIuno 3ToM KaTeropuu, MOKeET:

UMeTh JocTynn K (¢parmeHTam wuHbopmanuu, conaepxamein [ wu
pacpOCTpaHAONICCs 110 BHYTpeHHUM KaHaiiaM cBsizu UCII/IH;

pacnionarate  ¢parmentamu  uHpopmaruu o tomosiorun  MCII/In
(KOMMYHUKAIIUOHHOM YacTH MOJACETH) M 00 HCIOJIb3yEeMbIX KOMMYHHUKAIIMOHHBIX
IPOTOKOJIAX U UX CEPBUCAX;

pacrionaratb MMEHAaMH W BECTH BBISBIICHHE IAPOJIEN 3apETHMCTPUPOBAHHBIX
I10JIb30BaTEIIEH;

U3MEHATh KoH(urypauuto texHuyeckux cpencts MCII/IH, BHOCUTH B Hee
MIPOrpaMMHO-aMNIapaTHbIE 3aKJIaAKU U 00ecrieunBaTh ChbeM MH(OPMAIUH, UCTIONb3Ys
HEMOCPEACTBEHHOE MOJIKIIOUCHUE K TexHnueckuM cpeactsam UCIT/H.

Ko BTOpOil KaTeropum OTHOCATCS 3apEeTrUCTPUPOBAHHBIE  IOJIB30BATEIH
NCII[JH, ocCylecTBISAIOMIME OTPpaHMYEHHbIM goctyn K pecypcam  WCIIIn
¢ pabouero mecra.

JInuo aToun Kareropuu:

o0a1aeT BCEMH BO3MOKHOCTSIMU JIUI] IEPBOIT KATETOPUH;

3HAET, 10 MEHBIIEH Mepe, OTHO JIEraIbHOE UM JOCTYIIA;

oOnmamaeT BceMH HEOOXOIWMBIMU aTpuOyTamMu (Hampumep, MapoJieM),
00€eCcreynBaOIIMMU JIOCTYT K HEKOTOpOMY MoAMHOkecTBY 11/1H;

pacnoyiaraeT KOHQUACHIIMATHHBIMUA JAHHBIMH, K KOTOPHIM UMEET JOCTYII.

Ero poctyn, ayreHTudukauus W TmpaBa MO JOCTYNYy K HEKOTOPOMY
noagMHOkeCTBY [IJ[H AOJKHBI pErIaMeEHTUPOBATHCS COOTBETCTBYIOIIMMU MPABUIAMU
pasrpaHUyYEHHUs JOCTYIIA.

K Tperbell KaTeropum OTHOCATCA 3apETrMCTPUPOBAHHBIE  IOJIB30BATENN
NCIIH, ocymiecTBasonme yaaiaeHHb goctyn K IIJIH 1o jokanbHBIM U (WIJIH)
pacnpeneneHHbIM HHPOPMALIMOHHBIM CUCTEMAaM.

JIno 3Tou Kareropuu:

o0naaeT BCEMU BO3MOMKHOCTSIMU JIMI[ TEPBOM W BTOPOW KaTEropui;

pacnonaraet uangopmarueit o tonojgorun UCIIx Ha 6a3e nokanbHON U (MIIH)
pacnpeieieHHOM HMH()OPMAIIMOHHOM CHCTEMBI, 4Yepe3 KOTOPYIO OCYLIECTBIISAETCA
JOCTYTI, U 0 cocTaBe TexHuueckux cpencts UCITH;

UMEET BO3MOXKHOCTb NpAMOro (¢pusnyeckoro) goctyna K (parmeHtam
texHuueckux cpencts UCIT/IH.

K 4yeTBepToil KaTeropuu OTHOCSITCS 3aperucTprpoBaHHbIe nosib3oBarenu MUCIT/Ixn
C TIOJTHOMOYMSIMH aIMUHUCTpaTopa 6e3omacHoctu cermenTa (pparmenta) MCIIIH.

JInuo aTou Kareropuu:

o0aiaeT BCeMH BO3MOKHOCTSIMU JIUL IPEIBITYIINX KaTEeTOPUH;

o0namaeT moaHON MHpOpPMalMel O CUCTEMHOM M MPHUKJIAJAHOM MPOrpaMMHOM
obecrnieueHuu, ucnoiabzyeMoM B cermente (dhparmente) UCIH;



o0naaeT NoiMHOM MHPOpMAIMEN 0 TEXHUUYECKUX CPEICTBAX U KOH(PUTYpaLUU
cermenTa (pparmenta) UCIT/IH;

UMEET JOCTYIl K CPeICTBaM 3alllUThl MHPOpPMAIMU W MPOTOKOJIWPOBAHUSA, a
TaK)Ke K OTJEIbHBIM 3JIEMEHTaM, UCTONIb3yeMbIM B cermenTe (¢pparmente) MCII/H;

UMEET JOCTYN KO BCEM TEXHUYECKHUM CpEACTBaM cermMeHTa (¢pparmeHTa)
NCITH;

oOnamaeT nmpaBaMu KOH(GUTYPUPOBAHHUS M aJMUHUCTPATUBHOM HACTPONKU
HEKOTOPOTO MOJAMHOKECTBA TEXHUUECKUX cpeAcTB cermeHTa (¢pparmenta) UCII/IH.

K nmaroil kateropuum OTHOCATCS 3apErMCTPUPOBAHHBIE I0JI30BATEIN C
MOJIHOMOYHUAMH cucTeMHOro aamuuucrparopa UCIIIH.

JIn1o 3ToM KaTeropuu:

o0JazaeT BCeMH BO3MOXKHOCTSMH JIUL] MPEIbIAYIINX KaTEerOpHii;

o0nanaeT NoaHOM MHpOpMalUeld O CUCTEMHOM U MPHUKJIAJHOM MPOrpaMMHOM
ob6ecnieuenun UCII/H;

oOnazaeT nojHoW MHpOopManueld 0 TEXHUYECKUX CPEJICTBAX U KOH(PUTYpaluu
NCITH;

UMEET JIOCTYN KO BCEM TEXHUYECKHUM CpelCTBaM 00padOTKM MH(POPMALHUH U
nanabiM UCI1/IH;

o0nagaer mnpaBaMH KOH(MUTIYPUPOBAHUS W aJMHUHUCTPATUBHOW HACTPOMKHU
texHnueckux cpeacts UCII/In.

CucTeMHBI aJIMUHHUCTPATOP BBINIOJHIET KOHPUIYPUPOBAHUE W YIIPABICHUE
nporpaMmHbeiM obecniedeHueMm (I10) u oGopynoBanuem, BkiIrOYas 0OOpYJOBaHHUE,
OTBeYarouiee 3a 0e30MacHOCTb 3aIIUAIIAEMOTO 0o0beKTa: CpelcTBa
Kpunrorpaguueckod  3amIUThl  MH(POpPMALMKM, MOHUTOPHUHIA,  PErHCTPalUH,
apxuBauuy, 3amuTel oT HC/I.

K mecroil kaTreropum OTHOCATCS 3aperMCTPUPOBAHHBIE IOJIb30BATENIU C
MOJIHOMOYMSIMU aAMUHUCTpaTopa 6e3onacuoctu UCTIIH.

JIno aTou Kareropuu:

o01a1aeT BCEMH BO3MOKHOCTSAMH JIUI MPEABLAYIINX KaTeropuii;

obnamaet noHou nHpopmarmeit 06 NUCIIH;

UMEET JOCTYIN K CPEACTBaM 3alUThl HHPOPMAIMK U MPOTOKOJUPOBAHUSA U K
yacTH Kto4eBbix aeMeHToB UCII/IH;

HE MMEET MpaB JOCTyINa K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEJCTB CETH 3a
MCKIJIFOUEHHEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AnMuHucTpaTop  0€30MacHOCTM  OTBEYaeT 32  COONIIOACHWE  MpaBUII
pasrpaHUyYeHHs] JOCTyIa, 3a TEHEPALMIO KIIOYEBBIX 3JIEMEHTOB, CMEHY MapoJiei.
AnmuHucTpaTop 0€30MacHOCTH OCYHIECTBISIET ayJIuT TeX K€ CPEACTB 3alluThl
00BEKTa, YTO U CUCTEMHBIN aIMUHUCTPATOP.

K  cempMoii  kareropum  OTHOCATCA IPOrPaMMUCTBI-Pa3padOTUNKH
(MOCTaBIMKM) NPUKIIATHOTO MIPOTPAaMMHOTO 00ECTeUeHHUs U JInlia, 00ecTeurnBarone
€ro COIPOBOXK/ICHUE Ha 3allIUIaeMOM OOBEKTE.

JIno 3Tou Kareropuu:

obOnamaer wuH(OpManmeir 00 anropuTMax U mOporpammax oOpaOOTKU
unpopmanuu Ha UCIT/H;



o0jamaeT BO3MOXKHOCTSIMM  BHECEHHsS]  OHIMOOK,  HEACKIapUPOBAaHHBIX
BO3MOKHOCTEH, MPOTrPAMMHBIX 3aKIaJ0K, BPEIOHOCHBIX MPOTPAMM B MPOrPAMMHOE
obecnieuenue UCITJIH Ha ctaguu ee pa3pabOTKH, BHEAPEHUS U COIIPOBOKIACHHUS;

MOXXET pacrojararh JIObIMU ¢GparMeHTamMu HWH(OpMAIUU O TOMOJIOTHH
NCII[IH n TexHUUecKux cpeacTtBax oopaboTku u 3amuthl [1J{H, 06padaThiBaeMbIX
B UCII/IH.

K BochMO#1 kKateropum OTHOCSATCS pa3paOOTUUKH W JIUIA, 0OECIICUNBAOIIIHEC
MIOCTaBKY, COIPOBOXKACHUE U PEMOHT TeXHUUeCKUX cpeacts Ha MCII/IH.

JIuno 3ToM Kareropuu:

o0nagaeT BO3MOKHOCTSAMHM BHECEHHUS 3aKJIaJOK B TEXHUYECKHE CPEICTBA
NCTI/Ix Ha cTagun ux pa3pabOTKH, BHEAPEHUS U CONTPOBOKICHNUS;

MOXKET pacrojararb J0bIMH (parmMeHTaMu HHPOPMALlUU O TOIMOJIOTUHU
NCTIJIH 1 TexHUYEeCKUX cpeficTBax o0paboTku u 3ammThl nHGopmaru B UCII/IH.

VYKazaHHble KaTErOpUHM HAPYIIUTENEH MOJKHBI YYUTHIBATHCS MPU OLEHKE
BO3MOXKHOCTEN peanusauuu Y bII/IH.

Hocutenem BpenoOHOCHOW MpOTrpaMMbl MOKET OBITh amnmapaTHBIA AJIEMEHT
KOMIIBIOTEpPA WJIA MPOTPAMMHBIN KOHTeWHep. Ecnum BpemoHocHass mporpamMma He
ACCOIMUPYETCS ¢ KaKOW-TMO0 MPUKIIATHON MPOrpaMMoii, TO B KaUeCTBE €€ HOCUTEIS
paccMaTpHUBAKOTC:

OTYYXKJaeMbI HOCHTENb, TO €CTh AWcKeTa, ontudeckuii auck (CD-R, CD-
RW), dismi-naMsath, 0TYyKAaeMbIi BAHYECTED U T.I1.;

BCTPOCHHBIC  HOCUTENW  UH(popMaru (BUHYECTEPHI, MUKPOCXEMBI
OTIEpaTUBHOM MaMsTH, MPOILIECCOP, MUKPOCXEMbl CUCTEMHOM IIaThl, MUKPOCXEMBbI
YCTPOMCTB, BCTpAaMBAaE€MbBIX B CHCTEMHBIN OJIOK, — BHCOQJaNTepa, CETECBOM IIIATHI,
3BYKOBOW TUIAaThl, MOJIEMa, YCTPONCTB BBOJIa/BHIBOJIJa MArHUTHBIX JKECTKHUX
U ONTHUYECKUX JUCKOB, OJIOKAa MUTaHUS U T.M., MUKPOCXEMBI MPSIMOTO JOCTyIa
K MMaMsITH, IIWH TIepeiaun JaHHBIX, TOPTOB BBOJA/BBIBO/IA);

MHKPOCXEMbI BHEUIHUX YCTPOMCTB (MOHHUTOpA, KIIABUATYpPbl, MPUHTEPA,
MoOJieMa, CKaHepa | T.I1.).

Ecnu BpemoHocHasi mporpaMma acCOUMHUPYETCS C KaKOW-TMOO MPHUKIAIHOU
nporpamMmoit, ¢ QaitamMmu, UMEIOUIUMU ONpEACICHHbIE PACIIUPECHUS WM HHBIC
aTpuOyTHI, C COOOLIEHUSIMU, TIEPEIaBAEMbIMHU 110 CETH, TO €€ HOCUTEISIMU SIBJISIFOTCSI:

MaKEThI MEPeIaBaeMbIX TI0 KOMITBIOTEPHOM CETH COOOIIECHUI;

daiinbl (TeKCTOBBIE, rpadudecKue, UCTIOJHAEMbIE U T.1I.).

5.2. O0masi XapaKTepUCTUKA YSI3BUMOCTell HH(POPMALMOHHOM CHCTEMbI
MEePCOHAJIbHBIX JAHHBIX

Vs3BUMOCT,  WH(MDOPMAITMOHHOW CHCTEMBI IEPCOHANBHBIX  JaHHBIX  —
HEJIOCTAaTOK WM cjaboe MEeCTO B CHCTEMHOM WJIA TPHUKIAJHOM MPOTPAMMHOM
(mporpaMMHO-amnmapaTHOM) O0O€CIeUYeHNH aBTOMATHU3UPOBAHHOW HH(POPMAIITMOHHOM
CUCTEMBI, KOTOpPbIE MOTYT OBITh WCIOJL30BAHBI JJIs peaTu3aliil  YrpO3bl
0€30MacHOCTH MEPCOHAIBHBIX TAHHBIM.

[TpuurHAMU BO3HUKHOBEHUS YSI3BUMOCTEH SBIISIOTCSI:

OIMOKU TPH MPOSKTUPOBAHMU WM Pa3pabOTKe MPOrpaMMHOrO (TporpaMMHO-
arnmnapaTHoOro) 00ecreyeHus;



NIPEHAMEPEHHbIE  JCHCTBUSA IO  BHECEHUIO  YSA3BUMOCTEH B  XOJe
MPOEKTUPOBAHUS W  pa3padOTKM MPOTPaMMHOIO  (IPOrpaMMHO-aNIapaTHOro)
oOecrcueHMS,

HEIpaBUJIbHBIE HACTPOMKH MPOrPaMMHOIO OOECHEYEeHUs, HENMPABOMEPHOE
M3MEHEHHE PEKUMOB paObOTHI YCTPOICTB U MTPOTPAMM;

HECAaHKIIMOHHUPOBAaHHOE BHEAPEHHUE U MCIIOJIb30BAHUE HEYUYTEHHBIX MPOrpaMm
C TOCIEAYIONIMM HEOOOCHOBAHHBIM  PAacXOJOBaHUEM pecypcoB  (3arpyska
mpolieccopa, 3aXBaT ONEPaTUBHON NaMsATH U MaMSITH Ha BHEITHUX HOCUTEISIX);

BHEJI[PEHUE  BPEIOHOCHBIX  MPOrpaMM,  CO3JAIOIIUX  YSA3BUMOCTH B
MPOTPaMMHOM U ITPOTPaMMHO-aNMNapaTHOM 00€CTICUCHUH;
HECAaHKIIMOHUPOBAaHHBIE  HEYMBIIUICHHbIE  JEHCTBUA  TOJIb30BaTENEH,

MIPUBO/IAIINE K BOSHUKHOBEHUIO YS3BUMOCTEH;

cOon B paboTe amnmapatHoro M MPOTPaMMHOTO oOecreueHus (BbI3BaHHBIE
cOOSIMU B DJICKTPONMUTAHUU, BBIXOJOM U3 CTPOSl amnmapaTHbIX DJJIEMEHTOB B
pe3yabTare CTapeHUs] U CHIDKCHHUS HAJIeKHOCTH, BHEUIHUMH BO3JICUCTBUSMU
AJIEKTPOMArHUTHBIX MOJIEH TEXHUUECKUX YCTPOUCTB U JIp.).

Knaccuduxkarus ocnoBHbIx ysi3pumocteit UCII/IH npuBeneHa Ha pucyske 4.

Knaccudukanus ysa3sumocrteit
MIPOrpaMMHOTO 00eCIIeUeHUS

ITo Tumy 10

Ilo 9Tany KU3HCHHOT'O
HUKJIa TpOrpaMMHOTO

ITo npuunne
BO3HUKHOBECHMSI

Ilo xapaxrepy
HOCJIEACTBUM OT

HMHCTAJUIALNN 1
HacTpOKu

A\ 4

MPOTPaMMHOTO
obecreueHus

obecrnevueHus, Ha KOTOPOM YSA3BUMOCTH pearn3annuy aTaxk
BO3HHUKAET YA3BUMOCTH
Cucremnoe [10
Vs3BUMOCTH, Henocratku Vsa3BumocTy,
BO3HHUKAIOIINE HA | MeXaHHU3MOB HCIIOJIb3YeMbIE IS
Tpuxnanoe sramne ayTeHTH)HKAIIIH IepemoHe s
HpOrpaMMHOE TP PERTAPOBARTT Oydepa
obecrieueHne 1pPrpaMMHOro Henocrarcn
00pcreueHus 3alLHTH] YYETHBIX Vsa3BuMocTH,
peaTH3aIni P sanuceit HCIIONB3YCMBIC 11
porpammoro noioopa naposst uiu
»| Dbecrieyenwus Hamnune uzpeHTuduKaTopa
¢byHKUMi,

| mo3BoNAIOMUX
BBITIOJIHATH
}ICCprKTl/IBHbIe
IEHCTBUS

OTtcyTcTBHE
HPOBEPKU
KOPPEKTHOCTH
BXO/IHBIX JAHHBIX

VS3BUMOCTH,
UCTIOJNIb3yEMBIE IS
WU3MEHEHHUs TTpaB
JOCTyTIa

VSI3BUMOCTH,
HCTIONB3YEeMBbIe IS
peanu3anuy aTaku
«OTKa3 B
00CITy)KHBaHUI»

Pucynok 4. Knaccuduxanus ysi3BUMOCTEH POrpaMMHOTO o0ecrieyeHust




Hwxe npencraBineHa oOnias XapakTepUCTHKAa OCHOBHBIX T'PYIII YSI3BUMOCTEN
NCII/IH, BKIIOYAIOIINX:

YS3BUMOCTH CHUCTEMHOIO MPOrpaMMHOro oOecriedeHuss (B TOM 4HCIE
IIPOTOKOJIOB CETEBOT0 B3aUMO/ICHCTBUA);

YS3BUMOCTH IPHUKJIAJHOIO MPOTPAMMHOI0 00€CIeYeHHsI (B TOM YUCIIE CPE/ICTB
3aIUThl HHPOPMAITUH ).

5.2.1. O0mas xapakTepuCTHKA YSI3BUMOCTEll CHCTEMHOT0 MIPOrPaMMHOI0
odecreuyeHust

VA3BUMOCTM  CHCTEMHOTO  NPOTrpaMMHOro  oOecredeHHus HeoOXO0IuMOo
paccMaTpUBaTh C PUBSI3KOU K apXUTEKTYPE OCTPOEHUS BEIYMCIUTEIBHBIX CUCTEM.

[Ipu 5TOM BO3MOXHBI YSI3BUMOCTH:

B MHKponporpammax, B npommuskax [13VY, IIII3V;

B CpPEACTBax ONEPALMOHHON CHCTEMBI, IPEIHA3HAYECHHBIX ISl YIPABIICHHUS
nokanbHbiMH  pecypcamu  MCIIJIH (oOecrieunBaromux BbBIIOJHEHUE (PYHKIIMMA
VIPABJICHUS MPOLIECCAMH, AMSAThIO, YCTPOMCTBAMU BBOJA/BBIBO/IA, UHTEP(ECOM C
MOJIb30BATENIEM H T.I1.), IpailBepax, yTHIINTAX;

B CpEACTBaxX OIEPALMOHHOW CHUCTEMBI, NPEIHA3HAYECHHBIX /JII BBITOJIHEHHS
BCIIOMOTaTeNIbHBIX (DYHKLUMMA, — yTUIUTAX (apXUBUPOBAHUA, AePparMeHTaluu U Jp.),
CUCTEMHBIX 00padaThIBalOIIMX MporpaMMax (KOMOWIATOpPAaX, KOMIIOHOBLIMKAX,
OTJIAUMKAX M T.I1.), MPOrpaMMax MPeIOCTABICHUS MOJIb30BATENIO JOMOJTHUTEIbHBIX
yciyr (cneuuanbHBIX BapuaHTax HWHTepdeiica, KalbKynsiTopax, Hrpax u T.IL.),
OMONIMOTEeKaxX MPOLEAYp Pa3IUYHOrO HazHaueHus (OMOJMOTEKaX MaTeMaTUYECKHUX
¢GbyHKUMA, QyHKIMI BBOAA/BBIBOAA U T.1.);

B CpEICTBAX KOMMYHHMKAlIMOHHOTO B3aUMOJEHCTBUA (CETEBBIX CpPENICTBAX)
OIEPAIMOHHON CUCTEMBI.

VYA3BUMOCTH B MHKpPOIIpOrpaMMax M B CPEACTBAaX ONEPALMOHHON CHCTEMBI,
IIPEAHA3HAYEHHBIX JUISl YIIPABICHUS JIOKAJIbHBIMU PECYpPCaMU M BCIIOMOTATEJIbHBIMU
(GYHKIUSMU, MOTYT IPEJCTAaBIATh COOOI:

(YHKIMM, TpOLENypbl, U3MEHEHHE MapaMeTPOB KOTOPBIX OIpPEIEICHHBIM
o0pa3oM TO3BOJISIET HCIOJB30BaTh MUX I HECAHKIIMOHMPOBAHHOTO J0CTymna 0e3
OoOHapyXeHUsI TAKUX U3MEHEHUM OTNepallMOHHON CUCTEMOI;

dbparMeHThl KoJia MporpaMM («JIBIPbD, «JTIOKW»), BBEJICHHBIC pa3pabOTUYUKOM,
MO3BOJISIONIME 00XOAUTHh MPOUEAYPHl UICHTU(DUKALIMY, ayTeHTU(PUKALIUU, TPOBEPKU
LEJIOCTHOCTH U JIp.;

OTCYTCTBUE HEOOXOIHUMBIX CPEACTB 3allUThl (AyTEHTU(PHUKALMH, MTPOBEPKH
LIEJIOCTHOCTH, MPOBEPKHU dbopmaToB COOOIIECHU, OJIOKUPOBaAHUS
HECaHKIIMOHUPOBAHHO MOAU(DUIIMPOBAHHBIX (PYHKLIUHN U T.I1.);

OmuOKH B MporpaMMax (B OOBSIBICHUHU MEPEMEHHBIX, (YHKIIUN U TIPOIEAYp, B
KOJax IporpamMMm), KOTOpPbIE MpPU OIPEAEICHHBIX YCIOBHIX (Hampumep, MOpu
BBITIOJTHEHUH JIOTMYECKUX TEPEX0/0B) MPHUBOIAT K COOSIM, B TOM 4HCIE K COOSIM
(GYHKIIMOHUPOBAHUS CPEJICTB U CUCTEM 3allUThl HH(POPMAIIUH.

VY S13BUMOCTH IPOTOKOJIOB CETEBOTO B3aMMOCHCTBUSA CBSI3aHBI C 0COOCHHOCTSIMU
UX TPOrpaMMHON peanu3anuy 1 00yCIOBICHbI OTPaHUYEHUSIMU Ha pa3Mephl



npuMeHseMoro Oydepa, HeJOCTaTKaMU MPOLEAYpPhl ayTeHTU(PUKALNUU, OTCYTCTBHEM
MIPOBEPOK MPABMIBHOCTH CiIy)keOHOM mHpopMaruu u np. KpaTtkas xapakTepucThka
ATHUX yS3BUMOCTEH IPUMEHHUTEIBHO K IPOTOKOJIaM MPUBEIeHA B TabuIIe 2.

Ta0muma 2

VS3BUMOCTH OT/AETBHBIX IPOTOKOJIOB cTeka mpoTokosioB TCP/IP,
Ha 0a3e KOTOporo (pyHKIMOHUPYIOT IN100aIbHBIE CETH OOLIETO MOJIb30BAHMS

HaumeHoBaHue YpoBenb HaumeHoBaHue Coneprxanue HapylmeHUust
NPOTOKO.J1a cTeKa (XapaKkTepHCTHKA) YI3BUMOCTH | 0e30macHOCTH HH(pOpMAIUA
NPOTOKOJIOB
FTP (File Transfer | [Ipuknanguoii, | 1. AyreHtudukanus Ha 6a3e Bo3Mo)xHOCTB epexBaTa TaHHBIX
Protocol) — MPEACTaBH- | OTKPBITOTO TEKCTa (ITapon YYeTHOM 3arncH (MMeH
MTPOTOKOJ TETbHBIH, MEPECHUTAIOTCS B 3apEeTUCTPUPOBAHHBIX
nepenayn GaiioB | CeaHCOBBIN He3aInppOBaHHOM BHUJIE) noJb30BaTeNei, naposeii).
IO CeTH 2. JlocTyIl o yMOTYaHHIO [Mony4eHue ynaneHHOTO IOCTyIa
3. Hanmmume nByX OTKPBITHIX K XOCTaM
MTOPTOB
telnet — mporokon | Ilpukmagnoii, | Ayrentudukanms Ha 6asze Bo3MOXHOCTb NepexBara JaHHbIX
yTpaBicHAS NpPEACTaBU- | OTKPBITOTO TeKCTa (Mapoiu YUETHOH 3aIMCH MOJIb30BATEIS.
yJIaJIeHHBIM TEJBHBIH, MEPECHUTAIOTCS B [Mony4eHue ynaneHHOTO I0OCTyIa
TEPMUHAIIOM CCaHCOBBIN He3aInppOBaHHOM BHUJIE) K XOCTaM
UDP —nporokon | Tpancmopt- | OTCyTCTBHE MEXaHU3Ma Bo3moxxHOCTH peanuzanuu
nepeiayv JaHHbIX | HbIM MPEIOTBPALLECHUS TIEPETPY30K UDP-mtopma.
0e3 yCTaHOBJICHMSI oydepa B pesynbpTate 0OMeHa nmakeTaMu
COCAMHEHHUS MPOUCXOJNT CYIIECTBEHHOE
CHIDKEHHE TIPOU3BOAUTEIILHOCTH
cepsepa
ARP — npoTokon CereBoit Ayrentudukanys Ha 6aze Bo3moxxHoCTh epexBarta
npeoOpa3oBaHUs OTKPBITOrO TeKCTa (MHpopManus | Tpaduka Moab30BaTels
IP-ampeca B MIEPEChUIAETCS B 37I0YMBIIUIEHHUKOM
(dusnyeckuii aapec He3aluppoBaHHOM BHUJIC)
RIP — npoTokon Tpancropt- | OTcyTcTBUE ayTeHTH(DUKAINH Bo03MOKHOCTB nIEpeHaIpaBiIeHUs
MapIIpyTHOU HBIH YHPaBISIONINX COOOIIEHUH 00 Tpaduka gepe3 XocT
nH(bOpMaITUU W3MEHEHUH MaplipyTa 37I0YMBIIUICHHUKA
TCP — mporoxon Tpancniopt- | OTCcyTCTBHE MEXaHU3Ma CyniecTBeHHOE CHIKEHUE
yIpaBlIeHHS HBIH MPOBEPKU KOPPEKTHOCTH CKOpPOCTH OOMeHa U J1axe
nepegaven 3aIl0JTHEHUS CITYKeOHBIX TIOJTHBIH Pa3pbIB MPOU3BOJIBHBIX
3aroJIOBKOB TTaKeTa coenuHeHM 1o ipoTokory TCP
DNS —nporokon | [Ipuknamuol, | OTcyTcTBHE cpencTs npoBepku | Danbcudukanus oTBeTa
YCTaHOBJICHHUS npefcTaBu- | ayreHTuuKanuu noiaydeHHbIX | DNS-cepeepa
COOTBETCTBHUS TEJBHBIH, JAHHBIX OT UCTOYHUKA
MHEMOHHYECKHX CCaHCOBBIN
HUMEH U CETEeBBIX
a/IpecoB
IGMP — npotokon | CeTeBoit OtcyTrcTBUE ayTeHTU(UKALIUN 3aBUCaHUE CUCTEM
nepeaayn €000IIeHUH 00 U3MEHEHUN Win 9x/NT/200
co0OIIeHHH 0 napamMeTpoB MapuIpyTa
MapUIpyTU3aUN
SMTP — npotokon | [Ipuknaanoit, | OTCyTCTBHE TOANEPKKU Bo03MOXHOCTE IO AETIBIBAHUS
oOecrieyeHust NpEeACTaBu- | AyTeHTU(UKAIMH 3aT0JIOBKOB COOOIIEHUH MEKTPOHHOH MOYTHI,
cepBUCa JOCTaBKH | TEJIbHBIH, coobuieHni a TaKkXKe ajjpeca OTIPaBUTENS
COOOIIEHHIT TTO CEaHCOBBIN COOOLIEHNS
3JIEKTPOHHOM MOUTe
SNMP — npotokon | [Ipuknagnoii, | OTCyTCTBHE TOAIEPKKI B03MOXHOCTH NIEpENONHEHUS
YIpaBIeHUS NpeJICTaBU- | ayTeHTU(UKAIMH 3aT0JIOBKOB MPOITYCKHOMN CITOCOOHOCTH CETH
MapIIpyTU3aTOPaMH | TETbHBIH, coobuieHni
B CETSAX CEaHCOBBIN




JIist  cucteMaTtu3anuy  ONMHMCAHHWS MHOXKECTBA YSI3BUMOCTEH HCIIOIB3YEeTCS
enuHas 0asza manHbIX ys3pumoctedr CVE (Common Vulnerabilities and Exposures),
B pa3paboTKe KOTOpPOW NPHHUMAIH YYaCTHE CIICIHAIUCTBI MHOTHX H3BECTHBIX
KoMraHui u opranm3anuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegie Mellon University, unctutyt SANS u 1.1. JTa 6a3a
JAHHBIX MTOCTOSIHHO ITOIOJIHSCTCS M MCIOJb3yeTcs nMpu (popMUpOBaHMM 0a3 JaHHBIX
MHOTOYHCIICHHBIX ITPOrPAMMHBIX CPEACTB aHaJIM3a 3allUIIICHHOCTH H, TIPEK/IE BCETO,
CETEBBIX CKaHEPOB.

5.2.2. O6mas xapakTepuCTHKA YSI3BUMOCTEl MPUKJIATHOT0 POTPAMMHOI0
odecrmeueHud

K mnpuknagHoMy mporpaMMHOMY OOECIEUYEHHIO OTHOCSTCS MPUKIATHBIC
MIPOrpamMMBbl OOIIETO MOJIb30BAHUS U CIIEHUATIbHBIE PUKIIAIHBIE IPOIPaMMBbI.

[IpuknagHbie mporpaMMbl OOLIETO MOJIb30BAHUS — TEKCTOBBIE U Tpaduueckue
pPEAAKTOPbI, MEIUa-MporpamMMbl (ayJMo- W BUIACONPOUTPHIBATENM, MPOrpPAMMHbBIC
CpelicTBa MpHUeMa TEJIEBU3MOHHBIX MPOTpaMM U T.I1.), CUCTEMbI yIlpaBlieHus 0a3zamMu
JAHHBIX, TPOrpaMMHBIC IUIATGOPMBI OOIIETr0 TMOJB30BAHMS [IJIsi  Ppa3pabOTKU
nporpaMMmHbIX npoaykroB (tuma Delphi, Visual Basic), cpeactBa 3aimuThl
uH(dopMaIuu oOIIEero MoJIb30BaHUS U T.1.

CrnenuaiibHple TPUKIAJHBIE MPOrpaMMbl — JTO MPOTrpamMMbl, KOTOpbIE
pa3pabaThIBalOTCs B MHTEPECAX PELICHUs KOHKPETHBIX MPHUKIAJHbIX 3a/1a4 B TaHHON
UCII[lH (B TOM uwHclie TporpaMMHBIE CpEACTBAa 3allUThl HMH(OpPMaLUH,
paszpabotannblie 11 kKoHkpeTHou UCII/IH).

VY A3BUMOCTH TPUKIAJIHOTO MPOTPAMMHOI0 00ECIeUeHUsI MOTYT MPEACTaBIATh
co00ii:

(GYHKIIMKA ¥ TIPOLIETYPHI, OTHOCSIIMECS K Pa3HBIM MPUKIAIHBIM TIPOrpaMmam
YU HECOBMECTHUMBIE MEXKIy 000 (He (PYHKIIMOHMPYIOUIUE B OJHOM OMEPAIIMOHHOMN
cpele) u3-3a KOH(IUKTOB, CBSI3aHHBIX C pACHPEIEICHUEM PECYPCOB CUCTEMBI;

(YHKIMM, TpPOLEAypbl, HW3MEHEHHE OIpEeleIeHHBIM 00pa3oM MapaMeTpoB
KOTOPBIX MO3BOJIET UCIOJIB30BATh UX JIJIsl IPOHUKHOBEHUS B ONMEPALMOHHYIO CPENy
HUCII[IlH u BbI30Ba WTATHBIX (YHKUHUA ONEPAlMOHHOW CHUCTEMBI, BBIMOJHEHUS
HECAHKIIMOHMPOBAHHOTO  JocTyna 0e3  OOHapyXeHHs  TakKuX  HM3MEHEHUU
OIIEPALMOHHON CUCTEMOM;

dbparMeHThl KoJia MporpaMM («JIBIPbD», «IIOKH»), BBEJICHHBIC pa3pabOTUYNKOM,
MO3BOJISIONINE 00XOAUTHh MPOIEAYPHI UICHTU(DUKAIINN, ayTeHTU(PUKAIIUN, TPOBEPKHU
LIEJIOCTHOCTH U JIp., IPEAYCMOTPEHHBIE B ONEPALMOHHON CHCTEME;

OTCYTCTBUE HEOOXOIUMBIX CPEACTB 3alIUThl (ayTeHTU(UKAIIUU, MPOBEPKHU
1I€JIOCTHOCTH, MPOBEPKHU dbopmaToB COOOIICHHH, OJIOKMpOBaHUS
HECAHKIIMOHUPOBAHHO MOIUMDUIIMPOBAHHBIX (PYHKITUH U T.11.);

OmuOKH B MporpaMMax (B OOBSIBICHUHU MMEPEMEHHBIX, (YHKIIUN U TIPOIEAYp, B
KOJaX [MporpamMMm), KOTOpbIE MpU OINPEACICHHBIX YCIOBHUIX (Hampumep, MOpu
BBIMIOJIHEHUH JIOTUYECKUX IEPEXO0J0B) MPUBOAAT K cOOSIM, B TOM 4HUCJIE K COOsIM
(YHKIMOHUPOBAHUSI CPEACTB W CHUCTEM 3alIUThl MH(POPMALMH, K BO3MOKHOCTH
HECAaHKIIMOHUPOBAHHOTO J0CTYyMNa K HH(OpMAaIIH.

JlanHbpie 00 ySA3BUMOCTSIX pa3padaThiBAEMOro M paclnpoCTpaHsSeMOro Ha



KOMMEPUYECKON OCHOBE MPUKIAJAHOTO MPOTPAMMHOIO obOecreyeHus coOuparoTcs,
1
00o00mIatoTcs 1 aHanu3upyroTcs B 6a3e nanubix CVE'™.

5.3. O0masi XapakTepucTHKA YIPo3 HEMOCPEeICTBEHHOI0 10CTya
B ONEPANMOHHYIO cpeny HH(OPMANMOHHON CHCTEMBbI MEPCOHAIBHBIX TAHHBIX

VYrpo3sl noctyna (IPOHUKHOBEHMSI) B ONEPALMOHHYIO CPEly KOMIBIOTEPA U
HECAaHKIMOHUPOBAHHOTO nocrtyna K IT/IH cBsA3aHbI ¢ JocTynoMm:

K MH(pOpMallMK U KOMaH/IaM, XpaHsAIIMMcsl B 0a30BOM CHUCTEME BBOJa/BbIBOJIA
(BIOS) MWCII[lH, ¢ BO3MOXHOCTBIO IIepeXBaTa  yIpaBICHHS  3arpy3Koi
ONEPalMOHHOMN CUCTEMBI U TIOJIyYEHHEM MPaB JOBEPEHHOTO MOJIb30BATEIS;

B ONEPAIMOHHYIO Cpely, TO €CTb B Cpely (PYHKIMOHUPOBAaHUS JOKAJIbHOU
ONEpPAallMOHHON CHCTEMBI OTHENbHOTrO TexHuueckoro cpeacrsa WMCIIJlH ¢
BO3MOKHOCTBIO BBINIOJIHEHUSI HECAaHKLIMOHWPOBAHHOIO JOCTyNa IIyTeM BbI30Ba
IITaTHBIX [POrpaMM  OINEPALMOHHOW CHUCTEMBbl WJIM 3allyCKa CHEHUaIbHO
pa3pabOTaHHBIX MPOTPAMM, PEATU3YIOIINX TaKHE JEHCTBHUS;

B cpeny (YHKIMOHUPOBAHUSA TMPHUKIAJAHBIX MpOorpaMM (Hampumep, K
JIOKaJIbHOM cucTeMe yIpaBiieHUs 0a3aMu 1aHHBIX);

HENOCPEICTBEHHO K HWH(popMauuu mnoiyib3oBareis (K ¢aiiaM, TEKCTOBOM,
ayauo- U rpaduyeckoid MHQOpMAIMM, MOJISIM U 3alucsIM B 3JEKTPOHHBIX 0azax
JAHHBIX) M OOYCJOBJIEHBI BO3MOXHOCTBHIO HapyIIEHUS €€ KOH(PUACHIMAIbHOCTH,
LEJIOCTHOCTHU U IOCTYITHOCTH.

OTU yrpo3bl MOTYT OBITh pPEaIM30BaHbl B Clydyae MOJIy4YeHUS (PU3UUYECKOTO
nocryna k UCII[IlH wnm, mo KpailHell mepe, K cpeacTBaM BBoJa HH(popmanuu
B UCIT/IH. X MOXHO 00BEIMHUTH MO YCIOBUSM pealiu3al[ii Ha TPU TPYIIIbI.

IlepBasg rpymnma BKJIOYaeT B ce0s yrpo3bl, peanu3yemMble B XOAE 3arpy3Ku
OTIEPAIIMOHHON CUCTEMbI. DTU Yrpo3bl 0€30MaCHOCTH MH(POpPMAIMK HAIpaBJIE€Hbl HA
nepexBaT mapoyied MM  MAEHTU(UKATOPOB, MOAU(PUKALHUIO MPOrPaMMHOTO
obecrieueHuss 0a3oBoii cucteMbl BBOAa/BbiBoma (BIOS), mepexsar ympaBieHUs
3arpy3Koll ¢ H3MEHEHMEM HEOOXOJUMON TEXHOJIOTUYECKON HH(popMaun A
nonyuennss HCJ[ B omepanumonnyto cpeny MCII[In. Yamie Bcero Takue yrpossl
pealln3yIoTCs ¢ UCOIb30BAaHUEM OTUYK/1a€MbIX HOCUTENEH HH(DOPMALINU.

Bropas rpynna — yrposbl, pealM3yeMble IOCJIE€ 3arpy3kd ONEpalMOHHON
Cpelbl HE3aBUCMMO OT TOrOo, Kakasg NpHUKJIaJHas MporpaMma 3alycKaeTcs
MOJIb30BaTENeM. OTH Yrpo3bl, KaK TNpPaBWJIO, HANpaBiCHbl Ha BBINOJHEHUE
HETMOCPEJICTBEHHO  HECAHKIMOHUPOBAHHOIO JocTyna Kk wuHbopmauu. Ilpu
MOJIyYeHUH JOCTyNa B OMEPALMOHHYIO CPEAY HAPYLIUTEIh MOXKET BOCIOJIb30BATHCS
KaK CTaHJAPTHBIMU (PYHKUUSAMH OINEPALMOHHOM CHUCTEMbl WM KaKOW-THOO
MPUKIAAHOW MpPOrpaMMbl OOIIETO MOJb30BaHUS (HApUMEp, CUCTEMbl YIpPaBICHUS
0azamMM  JaHHBIX), TaK MW  CICHUAIBHO  CO3JAaHHBIMU  JUISI  BBIOJHEHHUS
HECaHKIIMOHUPOBAHHOT'O AOCTYyNa IpOrpaMMaMu, HallpUMep:

nporpaMmamMu NpocMOTpa U MOAU(PUKALIMH PEECTPa;

IporpaMmMamMu MOHMCKa TEKCTOB B TEKCTOBBIX (pailyiax Mo KIIIOUEBBIM CJIOBaM U
KOIUPOBAHUS;

1 . o .
Benercst 3apy6esxHoit pupmoii CERT Ha koMMepuecKoi ocHOBE



CHElHATbHBIMA MPOTpaMMaMH MPOCMOTPA U KOMHMPOBAHMS 3amuceil B Oa3ax
JAHHBIX;

nporpaMmamMu  ObIcTporo  mpocmorpa  rpaduyeckux — ¢GaiiaoB,  UX
PEOAKTUPOBAHUS U KOTIUPOBAHMS;

nporpaMmamMu MOJJIEPKKHA BO3MOXKHOCTEH pEeKOH(UTypallud MNPOTrpaMMHOMN
cpensl (Hactpoiiku MUCIIJIH B nHTEepecax HApYIIUTEIIS) U JIp.

Hakonen, TpeThsi rpylina BKIOYaeT B ceOsl Yrpo3bl, peanus3anus KOTOPBIX
ONpENEIAECTCS TEM, KaKas U3 MPUKIAJHBIX MPOrpaMM 3aIyCKaeTCs IOJb30BaTENEM,
win (akToM 3amycka J000W U3 MPUKIATHBIX MporpaMM. bonbinas 4acTe Takux
YIPO3 — 3TO YIPO3bl BHEIPEHNUS BPELOHOCHBIX IPOrPAMM.

5.4. O0masi XapaKTepuCcTUKA Yyrpo3 0e30MacHOCTH NMEePCOHAIbHBIX JAHHBIX,
peaju3yeMbIX € MCII0JIb30BAHUEM IPOTOKOJI0B MeKCETEBOI0 B3aUMO/1eiiCTBUS

Ecmu UCII[JH peanuzoBaHa Ha ©0asze JIOKaJIbHOW WM paclpeeseHHON
MHQOPMAITMOHHON CHUCTEMBI, TO B HEW MOTYT OBITh pPEalU30BaHbl YIPO3BI
0e3omacHOCT HMH(OpMAIIMU MYTEM HCMOJb30BaHUSI MPOTOKOJIOB MEXKCETEBOIO
B3aumojierictBus. Ilpu »sTtom wmoxker oOecneunBatbess HC kIl wim
peanu30BBIBaTLCS YIpo3a 0TKa3a B 00cayxuBanus. OcCOOEHHO OMacHbI Yrpo3bl, KOTraa
UCIIln mnpencraBiger co0Ooil pacnpeleleHHYI0 HHPOPMAIUOHHYIO CHCTEMY,
MOAKIIOYEHHYIO K CETAM OOIIEro MOJB30BaHMS M (WJIM) CETSIM MEXIYHApPOIHOTO
uHpopmarmonHoro oomena. KimaccudukanuonHas cxema yrpos, peaiu3yeMblX I10
CeTu, MpUBEACHA Ha pHUCYHKE 5. B ee OCHOBY MOJOXEHO CEMb CIEAYIOIIHNX
MEPBUYHBIX TPU3HAKOB KJIACCU(PUKAIIUU.

1. Xapakrep yrpo3sl. [lo aTomMy npu3HaKy yrpo3bl MOTYT ObITh MACCHUBHBIC U
aktuBHble. [laccuBHasg yrpo3a — 3TO yrposa, HNpU peaau3aldd KOTOPOHM HE
OKa3bIBaeTcs HemocpeAcTBeHHOoe Biusinne Ha pabory WCII[H, HO Moryt OBITh
HapylIeHbl YCTAaHOBJIEHHBIE MpaBWia pasrpaHnyeHus aoctyna k I1JIH uim ceteBbiM
pecypcaMm. [Ipumepom Takux yrpo3 sIBISETCS yrpo3a «AHanu3 ceTeBoro Tpadpukay,
HalpaBJICHHass Ha MPOCIYIIMBAHUE KaHAJOB CBSI3M W IEpEXBaT IEpeaaBaeMoi
uHdopmaIuu.

AKTHBHasi yrpo3za — 3TO yIrpo3a, CBsi3aHHAs C BO3JCICTBHEM Ha PECYPCHI
NCIIH, npu peanu3anud KOTOPOW OKa3bIBAETCS HEMOCPEACTBEHHOE BIIMSIHUE
Ha paboTy CUCTeMBbI (U3MEHEHHE KOH(UTypaluu, HapylieHue padboToCrocoOHOCTH
U T.J.), ¥ C HapyII€HUEM YCTaHOBJICHHBIX MpaBWJ pa3rpaHudeHus aocrymna k [1/{x
Wil ceTeBbIM pecypcaM. [IpumepoM Takux yrpo3 saBisiercsi yrpo3a «OtTka3 B
00CITy’>KUBaHUNY, peainzyemas kKak «mTopM T CP-3ampocoBy.

2. llenp peanuzanuu yrpossl. [lo »ToMy mnpu3HaKy yrpo3bl MOTYT OBIThH
HalpapJICHbl HA HapylIeHHE KOH(MUICHIIMATBLHOCTH, IEIOCTHOCTH U JOCTYIMHOCTH
uHdopmaruu (B TOM 4mciie Ha HapymeHue pabotocrnocodonoctu MCIIIH nnm ee
AJIEMEHTOB).

3. YcnoBue Hauvanma OCyIIECTBIICHHS MpoIlecca peanu3anuu yrpo3sl. [1o atomy
MPU3HAKY MOKET PEAIM30BBIBATHCS yTPo3a:

0 3aMpocy OT 00BbEKTa, OTHOCUTEILHO KOTOPOTO peanu3yercs yrpo3a. B atom
CIy4yae HapyILIWTENb OKHAACT MEepeayu 3ampoca ONPEAEICHHOrO THUMa, KOTOPbIM U
OyJIeT ycnoBUEM Hayalsla OCYIECTBIECHUS HECAHKIIMOHUPOBAHHOTO JAOCTYTIA;



KJ'IaCCI/I(bI/IKaI_[I/IH yrpos 0e30macHOCTH I/IH(bopMaHI/II/I, PEAIN3YEMBIX C MCIIOJIB30BAHHUEM IIPOTOKOJIOB MEKCETECBOT'O
BSaHMOHeﬁCTBHH B ABTOMATU3HUPOBAHHBIX CUCTCMAX

Ilo nanuuuro obpammoii

Ilo pacnonodcenuio cyovekma

Ilo xapaxmepy Ilo yenu so3oeticmeus 1o ycnosuro nauana npoyecca césizu ¢ UCI/Tn amaxu omnocumensto UCIIIn
6030elicmaus peanuzayuu yepo3svl
i ¢
v v
ITaccuBHBIE VYIpo3sl ¢ HapyIICHUEM Yrpossl, peaiusyembie 1o C 00patHO# CBSI3bI0 BuyTtpucermeHTHbIE
KOH(QHUIEHIMATLHOCTH sanpocy ot UCI1JIn
uHpopmanuu o MeskcerMeHTHbIE
Bes obpatHoi cBs3H
AKTHUBHBIC
(omHOHATIpaBIICHHAS
Vrpo3el, peanuzyemble
Yrpo3sl ¢ HApYILIEHUEM o HACTYIIICHHIO araka)

LEJIOCTHOCTH UH(pOpMALIUK

0XKHIAEMOr0 COOBITHS B
UCTIdu

Yrpo3sl ¢ HApYILIEHUEM
JIOCTYHHOCTH HH(pOpMALUH

besycnoBHbie
BO3ACHCTBUS

YTrpo3bl ¢ KOMIUIEKCHBIM
BO3JIEMCTBHEM Ha
uHpopMaLIo

Ilo coomnowenuio koruuecmea

Hapywiumeneu u Xocmos,

OMHOCUMENIbHO KOMOPbIX

peanusyiomes yepo3ul

Ilo yposnio samanonnoii mooenu
63aUMOOEUCMEUSL OMKPLIMBIX CUCHEM

A A

VYTrpo3s! Ha pU3HIECKOM YPOBHE

VYTpo3sl Ha KaHAJIBHOM YPOBHE

YTpo3bl Ha CETEBOM YpPOBHE

VYrpo3a "Onus K ogHOMY"

VYrposa "Oxul Ko
MHOTHM"

Pacnpenenennsle

(CKOOpAMHHUPOBAHHEIE) YTPO3BI

VYTpo3sl Ha TPAHCTIOPTHOM yPOBHE

VYTrpo3bl Ha C€aHCOBOM YpPOBHE

VYTpo35l Ha IPEACTaBUTEIFHOM YPOBHE

VYTpo35l Ha IPUKIIaAHOM YPOBHE

Pucynox 5. Knaccudukanmonnas cxema yrpo3 ¢ UCIOJIb30BaHUEM TIPOTOKOJIOB MEKCETEBOTO B3aUMOICHUCTBHS

ve



[0 HACTYIUICHUIO OKUJAEMOTO COOBITHS Ha 00BEKTE, OTHOCUTEILHO KOTOPOTO
peanusyercs yrposza. B 2ToM cilydae HapylmuTelnb OCYIIECTBISAET NOCTOSHHOE
HaOmofeHue 3a cocrositHueM —onepanuoHHod cucrembl WCII[lH u  npu
BO3HHKHOBEHWW  OMPENCICHHOTO  COOBITUS B OTOM  CHCTEME€  HAadWHAET
HECAaHKIMOHUPOBAHHBIN JOCTYTI,

Oe3yciioBHOe BoznelcTBHe. B 3TOM ciayyae Hayalo OCYIIECTBICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYyIMa OE3yCIOBHO MO OTHOLIEHUIO K LIETU JIOCTYIa, TO
€CTh YIpo3a peaanu3yeTcsi HEMEJICHHO U 0€30THOCUTENBHO K COCTOSTHUIO CUCTEMBI.

4. Hanuuune oOpatHoit cBsizu ¢ HCIIJIH. Ilo »ToMy mnpu3Haky mpoiiecc
peanu3aluu yrpo3bl MOKET OBITh C 0OpaTHOM CBA3BIO U 0€3 00paTHOM CBS3U. YTPo3a,
ocyuiecTBisieMas npu Hanuuuu obpatHor cBs3u ¢ MCII/IH, xapakTtepusyercs Tem,
YTO Ha HEKOTOophlie 3ampochl, nepenanubie Ha WCIIJIH, Hapymmrtemnto TpeOyercs
nonyunuth OTBeT. CienmoarenbHO, Mexay HapymuteneM u MCIIIH cymectByer
oOpaTHasi CBA3b, KOTOpas MO3BOJSET HAPYIIMTENIO aJIeKBaTHO pearupoBaTh HA BCE
m3meHenus, npoucxomsaue B MCII[IH. B oTinnume ot yrpos, pealin3yeMbIX MOpH
Hanuuuu oopatHol cBs3u ¢ UCIIIH, npu peanuzainuu yrpo3 6€3 oOpaTHOM CBS3U HE
TpedyeTcsl pearupoBaTh Ha Kakue-mu0o u3MeHeHus, npoucxoasmue B UCIT/IH.

5. Pacnionoxkenne Hapymutens otHocutenbHo MCIIJIH. B cooTBeTrcTBUU C
3TUM NPU3HAKOM Yyrpo3a Peaau3yeTcsi KaK BHYTPUCETMEHTHO, TAK U MEXKCETMEHTHO.
CermeHT cetu — ¢uznyeckoe o0beauHeHne XoctoB (Texuuueckux cpencts UCIIn
WM KOMMYHUKAIMOHHBIX D3JIEMEHTOB, HMEIOIIUMX ceTeBoi azapec). Hampumep,
cermeHT WCIIIH 00pa3yeT COBOKYNMHOCTb XOCTOB, MOAKIIOYEHHBIX K CEpBEpPY IO
cxeme «oOmas muHa». B ciaydae, Korjga UMEeT MECTO BHYTPHUCEIMEHTHasi yrposa,
HapyIIUTEIh UMeET (pu3nueckuii goctyn k anmapaTHbsiM d5eMentam MCIIJn. Ecou
MMEET MECTO MEKCErMEHTHasl yrposa, To Hapyumuresb pacnojaraerca BHe MCII/IH,
peanusys yrpo3y U3 Apyrout cetu uiam u3 apyroro cermenrta UCITIH.

6. YpoBeHb OTaJOHHOW MOJENH B3aUMOJICUCTBUSI  OTKPBITHIX crcTeM”
(ISO/OSI), Ha xoTtopoMm peanusyercs yrposa. I[lo 3ToMy mpu3Haky yrpoza MOXKET
peanu30BbIBaThCS Ha (PU3UUECKOM, KaHAIbBHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
MPEJICTAaBUTEIIBHOM U MPUKIaaHOM ypoBHE Mojaenu |SO/OSI.

7. CooTHolleHHe KoiuvecTBa Hapymutened u  snemeHtoB  MCII/H,
OTHOCHUTENBHO KOTOPBIX peanu3yercs yrposa. 1o aToMy mpusHaky yrposza MOXKeET
OBITH OTHECEHA K KJIACCy YIpo3, peaju3yeMbIX OJHUM HapYIIUTEJIEM OTHOCUTEIHHO
onHoro Ttexuudeckoro cpeactsa HCIIu (yrpo3a «omwH K OJIHOMY»), cpasy
OTHOCHUTENBHO HECcKOJNbKUX TexHuueckux cpeacts MCII[H (yrpo3za «oauH KO
MHOTHM)) UM HECKOJIbKUMU HAPYIIUTEISIMU C Pa3HbIX KOMIIBIOTEPOB OTHOCHUTEIIBHO
OJIHOTO WM HecKoJibkux TexHudyeckux cpencts MCII[In (pacnpeneiieHHbIE WIH
KOMOWHUPOBAHHBIE YTPO3bI).

C yuyeTroMm TMpOBEACHHOW KIacCHU(pUKAIIMKM MOXHO BBIICIUTH CEMb Hamboiee
4acTO pealln3yeMBbIX B HACTOSILEE BPEMSI YTPO3.

1. Ananu3 ceteBoro Tpaduka (pUucyHoK 6).

! Mesxmynapoauas Opraumsamus no Crangaprusaruu (1SO) npunsina crammapt 1SO 7498, onucsiBaomii
B3anMo/IeiicTBIEe OTKPBITHIX cucteM (OSI).
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Pucynox 6. Cxema peanu3aiuu yrpo3sl « AHAIU3 CETEBOTO TpadrKay

Ota yrpo3a peanu3yercsl ¢ IOMOIIBIO CHEUAIBHON MMPOrpaMMBbl-aHAIA3aTOPa
nakeroB (sniffer), nepexBaThIBaroIIel BCe MaKeThl, IEpeaaBacMble [0 CETMEHTY CETH,
M BBIIETAIOIIEH CpeId HUX TE€, B KOTOPBIX MEPEAAIOTCS  HJCHTU(PHUKATOP
IIOJIB30BATENS] U €r0 Mapoib. B Xxonme peannsanny yrpo3bl HApYIIUTENb W3ydaeT
JIOTUKY PalbOTBI CETH — TO €CTh CTPEMUTCS IMOJIYYUTh OJAHO3HAYHOE COOTBETCTBUE
COOBITUH, MPOUCXOJALINX B CUCTEME, U KOMAH/I, IEPECHUIAEMBIX IIPU ITOM XOCTaMH,
B MOMEHT IIOSIBJIEHHS JAHHBIX COObITHH. B manpHeidmeM »5TO MO3BOJISIET
3JIOyMBIIUICHHUKY HAa OCHOBE 3aJaHus COOTBETCTBYIOIIUX KOMAaHJ IIOJY4YHTbh,
HaIlpuMep, MPUBUIIETUPOBAHHBIE IIPaBa Ha JICMCTBUS B CUCTEME WJIU PACIIMPUTH CBOU
[IOJJHOMOYMSI B HEW, II€pEeXBAaTUTh IIOTOK IIE€PENABAEMBIX JAHHBIX, KOTOPBIMHU
OOMEHUBAIOTCS KOMIIOHEHTHl CETEBOW OINEpPAlMOHHON CHUCTEMBI, NJISl WU3BJICUEHUS
KOH(DUICHIMAIBHOH WM WUJEeHTU(UKAUMOHHOW  uHpopManuu  (Hampumep,
CTaTUYECKUX MapoJield IOJb30BaTENed Uil AOCTyNAa K YAAJIEHHBIM XOCTaM IO
nporokoiam FTP u TELNET, ne npenycmarpuBatomum mudpoBaHue), €€ moIMEHBI,
MOJIU(DHUKAIIM H T.II.

2. CkaHMpOBaHHE CETH.

CymHoCTh mporecca peain3aldyd Yrpo3bl 3aKII0YAETCs B Iepeiade 3arpocoB
ceTeBbIM cityk0am xoctoB MCIIJIH u aHanmuze oTBEeTOB OT HUX. llenb — BhIsIBIEHUE
UCIOJIb3YEMBIX IPOTOKOJIOB, JIOCTYIHBIX IOPTOB CETEBBIX CIYXKO, 3aKOHOB
dbopMupoBaHUsS UACHTU(PUKATOPOB COENMHEHUM, OMPEJCICHNE aKTUBHBIX CETEBBIX
CEPBHUCOB, MOJA00P UAESHTU(PUKATOPOB U MAPOJICH MOJIb30BATEIICH.

3. Yrpo3a BBISBICHUS MapOJIs.

Lenp peanmszanuu yrpos3sl coctout B noiaydyennn HCJI myrem npeomoneHus
MapOJIbHOM 3aIlUTHI. 3JIOYMBIIUICHHUK MOYET PEaInu30BbIBaTh Yrpo3y C MOMOIIBIO
LEJIOT0 psiia METOJIOB, TAaKMX Kak MPOCTOM mepedop, mepedop ¢ UCHOJIb30BAaHUEM
CHEUUAIbHBIX CJIOBapEd, YCTAHOBKA BPEAOHOCHOM IporpaMMbl ISl IepexBara
napoJis, mojaMeHa aoBepeHHoro oobekra ceru (IP-spoofing) m mepexBar makeToB
(sniffing). B ocHOBHOM JjIsi peanu3alii yrpo3bl HUCHOJB3YIOTCS CICIUATBHBIC
MpOrpamMMbl,  KOTOpPbI€  MBITAIOTCS  MOJYYHTh JOCTYH K  XOCTYy IyTeM
MOCIIeA0BATEIBLHOIO MOA00pa maposiei. B cnyuyae ycmexa, 31M0yMBIIIIEHHUK MOXKET
co3/ath Uil ce0sl «Ipoxoa» s Oyayllero JOCTymna, KOTOPbIA OyIeT NelCTBOBATh,
JaXe €CIM Ha XOCTE€ U3MEHHUTh NapoJib JOCTYMa.



4. IlomMeHa 10BEpEeHHOr0 OOBEKTAa CETH U Iepefava Mo KaHajdam CBS3U
COOOIICHHI OT €ro UMEHHU C MPUCBOCHHUEM €T0 MPaB JOCTYIa (PUCYHOK 7).

1. Xoct X Beaet HaOrOACHUE 32 XOCcTaMU A U B 1 onipeiensier HyMeparyro
IMAaKeTOB COOOIIECHMI1, HAYNIYIO OT XocTa B

3
o
=
Xoct B
XocT X - XOCT HapyLIUTE
XocT A - TOBEpeHHBIH XOCT
2. Xoct X noceinaeT Ha XocT A ceputo TCP-3anpocoB Ha co3qaHUE COSTUHEHUS,
3aII0JTHSSI TEM CaMBIM OYepeIb 3alIPOCOB C IIEJIbI0 BEIBECTH U3 CTPOSI HA HEKOTOPOEe
BpeMsi XxocT A
SYN;
ISSx
~SA Xoct B
SYN, _
I1SSx g
TCP-3anpoc Ha OTKPBITHE COSTUHECHUSI OT UMEHH X0CTa A Xoct B
SYN-OUT CHHXpOHHU3ALKUN HOMEPA MOCISI0BATEIbHOCTH
|SSX-n1pon3BOIBHEIN HOMEP ITOCIIEAOBATEIIEHOCTH
XOCT A BBIBECH U3 CTPOs
X5
°

OtBeTt xocTa B Ha TCP-3ampoc S

Xoct B

SYN-06UT CHHXpOHHU3AIINN HOMEpPA MOCIIe0BATEIIFHOCTH
ISSbh-nipon3BoaBHBIN HOMED MOCHEI0BATENLHOCTH X0cTa B
ACK(ISSx+1)-momep moaTBepkaenus rnpruema TCP-nmakera oT
xocTta A, paBHBIHA ISSX+1

ASK(ISSb+1)-nomep noareepxaeHus npuema TCP-nakera ot xocra B,
B KOTOPOM aTaKyOIIHi yKa3biBaeT 1moao0panubiii Homep 1SSb+1
ACK, ISSx+1
ACK(ISsb+1) T i

}% ASK(ISSx+1)-Homep Xocr B

OTtcyTcTBYyeT coobiienue o paspeise T CP-coenuHeHUs OT
BBIBEJICHHOI'O U3 CTPOs XO0cTa A (MaKeT ¢ 3all0JIHEHHbBIM
ciy»eOHBIM 3arojioBkoMm RST)

Pucynox 7. Cxema peanuzanuu yrpo3sl «[loameHa 1oBepeHHOro 00bEKTa CETH



Takas yrpo3a 3¢G(dEeKTUBHO peaau3yeTcss B CHUCTEMax, IJI€ MPUMEHSIOTCS
HECTOWKHE alrOpUTMbI WACHTU(UKAIIMYA U ayTeHTU(PHUKAIIMN XOCTOB, MOJIb30BaTENCH
u T.a. Ilon noBepeHHBIM OOBEKTOM TOHMMAETCA OOBEKT CeTH (KOMIIBIOTED,
MEXKCETEBOM dKpaH, MApUIPYTU3ATOP U T.I1.), JIETATHHO MOJKIIOYSHHBIN K CEpBEPY.

MoryT OBITh BBIIENICHBI ABE PA3HOBUIHOCTH MPOIECCa PeaTn3alui YKa3aHHOU
YIpO3bL: C YCTAaHOBJICHHEM U 0€3 YCTaHOBJICHHS BUPTYaJTIbHOTO COSAMHEHUS.

[Iporuecc peanu3anuu ¢ yCTaHOBJICHHUEM BHUPTYaIbHOTO COCTUHEHHS COCTOUT B
NPUCBOCHUU TIpaB JIOBEPEHHOTO CYOBEKTa B3aWMOJCWUCTBUSA, YTO MO3BOJIET
HaApPYIIUTETIO BECTH CEaHC PabOThI C 00BEKTOM CETH OT UMEHHU JIOBEPEHHOTO CYObEKTa.
Peanu3anus yrpo3sl JAHHOTO THIAa TPEOYET MPEOIOJICHUSI CUCTEMbI UIACHTU(DUKAIIH
U ayTeHTH(HUKAIIMKM COOOIIeHNH (HarpumMep, ataka rsh-cirysxoe1t UNIX-xocra).

[Ipouecc peanuzanuu yrpo3bl 0€3 yCTaHOBJICHHSI BHPTYadbHOTO COEAMHEHUS
MOKET UMETh MECTO B CETAX, OCYIIECTBISIONIMX HIACHTU(PUKAIUIO TEepeaaBacMbIX
COOOILIEHUI TOJBKO MO CETEBOMY ajpecy oTrnpaBuTess. CyIIHOCTh 3aKII0YaeTCs B
neperaye Ciy>KeOHbIX COOOIIEHUMH OT MMEHU CETEBbIX YIPABISAIOLIUX YCTPONUCTB
(Hanpumep, OT MMEHH MapUIPYTU3aTOPOB) 00 W3MEHEHUHM MapIIPyTHO-aJIPECHBIX
nanueix. [Ipm  SToM HeEoOXOAMMO UMMETh B BUIY, UTO E€IWHCTBEHHBIMU
uaeHTuduKaTopaMu a0OHEHTOB U coeauHeHus (1o npotokony TCP) sBnsitorcs aBa
32-6utHbIX apameTpa Initial Sequence Number — ISS (Homep mocmenoBaTeIBHOCTH)
u Acknowledgment Number — ACK (Homep noarBepsxkaenus). CiaeqoBaTeabHO, IS
dbopmupoBanus noxxkHoro TCP-maketa HapymmuTento HEOOXOIMMO 3HATh TEKYIUE
uacHTH(GHUKATOPBI I qaHHOTO coenuuenus — 1SSa u 1SSh, rae:

ISSa — HekoTOpoe uHMCICHHOE 3HAUEHHUE, XaAPAKTEePHU3YIOIee MOPSAKOBBIN
Homep ormpaBmsiemoro  |CP-makera, ycranaBiamBaemMoro | CP-coequHeHus,
WHUILIMUPOBAHHOTO XOCTOM A

ISSh — HekoTOpOE YNCIIEHHOE 3HAUYECHHUE, XapaKTEPU3YIOIee MOPSAKOBbIH HOMEP
otmpaBisieMoro T CP-mmakera, yctanaBnmBaemoro T CP-coeanHeHNsI, THUITMHPOBAHHOTO
xocToM B.

3nauenne ACK (Homepa monrBepxaeHHs yctaHoBiieHus |CP-coeanHeHms )
OTIpE/ICTISICTCSl KaK 3HaueHHe HOMeEpa, TMOJy4eHHOro OT pecmoHaeHta ISS (Homep
nocienoBareabHoCcTH) ToTtoc equnua ACKb = 1SSa+1.

B pesynbrare peanuzanuu yrpo3bl HApYIIMTENIb IMOJIYy4YaeT IpaBa JIOCTYIIA,
YCTaHOBJICHHBIE €T0 TMOJb30BaTENIeM Ji JOBEPEHHOTO a0OHEHTa, K TEXHUYECKOMY
cpenctBy UCIIIH — uenu yrpos.

5. HaBsi3piBaHME T0KHOTO MapuipyTa CETH.

JlanHast yrpo3a peanmm3yercs OJHUM H3 JIByX CIOCOOOB: MyTeM
BHYTPUCEIMEHTHOTO  WJIM  MEXKCErMEHTHOTO  HaBs3bIBaHUA.  BO3MOXHOCTH
HaBSI3bIBAHUS JIOKHOTO MapiipyTa OOYCJIOBJICHA HEIOCTaTKaMU, MPHUCYITUMU
aNropuTMaM MapuipyTu3anuu (B YacCTHOCTH, H3-3a MPOOJEMBbI HICHTU(DHUKAIIAN
CETEBBIX YMPABIAIONIMX YCTPOMCTB), B PE3yJIbTaTe Y€TO MOXHO IMOMACTh, HAIPUMED,
Ha XOCT WJIM B CETh 3JIOYMBIIIICHHUKA, T/Ie MOXXHO BOWTH B OINEPAIMOHHYIO CPEIy
TexHnueckoro cpeacrtsa B coctaBe MCII/IH. Peanmsanms yrpo3sl OCHOBBIBAETCS
Ha HECAHKIMOHWPOBAHHOM HCIOJBb30BAHUM MPOTOKONIOB Mapuipytuzanuu (RIP,
OSPF, LSP) u ynpaBnenust cerbto (ICMP, SNMP) nns BHeceHus H3MEHEHHIA
B MaplIpyTHO-aJipecHble Tabmuipl. [Ipu 3TOM HapymmuTento He06X0AUMO MOCIATh OT



UMEHU CETEBOr0 YIPABISIIONIET0 YCTPOWCTBAa (HAmpHUMeEp, MapIIpyTH3aTopa)
yrpasJisitolee coodmenue (pucynku 8 u 9).

1. [lepenaua HapymmreneM Ha XocT 1 joHOro coobuieHus 1o nporokony ICMP Redirect or
UMeHH MapuipyTu3aropa 1 00 n3MeHeHUH TabIHIbI

/\ e
%) %* WnrepHer

MapmpyTusatop 1 MapupyTusatop 2

Jloxxuoe coobuienne Cepgsep
ICMP Redirect top.secret.com
Xoct 1 Xocr 2 XoCT HapyHmHTest

2. Tlakernl Ha tOp.SeCret.CoM HampaBISIOTCSA HA HECYIIECTBYIOLIMN MapuIpyTu3aTop (XocT 2), a
CIIeIOBaTEeNbHO, CBA3b ¢ tOP.Secret.com napymaercs

Tagmma + %_ %— WHTepHer

MapuIpyTH3alUH

Mapuipytusatop 1 MapmpyTusatop 2 ‘

top.secret.com: R
gateway=xocT 2

Xoct 1 Xoct 2

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzanuu ataku «HaBsi3piBaHME JT0KHOTO MapIIpyTa»
(BHYTpPHCETrMEHTHOE) C UcIoiab30BaHueM npotokona ICMP ¢ nenbio HapyieHus
CBSI3U

1. ®aza nepenayun soxxkHOTO coobierust ICMP Redirect or umenu mapupyruszaropa Ha Xxoct 1

Jloxnoe coodbmenne ICMP Redirect  MapiupyTtusaTop
B HaMITY4IlIEM MapIIpyTe K XOCTY

top.secret.com
' HnTepHeT

XocT HapymIuTes

2. ®a3a npuemMa, aHajau3a, BO3JACHCTBUS U NEepelladyn NepexBauyeHHOW HH(GOpPMAIUU Ha JIOKHOM

cepsepe
. % HnTepHET
Mapupyrtuzatop 1 Mapupyruzatop 2

Xocr 1 nepenaer
MAKETEI,
npeaHa3HaYeHHbIC
top.secret.com, Ha

XOCT aTaKyIOILEro
XocT HapylmHTEeNs

ATakyIonuii OT UMEHHU
xocTa 1 mepenaeT NaKeThl
Ha top.secret.com

Xocr 1 Cepsep top.secret.com

Pucynok 9. Cxema peanuzanuu yrpo3bl «HaBs3piBaHHE JIOKHOTO MapIIpyTa
(MeXCerMeHTHOE) C 1IeJIbI0 MepexBaTa Tpaduka



6. BHeapenue 105)KHOro 00BbeKTa CETH.

Orta yrpo3a OCHOBaHa Ha HCIOJb30BAaHUM HEJAOCTATKOB aJlTOPUTMOB
yJaJeHHOI 0 MoucKa. B ciaydae, ecnu 0OBbEKThI CETH U3HAYAIBHO HE UMEIOT aJJPECHOM
UHpOpMaALMU JIpyr O ApPYyre, UCIOJB3YIOTCS Pa3lIM4YHbIE MPOTOKOJBI YIAJIEHHOTO
noucka (Hanmpumep, SAP B cersax Novell NetWare; ARP, DNS, WINS B cetsix co
crexkoM mpotokosioB TCP/IP), 3akmiouaromiyecs: B mepenadye Mo CETH CIeHUaTbHBIX
3alpoCOB M TOJNyYEHWHM HA HUX OTBETOB C HCKoMmoW uHbpopmarueil. [Ipu stom
CYIIECTBYET BO3MOXKHOCTh ME€pEeXBaTa HAPYLIUTEIEM MOUCKOBOTO 3alpoca U BbIIAUYH
HAa HEro JOXHOIO OTBETa, MCIIOJB30BAHME KOTOPOTO MpPHUBENET K Tpedyemomy
M3MEHEHHIO MAapIIpyTHO-apECHbIX JaHHBIX. B  JanpHeilmieM Becb MOTOK
uH(pOpMaIlMU, ACCOLMUPOBAHHBIN C OOBEKTOM-KEpPTBOH, OyAeT MPOXOAUTH uepe3
JOXHBIN 00beKT cetn (pucynku 10 - 13).

1. ®a3za oxuganus ARP-3amnpoca %

ATaKyrOLIMIA MPOCTYIINBACT MapmpyTtuzarop
KaHaJI, 0KUas repeaady

ARP-3anpoca

S

XocCT HapyLIHTest

WNutepHeT

2. daza peanusaiyu yrpo3bl

Xoct nepenaer
ARP-3anpoc

ITepexBatus ARP-3ampoc, MapupyTtusaTop
aTaKyHOIINM epesaeT JOXKHbIN

ARP-otBET

3

XocT HapyHIHUTest

HNureprer

3. ®a3a nmpuema, aHaM3a, BO3ACHCTBYUS U MTEpeIady MepexBadyeHHON HHPOPMAaIIHH Ha
noxxaoM ARP-cepsepe

% MapuipyTtuzarop
&
Cas3pb xocta 1 ¢

MapUIpyTH3aTOPOM MPOUCXOAUT
ugepe3 noxHbId ARP-cepBep

WnTepuer

e
{q

Xoct 2 \1 Xoct N
S

JIoxKHbIH
ARP-cepBep

Pucynox 10. Cxema peanuzauuu yrpo3sl «Bueapenue noxnoro ARP-cepsepa»



1. ®a3a oxunanns arakyrommM DNS-3ampoca ot xocrta 1 (aTakyromnui HaX0IUTCS JTH00 Ha XOCTE
Hapywmutenst 1, 1160 Ha XO0CTe HapyLIUTens 2)

Cepsep /\
% top.secret.com [X3
o
Mapupyrtuzarop %/
MapuipytusaTop MapupyTusarop %/
DNS-ceprep
Xocr HapymmTens 1 XocT HapymuTeNs 2

2. ®aza nepenaun arakyromumM okHoro DNS-oTBeTa (arakyromuiit HaXoauTcs TUO0 Ha XOCTE
HapytmTens 1, 1ubo Ha XocTe HApyHIUTENs 2)

o
N
Mapupytuzatop Cepsgep top.seCret.com
% % D % F -
JloxHbIi o
DNS-3ampoc Tosupi  MapLpyTisatop Mapupytuzatop DNS-orser &
DNS-otBer DNS-cepBep
Xoct Hapymmrens 1 XocT HapyIIuTes 2

3. da3za npuema, aHaIM3a, BO3ACHCTBUS U NIEpeiaun NepexBaueHHOH HH(QOpMaLuK Ha JIOKHOM cepBepe

____________________ _>
i N
|
: 3 }
| MapmpyTusatop Cepaep top.secret.com |
G ! ‘
ey |
&y S 1
Mapupytusarop | MapmpyTtusarop N }
| |
| DNS-ceprep }
l |
____________ 4 }
=T T \
«~ — — — — — — — — — _ 4

XocT HapyuTess 2

Pucynok 11. Cxema peanuzanuu yrpo3sl «BHeapenue noxxkanoro DNS-cepepa»
nytem nepexsara DNS-3ampoca



1. Hapymwurens nepeaaer HampaeieHHbld mropM DNS-oreeToB Ha xoct 1

MapupyTtusarop

Cepsep
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Pucynok 12. Cxema peaninzanuu yrpo3sl «BHeApeHHe J10kHOro DNS-cepsepa»
nyteM mropma DNS-0TBETOB Ha KOMIBIOTEP CETU



1. Hapymmrens co3aet HanpaBJIeHHBIH ITOPM JIOKHBIX DNS-0TBETOB OT IMEHHM OJTHOTO U3 KOPHEBBIX
DNS-cepBepoB u Ipu 3TOM IIPOBOLMPYET ATOT CEPBEP Ha OTBET, Mockliast Ha Hero DNS-3ampoc
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Pucynok 13. Cxema peanu3zaimu yrpo3sl «BHenpenue noxuaoro DNS-cepsepay
nyteMm mropma DNS-otBeToB Ha DNS-cepsep



7. OTka3 B 00CIy>KMBaHHH.

OTH  yrpo3bl OCHOBaHbl Ha HEJOCTaTKaX CETEBOr0  MPOTrPaMMHOIO
oOecrieueHus, ero ys3BUMOCTSX, MO3BOJISIONIUX HAPYIIUTETIO CO3JaBaTh YCIOBUS,
KOI/Ia OINepalMoOHHAs CHUCTEMa OKa3bIBaeTCsd HE B COCTOSIHUM 00pabdaThIBaTh
MOCTYTAIOIINUE MMAKETHI.

MoryT ObITh BbII€NIEHBI HECKOJIKO PA3HOBUTHOCTEH TaKUX YIpoO3:

a) CKpBITBIH OTKa3 B OOCIYKMBaHWUHW, BbI3BaHHBIM TPUBICYEHUEM YaCTH
pecypcoB MCII/In Ha o0pabOTKy MakeToB, MEpelaBacMbIX 3JI0YMBIIIICHHUKOM CO
CHIDKCHHEM TMPOIYCKHOM CIOCOOHOCTH KaHAJIOB CBS3H, MPOU3BOJIUTEIHHOCTH
CETEeBBIX YCTPOWCTB, HApyUICHHUEM TpPeOOBaHMI KO BPEMEHH OOpaOOTKH 3ampoCoB.
[Ipumepamu peanuzanuu yrpo3 MOoAOOHOTO poJa MOTYT CIY>KHThb: HalpaBJICHHBIN
mTopM 5xo0-3anpocoB o mnporokony ICMP (Ping flooding), mTopm 3ampocoB Ha
ycranoBieHue TCP-coenuuenuii (SYN-flooding), mropwm 3anpocos k FTP-ceprepy;

0) sBHBIM OTKa3 B OOCIY)KMBAaHWHU, BBI3BAaHHBIA HCUEPIAHUEM PECYPCOB
NCITH npu 00pabOTKe NaKEeTOB, MEPEAABAEMbIX 3JIOYMBIIIEHHUKOM (3aHATHE BCEH
MOJIOCHI MPOMYCKaHUSl KaHaJOB CBS3M, NEPENOJHEHUE OYepeneld 3ampocoB Ha
00CIy’>)KUBaHUE), TP KOTOPOM JIETaJIbHBIE 3alPOChl HE MOTYT OBITh MepeAaHbl Yepes
CEeTh M3-3a HEJJOCTYITHOCTHU CpEAbl Nepeaadn JH00 MOIyqyaroT 0TKa3 B 00CITYKUBAHUH
BBUJIy INEPEINOJHEHHs OYEpEAEil 3alpoCcoB, AUCKOBOrO MPOCTPAHCTBA MAMSTH U T.J.
[Ipumepamu yrpo3 AaHHOTO THUIIA MOTYT CIYXKHUTh IITOPM IIMPOKOBEIATEIbHBIX
ICMP-3x0-3anipocoB  (Smurf), nanpasnennsii mropm (SYN-flooding), mropm
COOOIICHUI TIOYTOBOMY cepBepy (Spam);

B) SIBHBIM OTKa3 B OOCTY>KMBAHHWM, BBI3BAHHBIH HApYIIEHUEM JIOTUYECKOMN
CBSI3HOCTU Mexay TexHnueckumu cpeactsamu UCII/IH npu nepenaye HapymmTeaeM
YIOPAaBISIOIUX COOOLIEHUH OT HMEHHM CETEBBIX YCTPOMCTB, MPHUBOISAIINX
K M3MEHECHHIO MapIIpyTHO-aApecHbIX aaHHbIX (Hampumep, ICMP Redirect Host,
DNS-flooding) nnu nneHTHGUKAIIMOHHON 1 ayTEeHTH(PUKAIIMOHHON HHDOpMaIuy;

I') IBHBIM OTKa3 B OOCITY>KMBAHUM, BEI3BAaHHBIN Mepeadyeil 310yMbIIIICHHUKOM
MaKeTOB ¢ HeCTaHAApTHBIMH aTpuOyTamu (yrpo3sl Tumna «Land», «TearDropy,
«Bonk», «Nuke», «UDP-bomby») wumm wumerommx MIWHY, OPEBBIIIAIONIYIO
MaKCUMalbHO JomycTuMbld pasmep (yrpo3a tuna «Ping Death»), uto moxer
MIPUBECTU K COOI0 CETEBBIX YCTPOMCTB, YYAaCTBYIOIIMX B 0OpaOOTKE 3alpocoB, MpH
YCIOBUU HaJIW4Msl OMMOOK B MpOrpamMmax, pPealu3yloIIUX MPOTOKOJBI CETEBOTrO
oOMeHa.

PesynpraTomM peanu3anudyd JaHHOW Yrpo3bl MOJET CTaThb HapylIEHUE
paboTOCIIOCOOHOCTH  COOTBETCTBYIOUIEH CIIy>)KObl IIPEIOCTAaBICHUS  yAAJIECHHOTO
noctyna K [1/Jn 8 UCII/IH, nepenaya ¢ 0IHOTO aJpeca TaKOro KOJUYECTBA 3aMPOCOB
Ha MOJAKIIOYEHUE K TexHu4Yeckomy cpeAcTBy B coctaBe MCII/IH, kakoe MaKCHMaJIbHO
MOXET «BMECTUTb» TpauK (HampaBICHHBIA «IITOPM 3alpPOCOB»), YTO BJEUET 3a
co0Ol TIeperoHEHNEe OYepeId 3alpoCOB M OTKAa3 OJHOM M3 CETEBBIX CIYXO Wiu
MOJIHYIO OCTAaHOBKY KOMITbIOTEpA M3-3a HEBO3MOKHOCTH CUCTEMbI 3aHUMAThCSI HUYEM
IPYTUM, KpoMe 00pabOoTKH 3ampoOCoB.

8. Y naneHHbI! 3aIyCK MPUIIOKEHUI.

VYrpo3za 3akimodaercs B cTpemMieHuH 3anyctuTh Ha xocte MCIIH pa3inuuHbie
pelIBapUTEIbHO BHEIPEHHBIE BPEJOHOCHBIE MPOTPAMMBI: MPOTPAMMBbI-3aKIIa]IKH,



BUPYCBI, «CETEBbIE INIMOHBD», OCHOBHAsA IEJb KOTOPbIX — HapyLIeHUE
KOH(UICHIIMATFHOCTH, [EJIOCTHOCTH, JOCTYIMHOCTH HMH(POpPMAIMM ¢  TOJHBIN
KOHTPOJIb 3a paboToit xocta. KpoMe Toro, BO3MOKE€H HECAaHKIIMOHUPOBAHHBIN 3aIyCK
MPUKJIAAHBIX TPOrpPaMM MOJb30BaTeNIed ISl HECAHKUMOHUPOBAHHOTO IOJYYEHUS
HEOOXOAUMBIX HApyIIUTENI0 JAHHBIX, U1 3allyCKa YIPaBIIEMbIX IPHUKIAIHOM
IIPOrpPaMMOM MTPOLIECCOB U AP.

BeIIenstoT Tpu noAkiacca JaHHbIX yIpo3:

1) pacipoctpaneHne  (aiioB,  COACPKANIMX  HECAHKIMOHUPOBAHHBIH
HUCIOJIHSAEMBIN KO

2) ymaleHHBI  3allyCK TPWIOKEHHS IyTeM TIepernoiHeHus  Oydepa
IPWIOKEHUN-CEPBEPOB;

3) yAaJeHHBIA 3alyCK TNPHIOKCHUS ITyTeM HCIIOJIB30BaHUS BO3MOXKHOCTEH
YIJIEHHOTO YIIPABJIEHUs CUCTEMOU, MPEAOCTABIAEMBIX CKPBITBIMU IPOrPaMMHBIMU
U anmnapaTHbIMU 3aKJIaJIKaMU MO0 UCIOJIb3YEMBIMH IITATHBIMU CPEICTBAMM.

Tunosele yrpo3sl MEPBOrO M3 YKa3aHHBIX ITOJKJIACCOB OCHOBBIBAIOTCS Ha
aKTUBU3ALIMU PACIpOCTpaHsIeMbIX (HaiIoB MHpU cilydyalHOM OOpallleHud K HUM.
[Ipumepamu Takux (haidJioB MOTYT CIIYKUTh: (Daidiibl, COAEPKALIUE UCTIOTHAEMbINA KO
B BUJie MakpokomaHna (nokymeHTsl Microsoft Word, Excel u 1.11.); html-noxymeHnTsi,
CoJiepiKallie MCIOJMHSACMBIM KOJ B BHAC dieMeHToB ActiveX, Java-ammieros,
UHTEPIPETUPYEMbIX CKPHUITOB (HampuMep, TEKCThl Ha JavaScript); daiinsl,
coJiepKalllie UCIOIHsEeMble Koabl Tporpamm. Jis pacnpocTpaneHus (aiaoB MOTYT
HCIIOJIb30BaThCA  CIIY>)KObI  3JIEKTPOHHOW TIOYTHI, nepenayu (ailoB, ceTeBou
(halI0BOI CUCTEMBI.

IIpu yrpos3ax BTOpPOro IOAKIACCA HCHOJB3YIOTCS HENOCTATKH IMPOrPaMM,
peaNu3yroUuMX CETEeBbIE CEPBUCHI (B  YAaCTHOCTH, OTCYTCTBHE  KOHTPOJIA
nepenoaHenus Oydepa). HacTpolkoil CHCTEMHBIX PErHCTPOB HMHOTA YIaeTCs
NEPEKIIOUUTh MPOLIECCOp MOCIe NMPEPhIBaHUS, BBI3BAHHOIO NepenoHeHrneM 0ydepa,
Ha UCIOJIHEHUE KO/a, cojiepxkalierocs 3a rpanuneii oydepa. [lpumepom peanuszamnuu
TaKOW yrpo3bl MOXKET CIIY>KUTh BHEAPEHHUE LIMPOKO U3BECTHOTO «BHpyca Moppucay.

IIpu yrposax TpeTbero mnojkKiacca HapyLIUTENb HCIOIb3YET BO3MOKHOCTH
YAAJIEHHOTO YINPAaBIEHUSI CUCTEMOM, MPEIOCTaBISEMbIE CKPBITBIMH KOMIIOHEHTaMU
(Hammpumep, «TposHCKUMH» mporpammamu tuna Back Orifice, Net Bus) mu6o
ITaTHBIMU CPEICTBAMH YIPABJICHUS U aJAMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEl
(Landesk Management Suite, Managewise, Back Orifice u 1. 11.). B pe3ynbrare ux
UCIIOJIb30BAHUS YIAETCS IOOUTHCS YJAI€HHOTO KOHTPOJISI HAaJl CTAHIIMEN B CETH.

CxemMaTHYHO OCHOBHBIE 3Talbl paOOTHI 3TUX MPOrPAMM BBITJISAAT CIETYIOIIUM
obpazom:

MHCTAJUIALMS B IAMSITH;

O’KHJIaHUE 3aIpoca ¢ yJIaJE€HHOr0 XOCTa, Ha KOTOPOM 3allyllleHa KIUEHT-
nporpamma, 1 0OMeH ¢ Hell COOOIIEHUSIMH O TOTOBHOCTH;

nepenaya nepexBayeHHOM MHGOPMAIMU KIUEHTY WJIM MPEAOCTaBICHUE €My
KOHTPOJISL HaJl aTaKyEeMbIM KOMITBIOTEPOM.

Bo3MOXHBIE TOCHEACTBUS OT peaju3allid yrpo3 pas3jIMYHbBIX KJIACCOB
IpUBEJIEHBI B TabiuLe 3.



Ta0Omuma 3

Bo3moxxHbIE MOCJICACTBUA pCAJIU3alIUN YI'PO3 PA3JIMYHBIX KJIIACCOB

Ne
/i Tun araku Bo3moxkHbIE TOCI€ACTBUSA
1 AHalN3 cCeTeBOro Tpa(bHKa HccnenoBanue XapaKTCPUCTHK  CETEBOTO Tpa(pm(a,
nepexBaT IE€pPEAAaBaEMbIX JIaHHBIX, B TOM 4YHCIE
HUICHTA(DUKATOPOB U TAPOJIEH MOJIb30BaTENEH
2 CKaHUPOBAHHE CETH OrmpeneneHue MPOTOKOJIOB, AOCTYIHBIX MOPTOB CETEBBIX
ciIy0, 3aKOoHOB (OpMHUpPOBaHUS HIEHTH(PUKATOPOB
COCJMHEHUH, AKTUBHBIX CETEBBIX CEpBUCOB,
HUICHTA(DUKATOPOB U TIAPOJIEH MOJIb30BaTENEeH
3 «ITaposbHas aTaka BrimonHenne  r000TO  JIECTPYKTHBHOTO — JIEHCTBHSA,
CBS3aHHOTO C TIOJyYEHHEM HECAHKIIMOHHPOBAHHOIO
JocTyna
4 IMoaMeHa 10BEPEHHOTO 0OBEKTA CETH N3menenue Tpacchl MPOXOKIAECHUS COOOIIEHNH,
HECAaHKIIMOHUPOBAHHOE U3MEHEHHE MapLIpyTHO-
aJpeCHBIX JaHHBIX. HecaHKIMOHMPOBAaHHBIM JOCTYN K
CETEBBIM pecypcaM, HaBsI3bIBaHUE JIOKHOW MHPOPMAITUU
5 Hags3biBaHue JIOKHOTO Mapuipyra HecaHKHI/IOHI/IpOBaHHOC N3MCHCHUC MapuipyTHoO-
aJpECHbIX  JTAHHBIX, aHanu3 u MoaupuKanus
Tepe1aBaeMbIX JIAaHHBIX, HaBsI3bIBAaHUE JIO’KHBIX
COOOIICHUI
6 BrenpeHne T0KHOTO 00HEKTa CETH [TepexBaT u pocMoTp Tpaduka. HecaHKIIMOHUPOBaHHBIN
JIOCTYIl K CETEBBIM PECypCaM, HABSI3bIBAHHE JIOKHOU
uH(pOpMaIH
7 Yactuyaoe HCUYEPIIAaHUE PECYPCOB CHmkeHue HpOHyCKHOfI CITOCOOHOCTH KaHaJIOB CBsI3H,
MPOU3BOIUTEIILHOCTA CETEBBIX YCTPOUCTB. CHUXKEHHE
MPOU3BOJIUTENHHOCTH CEPBEPHBIX MPUIIOKEHUN
§ TTonuoe HCYEPIIaHUE PECYPCOB HeBo3MOKHOCTD nepeaain COOOIIECHUH H3-3a OTCYTCTBUA
= JlocTyna K Cpeie INepefauyd, OTKa3 B YCTaHOBJIECHUH
;M
S| coemumaeHnsa. OTka3 B TPENOCTABICHWU  CEPBHCA
é (371€KTPOHHOI OYTHI, (haiIOBOTO U T.JI.)
Q
8 Hapymienue noruueckoii| HEeBO3MOXKHOCTB Tepeiaun, COOOIICHNH 13-3a OTCYTCTBHS
m
) CBA3HOCTA MEXIY anHGyTaMI/I, KOPPCKTHBIX MapaipyTHO-aApECHBIX JaHHBIX.
E JTAHHBIMH, 00BeKTaMH1 HeBo3Mo0XHOCTH IIOIYyYCHUA yciayr BBUIY
o HECAaHKIIMOHUPOBAHHOMN MOJTU(UKAITH
UICHTU(UKATOPOB, TTAPOJIEH U T.II.
HUcnonp3oBanne OmKOOK B| Hapymienne paboToCIIOCOOHOCTH CETEBBIX YCTPOUCTB
rporpaMmax
8 [Tyrem PpacChUIKN (atinos, Hapymenue KOH(HUICHIIHATLHOCTH, LIEJIOCTHOCTH,
= CoZepKaInX ACCTPYKTUBHBIH| 10CTYyTHOCTH MHPOPMALIUU
E, UCTIONHAEMBIA  KOJ, BUPYCHOE
3 3apaxeHue
§ [Iyrem mepenonnenus Oydepa
» CEPBEPHOI0 NPUIIOKEHHUS
o
? [TyremM HCIOIB30BaHUS BO3MOX-| CKpBITOE YIIPABIECHHE CHCTEMOM
>§ HOCTEW YNaJIEHHOr0 YIpPaBJICHUA
2 CHCTEMOMH, MPEI0CTABISIEMBIX
5 CKPBITBIMHM  IPOrpaMMHBIMH U
§ anmapaTHBIMK 3aKJIaJKaMH JTHOO
> HCNOJIb3YEMBbIMU IITATHBIMU

CpeaCcTBaMH




[Ipouiecc peanu3zanuu yrpo3bl B OOIIEM CIIy4ae COCTOUT U3 YETHIPEX ATAIOB:

cbopa nHdpopmarmy;

BTOPKEHUS (MIPOHUKHOBEHUS B OTIEPALIMOHHYIO CPEAY);

OCYIIECTBJICHUSI HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

JUKBUIALMH CJIE0B HECAHKITMOHUPOBAHHOTO IOCTYTIA.

Ha stane c6opa nndopmanuy HapymuTesnss MOTYT HHTEPECOBATh Pa3InyHbIC
ceeaeuus 06 MCIIIH, B ToM umcie:

a) 0 TONOJIOTMH CETH, B KOTOPOW (pyHKIIMOHUpYET cucTtema. [Ipu 3ToM MOKeT
UCCJIEIOBATHCS 00JIACTh BOKPYT CE€TU (HAmpUMEp, HAPYLIUTENs] MOTYT UHTEPECOBATh
aZipeca JI0BEPEHHBIX, HO MEHEE 3alUIICHHBIX XO0CTOB). /{7151 onpeesieHust JOCTYIHOCTH
X0CTa MOTYT HMCIIOJIh30BaThCS MPOCTEUIIIEe KOMaH bl (HapuMep, KoMaHaa Ping s
noceutkn |CMP-3anpocoB ECHO_REQUEST ¢ oxunanuem Ha Hux ICMP-otBeToB
ECHO_REPLY). CymecTBylOT yTHIWTBI, OCYIICCTBISIONIUE  IapauICIbHOS
OIpe/Ie/ieHUEe JIOCTYITHOCTH XOCToB (Takme Kak fping), koTopwie CIIOCOOHBI
MPOCKAHUPOBATh OOJBIIYI0 OOJACTh aJPECHOr0 MPOCTPAHCTBA HA MPEAMET
JOCTYITHOCTH XOCTOB 3a KOPOTKUH MPOMEXKYTOK BpeMEHHU. TOMOJIOTUS CETH 4acTo
OTpEeJIEISIETCS HA OCHOBAHUHU «CUETYUKA Y3JI0B» (AUCTAHIIMM MeXay xoctamu). [Ipu
ATOM MOT'YT IPUMEHSTHCS TAKUE METOJIbI, KaK «MoayJsinud TTLy» u 3anucu Mapuipyra.

Meron «wmopynsauuu  TTL» peanmn3oBan mnporpammoi traceroute (muis
Windows NT — tracert.exe) u 3akirouaercs B MoayJsiiuu mojst T 1L IP-makeros. s
3aIMCH MapIIpyTa MOTYT UCTofb3oBaThest ICMP-makeTsl, co3aBacMble KOMaH 108 Ping.

COop nH(opmaIuu MOKET OBITh TAK)KE OCHOBAH Ha 3aIpocax:

k DNS-cepBepy 0 cmucke 3aperucTpUpOBaHHBIX (M, BEPOSTHO, AKTHBHBIX)
XOCTOB;

K MaplIpyTu3aTopy Ha ocHoBe mnpoTokosia RIP 00 u3BecTHhIX MapiipyTax
(uHpOpMAaLIHS O TOMIOJOTUU CETH);

K HEKOPPEKTHO CKOH(PUTYPUPOBAHHBIM YCTPOMCTBAM, MOACPKUBAIOIINM
npotokosl SNMP (urdopmarust 0 TOoOIOTUN CETH).

Ecoun UCII/IH HaxoguTcs 3a MEXKCETeBbIM 3kpaHoMm (MD), Bo3MOXeH cOop
uHdopmaruu o koHburypanuu MO u o tonomoruu UCII[In 32 MO, B Tom uucie
IyTEM TOCHUIKA MAaKETOB Ha BCE MOPTHI BCEX MPEANOIAra€MbIX XOCTOB BHYTPEHHEN
(3amuiaemMoii) ceTu;

06) o tune omepanuonHoii cucrembl (OC) B MCII[n. Camblii H3BECTHBII
crioco6 onpenenenust Tuna OC xocTa OCHOBaH Ha TOM, 4To paznuynbie TUIBI OC 110-
pazHoMy peanusytot TpedboBanus ctanaaptoB RFC k crexky TCP/IP. DT1o mo3Bomser
HapymuTeno yaaieHHo wuaeHTudumnupoBath Tunl OC, yCTaHOBJIECHHONW Ha XOCTE
UCII[Ix nyTeM MNOCBUIKH CHeHUalbHbIM 00pa3oM c()OPMUPOBAHHBIX 3alPOCOB U
aHaJM3a MoJy4YeHHBIX OTBETOB.

Cy1iecTBYIOT CHEUHAIbHBIE CPEJICTBA, pEATU3YIONIUME JaHHbIE METOJbI, B
yacTHOCTH, Nmap u QueSO. MOXHO OTMETUTHh TaKKE€ TaKOH METOJ OMNpeAcIeHUs
tuna OC, Kak IMPOCTEUIIMI 3ampoc HAa YCTAHOBJICHHE COEIUHEHUS IO MPOTOKOITY
ynanenHoro gocrymna telnet (telnet-coeaunenus), B pe3ysnbraTe KOTOPOTO IO
«BHEIIHEMY BHAY» oTBeTa MOXHO omnpenenuts Tun OC xocra. Hanuuue
ONPE/ICICHHBIX CEPBUCOB TAKXKE MOKET CIYKUTh JOMOJIHUTEIbHBIM MPU3HAKOM JIJIsI
onpenenenus tuna OC xocra;



B) 0 (GYHKUMOHUPYIOIIMX Ha XocTax cepBucax. OrnpejieneHue CepBUCOB,
WCITOJTHSIEMBIX Ha XOCTE€, OCHOBAHO HA METOJE BBISBICHHUS «OTKPBITHIX IOPTOBY,
HalpaBJIeHHOM Ha cOop wuH(pOpManuu O MOCTYMHOCTH XocTa. Hampumep, mis
onpeneneHus goctynmuoctd UDP-nopra HEOOX0aUMO MOJIYYHTh OTKIMK B OTBET HA
noceuiky UDP-niakeTa cooTBeTCTBYIOIIEMY MOPTY:

ecau B otBeT mpunuio coobmienne ICMP PORT UNREACHEBLE, to
COOTBETCTBYIOIIUN CEPBUC HEJOCTYIICH;

€CJIH JTAaHHOE COOOIIEHNE HE TTOCTYITUIIO, TO TIOPT «OTKPBITY.

Bo3MosxHBI BecbMa pa3HOOOpa3HbIC BapHAIMK UCIIOJIB30BaHUS ATOTO METO/Ia B
3aBHCHMOCTH OT MCIIOJIb3yeMOI'0 IIPOTOKOJIa B cTeke rmporokosioB TCP/IP.

Jiist aBTomatu3zanuu coopa unpopmaruu 06 MCIIIH pa3paboTaHO MHOXKECTBO
IPOrpaMMHBIX CpeCcTB. B kauecTBe mpuMepa MOKHO OTMETHUTH CIEAYIOIINE U3 HUX:

1) Strobe, Portscanner — ONTUMU3UPOBAaHHBIE CPEACTBA  OINPEICICHUS
JOCTYITHBIX CEPBUCOB Ha OCHOBE ornpoca T CP-mopTos;

2) Nmap — cpeacTBo CKaHMpPOBAHUS JOCTYIHBIX CEPBHCOB, IpPeIHA3HAYCHHOE
st OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. fBasiercs cambiM
MOMYJISIPHBIM B HACTOSIIEE BPEMS CPEICTBOM CKAaHUPOBAHUS CETEBBIX CEPBHCOB;

3) Queso — BeicokoTOUHOE cpeacTBo ompeneneHuss OC XocTa CeTH Ha OCHOBE
MOCBITKHA IIETH KOPPEKTHBIX M HEKOppeKTHhIX | CP-makeToB, aHanm3a OTKIWKA U
CPaBHEHHSI €r0 C MHOXKECTBOM M3BECTHBIX OTKIMKOB pa3nuuyHbix OC. [lanHOE
CPEIICTBO TaKXKe SIBJISICTCS TOMYJISIPHBIM HAa CETOAHSIIHUM JIEHb CpPEJICTBOM
CKaHUPOBAHUS;

4) Cheops — ckaHep TOIMOJIOTHH CETH TMO3BOJISIET MOJYYUTh TOTOJIOTHIO CETH,
BKJIIOYAsl KapTUHY JoMmeHa, oonactu [P-anpecos u 1.1. [lpu sTom onpeaensiercss OC
XOCTa, a TAK)KE BO3MOKHBIE CETEBBIE YCTPOMUCTBA (TIPUHTEPHI, MAPIIPYTHU3ATOPHI U T.11.);

5) Firewalk — ckaHep, HCHOJB3YIOLIMI METOABI MporpamMmbl traceroute B
WHTEepecax aHanu3a oTkiIuka Ha |P-makersr mis ompenenenus koHuUrypanuu
MEKCETEBOTO PKpaHa U TIOCTPOCHUS TOIIOJIOTHH CETH.

Ha »orame BTOpKEHHS HCCIACAYeTCS HAIWYUE THUIOBBIX  YSA3BUMOCTEH
B CHUCTEMHBIX CEPBHUCAX WJIM OMMOOK B aJMUHUCTPHUPOBAHUU CHCTEMBI. Y CIICIITHBIM
PE3yNBTATOM HCTOJB30BAHMS YSI3BUMOCTEH OOBIYHO SBJISCTCS MOTYUEHUE TTPOIIECCOM
HapyImuTeas  TNPUBWICTHPOBAHHOTO  pEXWUMa  BHIMOJHEHWS  (gocTyma K
MIPUBUJICTHPOBAHHOMY PEXUMY BBIMOJTHEHUS KOMAHIHOTO IIpolieccopa), BHECCHHE B
CUCTEMY YYETHOM 3aliCh HE3aKOHHOTO TOJIb30BATENs, ModydeHue ¢aiina maposiei
WJIM HapyIIeHHE paboTOCIIOCOOHOCTH aTaKyeMOro XOCTa.

DTOT dTall pa3BUTHA YIPO3bI, KaK MpaBuUiio, siBiseTcs MHorodasueiM. K dazam
MpoIiecca peann3auy yrpo3bl MOTYT OTHOCHTHCS, HAIIPUMED:

YCTaHOBJICHHE CBSI3U C XOCTOM, OTHOCUTEIILHO KOTOPOTO PeaTnu3yeTcs yrpo3a;

BBISIBJICHUE YSI3BUMOCTH;

BHEPEHUE BPEIOHOCHOM MPOTpaMMbl B MHTEpECaX paCIIUPEHUs MPaB U JIp.

VYTpo3sl, pean3yeMble Ha 3Tare BTOPKEHUS, TIOIPa3ICSIOTCS 110 YPOBHSIM
creka npotokosioB TCP/IP, mockoibky (GhopMUpPYOTCS Ha CETEBOM, TPAHCIOPTHOM
WIH TMPUKIIATHOM YPOBHE B 3aBUCUMOCTH OT MCIOJIb3yeMOI'0 MEXaHW3Ma BTOPKEHUS.

K TumoBsIM yrposzam, peaqv3yeMbIM Ha CETEBOM M TPAHCIIOPTHOM YpPOBHSX,

OTHOCATCS TaKHE KaK:



a) yrposa, HalpaBJieHHasl Ha MOJMEHY JJOBEPEHHOTO 00BEKTa;

0) yrpo3sa, HampaBJIeHHAas Ha CO3JaHHUE B CETH JIOKHOTO MApIIPYTa;

B) YIpO3bl, HAaIIpaBJICHHbIC HA CO3JaHHE JIO)KHOTO 0OBEKTa C MCIOJIb30BAHUEM
HEJ0CTATKOB AJITOPUTMOB yJIaJICHHOTO TTOUCKA;

I) yrpo3bl THIIA «OTKa3 B OOCITyXHBaHUW», OCHOBaHHbIE Ha IP-
nepparmenTanmu, Ha (opmupoBaHuM HekoppekTHbIX [CMP-3ampocoB (Hampumep,
araka «Ping of Death» u «Smurfy»), Ha dopmupoBannu HekoppekTHbIX TCP-
3anpocoB (ataka «Land»), Ha co3maHum «ITOpMa» MAaKeTOB C 3allpocaMy Ha
coenunenne (ataku «SYN Flood») u ap.

K TumoBeiM yrposam, peann3yeMbIM Ha MPHUKIATHOM YPOBHE, OTHOCATCA
yrpo3bl, HAINPaBJICHHbIE HAa HECAHKIMOHHPOBAHHBIA 3aIlyCK NPUIIOKEHUH, YTPO3BI,
peayn3anus KOTOPhIX CBsI3aHa C BHEAPEHUEM MPOTPAMMHBIX 3aKJIaJ0K (TUMa
(TPOSTHCKHUI KOHBY), C BBISIBJICHUEM IMMApOJIeH JOCTyIa B CETh WM K OMPEIEICHHOMY
XOCTY U T.[I.

Ecnu peanuzanust yrpo3bl HE NpHUHECTA HAPYUIUTENI0 HAWBBICHIMX IIpaB
JI0CTyIla B CUCTEME, BO3MOXKHBI MOMBITKU PACIIMPEHHUS ITUX MPaB JO MAKCUMAJIbHO
BO3MOXXHOTO ypOBHs. JlJI1 3TOr0 MOTYT HCIIOJIB30BATHCA YSA3BUMOCTU HE TOJIBKO
CETEBBIX CEPBUCOB, HO U YA3BUMOCTH CHUCTEMHOTO MPOTPAMMHOTO OO€CTIeUCHHS
xoctoB UCIIaH.

Ha »rame peanmu3anny HECAHKIIMOHMPOBAHHOTO JOCTYMa OCYIIECTBIISETCS
COOCTBEHHO JOCTHKEHUE LIETHU PEATU3ALMH YIPO3bIL:

HapylIeHUe KOH(DUIEHIIUATEHOCTH (xomupoBaHuUe, HEIPaBOMEPHOE
pacrpoCTpaHEHUE);

HapylIEeHUE UEJOCTHOCTH (YHUUYTOKEHHUE, NU3MEHEHUE);

HapyllIeHHe JOCTYIHOCTH (OJOKUPOBAHHUE).

Ha sTom >xe artame, mocie yka3aHHbBIX JIEWCTBHM, KaK MPaBUIO, (OPMUPYETCS
TaK Ha3bIBA€MbI «YEPHBIA BXOA» B BHJIE OJHOTO W3 CEPBHCOB (IIEMOHOB),
00CITY’KHBAIOIINX HEKOTOPHIN MOPT M BHIMOIHIIONINX KOMaHIbl HAPYIITUTEIIS.
«YepHBIif BXO/1» OCTaBIISIETCA B CUCTEME B MHTEpEcax oOecreyeHus:

BO3MOXKHOCTH TMOJYYHTHh JOCTYH K XOCTy, Jaxe €clu aIMUHUCTPATOp
YCTPAHUT UCTIOIB30BAHHYIO IS YCTICITHOW Pean3alii yrpo3bl ySI3BUMOCTD;

BO3MOXKHOCTH TIOJYYUTh JOCTYIl K XOCTy KaK MOXKHO 0o0jiee CKPBITHO;

BO3MOKHOCTH TOJIYyYUTh JOCTYIl K XOCTY OBbICTpO (HE MOBTOpPSSi 3aHOBO
MIPOIIECC PeaTM3aIMK YTPO3bI).

«UepHbIi BXOA» TMO3BOJISIET HApYUIUTENI0 BHEAPUTH B CETh WIM Ha
OTIpe/IeNICHHBI XOCT BPEJOHOCHYIO MPOTpaMMy, HalpUMEpP, «aHAIM3aTop MapoJieii»
(password  sniffer) —  mporpammy,  BBIIEJISOIIYIO OJIb30BATCIIbCKUE
UIEeHTU(HUKATOPBI U TTAPOJIA U3 CETEBOTO Tpaduka mpu paboTe MPOTOKOJIOB BEICOKOTO
ypoBHs (ftp, telnet, rlogin u 1.1.). OO0beKTaMU BHEIPEHUSI BPEIOHOCHBIX MPOTrpaMM
MOTYT OBITh MPOTPAMMBI ayTEHTU(HUKAIMN W WIACHTHU(UKAIIMN, CETEBBIE CEPBHCHI,
SJIPO ONEPAIIMOHHOMN CUCTEMBI, (paitioBas cucteMa, OMOITUOTEKH U T.1I.

Hakownern, Ha sTane JUKBUJAINY CIIEI0B peali3allui YIPO3bl OCYIIECTBIIAETCS
MOMBITKA YHUYTOKEHUS CJIENOB JCHUCTBUM Hapymutens. [Ipu sToM ymansrorcs
COOTBETCTBYIOIIIME 3allMCH M3 BCEX BO3MOXKHBIX >KYpPHAJIOB ayAWTa, B TOM YHCIIE
3anucu o (pakte coopa HHPOpPMAITUH.



5.5. O01asi xapaKkTepuCcTHKA YIPO3 NPOrPAMMHO-MATEMATHYECKUX
BO3/1eMicTBUM

[IporpaMmMHO-MaTEMAaTHYECKOE BO3JICUCTBUE — 3TO BO3LEHCTBHE C MOMOILBIO
BPEJOHOCHBIX ITporpamm. [IporpaMMoii ¢ MOTEHIIMAIBHO OMACHBIMU MOCIIECTBUSIMHU
WIM BPEJOHOCHOM MPOrpaMMOW  Ha3bIBAIOT HEKOTOPYIO  CaMOCTOSITEIBHYIO
nporpaMmy (HaOOp MHCTPYKIMI), KOTOpas CIIOCOOHA BBIMOJHATH JII000€ HEMyCTOe
MOJIMHOXECTBO CIECIYIONIUX (PYHKIUH:

CKpBIBaTh IPU3HAKH CBOETO MPUCYTCTBUS B IPOTPAMMHOM CpeJie KOMITBIOTEPA;

o0JagaTh CIIOCOOHOCTHIO K CaMOTyOJIMPOBAHUIO, ACCOIMUPOBAHUIO CEOST ¢

APYTUMHU NIPOTPAMMaMHU ¥ (UJTH) TIEPEHOCY CBOMX (PparMEeHTOB B MHBIE 007aCTU
OTNIEPATUBHOM WJIM BHEIIHEW MMAMSITH;

pa3pymath (UCKakaTh MNPOU3BOJIBHBIM 00pa3oM) KOjA TMporpamMm B
ONIEPAaTUBHOM MMAMSATH;

BBITIOJIHATD 0e3 MHULAUPOBAHUSA co CTOpPOHBI MOJI30BATES
(MONB30BATENbCKOM  MpOTrpaMMbl B IITAaTHOM  PEXKUME €€  BBIMOJHEHU)
JIEeCTPYKTUBHBIE (PYHKIIUU (KOTUPOBAHUE, YHUUTOXKEHHUE, OJIOKUPOBAHUE U T.I1.);

COXpaHsATh (hparMeHThl MH(OpPMAIUU U3 ONEPATUBHOM MAMSITH B HEKOTOPBIX
00J1aCTAX BHEIIHEN MaMITH NPAMOIO JOCTyIA (JIOKAJIbHBIX WIIN YJaJI€HHBIX);

HCKaXaTh MPOU3BOJIBHBIM 00pa3oM, OJOKUpOBaTh W (WJM) TOJMEHSTh
BBIBOJAMMBI BO BHEIIHIOK MaMsATh WM B KaHaJl CBA3M MacCUB HWH(oOpmanuw,
oOpa3oBaBIIMiiCSI B pe3yibTare pabOThl MPUKIATHBIX MPOTpaMM, WM YKe
HaxXOJSIIMECS BO BHEIIHEN aMATH MACCHUBBI IAHHBIX.

BpenonocHble mporpaMMbl  MOTYT OBITh  BHECEHbl (BHEAPEHBI) Kak
MpPEHAMEPEHHO, TaK U CIy4yallHO B MPOrpaMMHOE OOecleyeHHe, HCIOJIb3YyEMOE B
NCIIH, B mpoliecce ero pa3padOoTKH, COMPOBOXKIECHUS, MOAU(DUKAIIMU U HACTPOIKH.
Kpome »3TOro, BpemoOHOCHBIE MPOrpaMMbl MOTYT OBITb BHECEHBI B IIpoLiecce
skcruryaTaru UCIJIH ¢ BHeIHUX HOocUuTene nHGOpMaIluu WK MOCPEICTBOM CETEBOTO
B3auMoiericTBUs Kak B pesynbrate HC/I, Tak u ciydaiino nons3oBatessima UCIT/IH.

CoBpeMEHHBIE BpPEIOHOCHBIE NPOIPAMMBI OCHOBAHBI Ha HCIOJIb30BAHUH
YSI3BUMOCTEH pazIMYHOro poja MPOrpaMMHOI0 obecredeHus: (CUCTEMHOT0, OOIIEro,
MPUKIAAHOTO) W Pa3sHOOOPA3HBIX CETEBbIX TEXHOJOTWW, OO0JaJal0T MHUPOKUM
CHEKTPOM  JECTPYKTHUBHBIX  BO3MOXHOCTEM  (OT  HECAaHKIMOHHWPOBAHHOIO
uccnenoBanust napamerpoB MCII[IH 6e3 BMematenbcTBa B (PYHKIIMOHUPOBAHUE
NUCTIn, no yauuroxenus [1JIln u nmporpammuoro obecrnieuenust UCII/In) u moryt
JeCcTBOBaTh BO BCEX BHJAX MporpaMMHOro obecrieueHusi (CUCTEMHOTO,
MPUKIIATHOTO, B ApaiiBepax annapaTHOro 0OecreueHus u T.1.).

Hammune B UWCII[AH BpegoOHOCHBIX MpPOrpaMM MOKET CIOCOOCTBOBATH
BO3HUKHOBEHHUIO CKPBITBIX, B TOM YHCIE HETPAAUIMOHHBIX KaHaJoOB JOCTyIa
K uH(pOpMaIK, MO3BOJISIONIMX BCKPBIBATh, OOXOIUTh WM OJOKHPOBAThH 3alIUTHBIC
MEXaHU3MbI, MPENYCMOTPEHHbBIE B CHCTEME, B TOM 4YHUCJIE MapOJIbHYIO
U KpUNTOrpauyecKyro 3aIInTy.

OCHOBHBIMH BUJAMU BPEIOHOCHBIX MPOTPAMM SIBJISIFOTCSL:

POrpaMMHBIE 3aKIIAIKH;

KJIACCUYECKHE TPOrpaMMHbIE (KOMITBIOTEPHBIE) BUPYCHI;

BPEJOHOCHBIE MPOTPAMMBbI, PACTIPOCTPAHSIONINECS O CETH (CETEBbIE YEPBU);

JIPYTHe BPEIOHOCHBIE TPOTrPAMMBIL, IIPEAHA3HAYECHHBIE /17151 ocyiecTBieHuss HC/I.



K mnporpaMMHbBIM 3akiazkaM OTHOCATCA MPOTpaMMbl, (PparMeHThl Koja,
UHCTPYKIUHU, (HOPMUPYIOIIME HEICKIAPUPOBAHHBIE BO3MOKHOCTH MPOrPAMMHOTO
oOecrieueHus. BpenoHOCHBIE MporpamMMbl MOTYT HEPEXOJHUTh W3 OJHOIO BHIA B
Ipyroi, Hampumep, MporpaMMHas 3aKJIaJKa MOKET Cr€HEpUpOBaTh MPOTrPaMMHBIM
BUPYC, KOTOPBIH, B CBOIO OYEpEeb, MONAB B YCJIOBHUS CETH, MOXKET c(HOopMUPOBATH
CETEBOT0 4EpBS WM JPYTYI0 BPEIOHOCHYIO Mporpammy, NpeaHa3HAYCHHYIO IS
ocymectBienus HCJI.

Knaccudukaius mporpaMMHBIX BUPYCOB M CETEBBIX U€pBEH MpeacTaBiieHa HA
pucyske 14. KpaTkas XxapakTepucTUKa OCHOBHBIX BPEJAOHOCHBIX MPOTPaMM CBOJIUTCS
K CJIeIyIoleMy. 3arpy304Hble BUPYCHI 3alMCHIBAIOT €051 JINOO B 3arpy304YHBII CEKTOP
aucka (boot-cextop), 1100 B CEKTOP, COEPIKAIINN CUCTEMHBIH 3arpy34nK BUHYECTEPa
(Master Boot Record), 1100 MeHSIOT yka3aTelb Ha aKTHBHBIH DOOt-cextop. OHM
BHEJPSIIOTCS] B MaMSITh KOMIIbIOTEpA MpHU 3arpy3ke ¢ MHQUUUPOBaHHOTO aucka. [Ipu
TOM CHUCTEMHBIM 3arpy34dK CYMTBIBAET COJEPKHMOE IIEPBOIO CEKTOpa IUCKA, C
KOTOPOTO MPOU3BOJUTCS 3arpy3ka, MOMEIaeT CYUTAaHHYI0 UHPOPMAIUIO B MaMATh U
nepesaeT Ha Hee (T.e. Ha BUpPYC) ynpasieHue. [locie 3Toro HaunHaT BBIIOIHITHCS
MHCTPYKIMU BUpYyCa, KOTOPBIH, KaK MPAaBUIIO, YMEHBIIAET 00BEM CBOOOIHOM MaMATH,
KOIUPYET B OCBOOOAMBIIEECS] MECTO CBOM KOJ M CYMTBIBAET C JIUCKa CBOE
MPOJIOJKEHUE (€CIIM OHO €CTh), IEPEXBATHIBAET HEOOXOUMBbIE BEKTOpPA MpPEPhIBAHUI
(006190 — INT 13H), cunThIBaeT B MaMsTh OpUTUHAIBHBIH DOOt-cexTOp U IepeaaeT Ha
HETO yNpaBIICHHE.

B nanbHeilmem 3arpy3ouHblii BUpPYC BeJeT ceOs Tak Ke, Kak (ailloBbIM:
nepexBaThIBaeT OOpaICHUsI ONEPAIMOHHON CUCTEMBI K AUCKaM U UHPUIMPYET HX, B
3aBUCUMOCTH OT HEKOTOPBIX YCIOBHW COBEPIIAECT JECTPYKTUBHBIE JEHCTBUA,
BBI3BIBAET 3BYKOBBIC d3(DPEKThI Wit BH1€0IDHEKTHI.

OCHOBHBIMH ~ JICCTPYKTUBHBIMU  JIEUCTBUSIMH,  BBIOJTHSIEMBIMH  3THUMH
BUpYyCaMH, SIBJISIOTCSL:

YHUYTOXKEHUE UH(OPMAIIMHU B CEKTOPAX AUCKET U BUHUYECTEPA;

MCKIIFOUEHHE BO3MOKHOCTH 3arpy3Kd OINEpPAlMOHHON CHCTEMbI (KOMIBIOTEP
«3aBHCACTY);

HCKa)XEHHE KOJIa 3arpy3urKa;

(dopMaTupoBaHUE AUCKET MM JIOTHUECKUX JUCKOB BUHUECTEPA,;

3akpbiTe goctyna kK COM- u LPT-noprawm;

3aMeHa CUMBOJIOB IIPH M€YaTH TEKCTOB;

MOICPTUBAHUS DKPaHa;

VM3MEHEHUE METKU JUCKA WU TUCKETHI;

CO3/1aHKE TICEBAOCOONHBIX KIaCTEPOB;

CO37IaHNE 3BYKOBBIX H(WJIM) BH3yaJIbHBIX d(PPEKTOB (Hampumep, majacHue
OyKB Ha DKpaHe);

nopua (haioB TaHHBIX;

nepe3arpyska KOMIbIOTepa;

BBIBOJI Ha SKpaH pa3HOOOpPa3HBIX COOOIICHMUIA;

OTKJII0YEHHUE NepuepuifHbIX YCTPOUCTB (HarpuMep, KiIaBUaTyphl);

U3MEHEHHE MAIUTPhI IKPAHA;

3aMoJHEHUE YKpaHa MOCTOPOHHUMHU CUMBOJIAMU WM N300paKEHUSIMU;
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NoTralieHue IKpaHa v MepeBo/] B PEXKUM OXKUIaHUS BBOJIA C KJIaBUATYPHI;

muppoBaHUEe CEKTOPOB BUHYECTEPA;

BBIOOPOUHOE YHUUTOXEHUE CHMBOJIOB, BBIBOJAMMBIX Ha SKpaH IMpU Habope
C KJIaBHATYPBI;

yYMEHbIIIEHHE 00beMa ONEPATUBHOMN MaMSITH;

BBI30B II€YaTH COJEPKUMOI0 SKPaHa;

OJIOKMpPOBAHUE 3aMKUCU Ha JUCK;

yHHUYTOKeHHe TaOmuiel pazouenus (Disk Partition Table), mocne atoro
KOMITBIOTEP MOXHO 3arpy3UTh TOJIBKO C (PIIOTIH-IUCKA;

OJIOKMPOBAHKE 3aITyCKa UCTIOIHIEMBIX (PailyioB;

OJIOKMpOBaHWE JOCTyIa K BHHUECTEPY.

BonbIIMHCTBO 3arpy30YHBIX BUPYCOB MEPE3AMUCHIBAIOT c€0s1 Ha ()IIOMIN-AUCKH.

daiiioBbIe BUPYCHI PU CBOEM PA3MHOXKEHUU TEM WU HHBIM CIIOCOOOM
HCIIOJIb3YIOT (PAiJIOBYIO CUCTEMY KaKOW-TMOO onepanuoHHoi cuctemsl. 1lo cnocoly
3apaxxeHuss  (ailyloB BUPYCHl JICNATCA Ha 3aMelaromme  («overwriting»),
napasutuyeckue («parasiticy»), KOMIaHbOH-BUPYCHI («companiony), «link»-Bupychl,
BUPYCBI-UEPBU M BUPYCHI, 3apaxaromue oobekTHbie Moayiu (OBJ), bubimorexku
koMruisaTopoB (LIB) 1 ucxomHbIe TEKCTHI MPOTPaMM.

Meton 3apaxkeHus «overwriting» sBiseTcss HauOoyiee MPOCThIM: BHUPYC
3alAChIBACT CBOM KOJ BMECTO KOJa 3apaxkaemoro (aiia, YHHYTOXKAs €ro
comepxkumoe. EcTtecTBeHHO, uyTO Tpu 3TOM ailn mepectaeT paboTaTh U HE
BOCCTAHABIIMBAETCSA. Takue BUPYChl OUEHb OBICTPO OOHAPYKMBAIOT ce0s, TaK Kak
oTiepaIioHHasl CUCTEMA U TIPUIIOKEHUS TOBOJIBHO OBICTPO MepecTaroT paboTaTh.

K mnapasutuueckuMm OTHOCATCS Bce (aillioBble BHUPYCHI, KOTOpBIE MpH
pacmlpoCTpaHEHUH CBOWX KOMUW 00S3aTeTbHO HW3MEHSIOT coiepxkumoe (aiios,
ocTaBysisi caMu (haiiyibl MPU 3TOM TOJTHOCTHIO MM YaCTUYHO PabOTOCIIOCOOHBIMHU.
OCHOBHBIMH THUTIAMU TaKUX BUPYCOB SIBJISIOTCS BUPYCHI, 3aMMCHIBAIOIINECS B HAYAJIO,
cepenuHy wid KoHer (aimoB. OTAenpHO ClEIyeT OTMETUTh  JIOBOJIBHO
HE3HAUUTETBHYIO TPYIIy Mapa3suTHYECKUX BUPYCOB, HE MMEIOIIUX «TOYKH BXOJa»
(EPO-Bupycht — Entry Point Obscuring viruses). K HUM OTHOCSTCS BHPYCHI, HE
3aMUChIBAIONINE KOMaHAy Mepenadn yrnpaieHus B 3arojioBok COM-paitnos (JMP) u
HE U3MEHSIONIME aJpec TOYKM cTtapta B 3arosioBke EXE-(aitnos. Takue Bupych
3aMKChIBAIOT KOMaH/y Iepexo/ia Ha CBOM KO/ B Kakoe-InO0o MECTO B cepeinny (Qaiina
¥ TIONyYaloT yMpaBJeHHE HE HEMOCPEACTBEHHO MPH 3allyCKe 3apakeHHOTO daiina, a
IIpHU BBI30BE MPOIIEIYPHI, COACpKAIICH KOJ Mepeaadn yrnpaBlIeHHs Ha TEJIO BUpYycCa.
[Ipudem BBIMOTHATHCS 3TA MPOIIEAYPa MOXKET KpaitHe pellko (HarpuMmep, Mpy BHIBOJIE
CcOoOOIIeHUsT 0 Kako-mubo crnenuduyeckoil omuodke). B pe3ynbrare BUPYC MOXKET
JONITHE TOIBI «CHaTh» BHYTpU (aiija W MPOSIBUTH ce0s TOJBKO MPH HEKOTOPBIX
OTPaHUYCHHBIX YCITOBUSX.

K xareropuu «KOMITaHbOH» OTHOCSITCSI BUPYCHI, HE U3MEHSIOIINE 3apaskaeMbIe
(aiinbl. AnroputM pabOThI ITHX BUPYCOB COCTOUT B TOM, UTO JIJIS 3apakaemMoro (aiina
co3naeTcs (pailyi-ABOMHUK, MPUYEM TIPHU 3aIMyCKe 3apaX€HHOTO (haiiyia yrmpaBicHHUE
MoJly4aeT MMEHHO JTOT JABOWHHUK, TO €cTh BUpyc. Hambomee pacmpocTpaHeHbBI
KOMITaHbOH-BUPYCHI, UCTIOJIb3YIOLME 0CO0eHHOCTh DOS nepBbIM BHITIONHATH (Dailiibl
¢ pacupenueM. COM, ecnu B 0JJHOM KaTajore NpUCyTCTBYIOT ABa (ailyia ¢ OMHUM U
TEM K€ UMEHEM, HO pa3nuuHbiMu paciupenusmu umenu — .COM u .EXE. Takue



BUPYCHI co311atoT 11t EXE-daiinos dhaiab-CiyTHUKH, UMEIOIITHE TO K€ CaMOe UMs, HO
¢ pacmmpennem .COM, nampumep, mia daitma XCOPY.EXE co3nmaercs aiin
XCOPY.COM. Bupyc 3anuceiBaercsi B COM-@daiin u Hukak He usmensier EXE-daitn.
[Ipu 3amycke Takoro ¢aiina DOS nepBbiM 00Hapy uT U BbiosHUT COM-daiin, To
€CTh BHPYC, KOTOphIM 3atem 3amyctutr U EXE-daiin. Bropyio rpynmy cocTaBisior
BUPYCHI, KOTOpPbIE MPHU 3apaKEHUU TMEPEUMEHOBBIBAIOT (Daiiml B Kakoe-1u0o Jpyroe
UM, 3alIOMUHAIOT €T0 (JUIs TOCJIEIYIONIEro 3amycka (aiiia-xo3siiHa) U 3alUChIBAIOT
CBOM KOJI Ha TUCK TOJl UMEHEM 3apaxaemoro ¢aiina. Hampumep, daitn XCOPY.EXE
nepeumeHoBbiBaeTcst B XCOPY.EXD, a Bupyc 3amuceiBaeTcs TIOJ HMMEHEM
XCOPY.EXE. Ilpu 3amycke yIpaBlICHHE IOJy4aeT KOJ BHpYyca, KOTOPBIA 3aTeM
3anyckaer opuruHaiabHbii XCOPY, xpansmwuiics mnong umenem XCOPY.EXD.
WNuTtepecen ToT akT, YTO MaHHBIH METOA pabdoTaer, IMO-BUIUMOMY, BO BCEX
OTEPAIIMOHHBIX CUCTEMaX. B TpeThio Tpynily BXOISAT TaK Ha3bIBAEMbIC
«Path-companion» Bupyckl. OHHM JHMOO 3alUCHIBAIOT CBOW KOJ 10O, HMEHEM
3apaxkaemMoro (ailyia, HO «BBIIIE» HA OJUH YPOBEHb B TMPOMUCHLIBAEMBIX IYTSIX
(DOS, TakuMm 00pa3oMm, MEpPBbIM OOHAPYKUT W 3amyCcTUT (Haii-Bupyc), Jubo
MEepPEeHOCAT (pailyI-KepTBY HA OAMH MMOAKATAJIOT BBILIE U T.1.

Bo3MoxkHO  CyliecTBOBaHME W JPYTrUX THUIIOB  KOMIIAHbOH-BHPYCOB,
UCTIONB3YIONIMX  WUHBIE OPUTHMHAIBHBIE WU WIM  OCOOEHHOCTH  JIPYIHX
ONEPALUOHHBIX CUCTEM.

daitnoBbie YepBU (WOrms) SIBJISIIOTCS, B HEKOTOPOM CMBICIIE, Pa3HOBUAHOCTHIO
KOMITAaHBOH-BUPYCOB, HO TPU OSTOM HHUKOMM 00pa3oM HE CBS3BIBAIOT CBOE
MPUCYTCTBUE C KAKUM-JIUOO BBINOIHSAEMbIM (aiisiom. [Ipu pasMHOKEHUN OHU BCEro
JUIIH KOMUPYIOT CBOW KOJ B KaKHe-TMOO KaTajord JIMCKOB B HANEKIE, YTO OTU
HOBBIE KOMUHU OYyIyT KOTAa-uOO 3amylleHbl MoJib3oBaTesnieM. MHorga 3TH BUPYCHI
JAI0T CBOMM KOMUSIM «CIIELIMAJIbHBIE» UMEHA, YTOOBI MOATOJIKHYTh MOJb30BATENs Ha
3amyck cBoeil kommm — Hampumep, INSTALL.EXE wunmu WINSTART.BAT.
CymiecTByIOT BHUPYCHI-UE€PBH, HCIOIL3YIONIME JIOBOJIHHO HEOOBIYHBIC TMPUEMBI,
HaIpuMep, 3anuchbiBarolMe cBou konuu B apxuBsl (ARJ, ZIP u npoune). HexkoTopsie
BUPYCHl 3alMCHIBAIOT KOMAaHJy 3amycka 3apaxkeHHoro (Qaitna B BAT-daiinb.
He cnemyer myrtarh (aitioBble BUPYCHI-UEpBH C CETEBBIMU 4YepBsiMU. llepBbie
HCTIONB3YIOT TOJIBKO (aiioBble (DYHKIMKM KaKOW-THUOO OMNEparioOHHONW CHCTEMBI,
BTOPBIE K€ MPU CBOEM PA3MHOKEHUH MOJb3YIOTCS CETEBBIMH TPOTOKOJIAMHU.

Link-Bupychl, Kak H KOMITAHBOH-BHPYCHI, HE HW3MEHSIOT (PU3HYCCKOTO
coJiepKuMoro (paitioB, 0JIHAKO TIPH 3ammycKe 3apakeHHOro ¢aiia «3actaBisiory OC
BBITIOJTHUTH CBOM KOJA. DTOW IIEIM OHU JOCTHTalT Mojaudukamueii HeoOXO0IMMBIX
nosieit paitoBO CUCTEMBI.

Bupycei, 3apaxarorye OMOJIMOTEKH KOMIUJISTOPOB, OOBEKTHBIE MOMYIH U
HUCXOJHBbIE TEKCThl MPOrpamMM, JOCTATOYHO DJK30THYHBI M MPAKTHUYECKU HE
pacnpoctpaHeHsl. Bupycsi, 3apaxaromme OBJ- u LIB-daiinbl, 3anuceiBalor B HUX
CBOI koA B (hopmaTe OOBEKTHOrO MOAYJS WM OMOMMOTEKH. 3apakeHHbIH (aii,
TakKUM 00pa3oM, HE SBJSETCS BBHIMOJHSIEMBIM M HE CIOCOOCH Ha JanbHEeHIee
pacrpocTpaHeHrue BUpyca B CBOEM TeKylleM cocTossHuu. Hocurenem xe «GKUBOTO»
Bupyca cranoBurcsi COM- wim EXE-daiin.

[TonyuyuB ymnpasiieHue, (aiaoBbIi BUPYC COBEpIIAET Cleaylolue oolue
JIIEUCTBHUS:



IPOBEPSET ONEPATUBHYIO MaMsATh HA HAJIM4YKWE CBOEM KONMUU U MHPUUUPYET
naMsTh KOMIIbIOTEpa, €CIM KOMUs BHUpyca He HaijeHa (B ciyyae, €clidi BHPYC
SBJISICTCS] PE3UACHTHBIM), UITIET HE3apaXeHHBIC (haiiyibl B TEKYIIEeM | (HJIM) KOPHEBOM
KaTajore MyTeéM CKaHUPOBAHUS JI€peBa KaTajoroB JIOTUYECKHUX JIUCKOB, a 3aTeM
3apakaeT oOHapyKeHHbIE (halIbI;

BBITIOJTHSICT JIOMIOJIHUTENbHBIE (€CIM OHM €CTh) (YHKIIUU: NECTPYKTHUBHBIC
nercTBus, rpaduuecKkue Uin 3BYKOBbIE 3PGEKTHI U T.4. (JOMOJHUTENIbHBIC (DYHKIIUN
PE3UIIEHTHOTO BHpPyCa MOTYT BBI3BIBATHCS CITYCTS HEKOTOPOE BpPEMS IOCIE
AKTUBHW3allMd B 3aBUCHMOCTH OT TEKYIIETO BPEMEHH, KOH(PUTYpAIUd CHCTEMBI,
BHYTPEHHHX CUETYMKOB BUpPYCa WJIM JIPYTUX YCIOBUW, B 3TOM Clly4ae BUPYC MpH
aKTUBHU3allUd 0Opa0aTHIBAET COCTOSHUE CHUCTEMHBIX YacOB, YCTAHABIMBAET CBOU
CUYETUYMKH U T.1.);

BO3BpAIlla€T  yINpaBlieHHE OCHOBHOM mporpamMMe (€ciu OHa  €cCTh).
[lapazutuueckre BUPYChl IPHU ATOM JHOO JieyaT (aily, BBIMOJIHSAIOT €ro, a 3aTeM
CHOBA 3apa)karoT, JIMOO BOCCTAHABIMBAIOT IporpamMmy (HO He (aiisl) B UCXOTHOM
Bujie (Hanpumep, y COM-nporpaMMbl BOCCTaHABIMBAETCSI HECKOJIBKO MEPBHIX OaWT,
y EXE-nporpamMmbl BBIUMCISETCS HUCTUHHBIM CTapTOBBIA ajpec, y JHpaiiBepa
BOCCTaHABJIMBAIOTCS 3HAYCHUS aJPECOB MIPOTPaMM CTPATETHUH U MIPEPHIBAHIS).

HeoOxoammMo OTMETHTH, YTO 4YeM OBICTpEE pacHpOCTPAHSIETCS BUPYC, TEM
BEPOSTHEE  BO3HUKHOBEHHE ONUACMHH  OTOTO  BHpyca, 4YeM  MEJICHHEe
pacipocTpaHsieTCss BUPYC, TEM CJIOXKHEE €ro OOHapyKHUTh (€CiIH, KOHEYHO K€, ITOT
BUpYyC HeusBecTeH). HepesumeHTHbIE BUPYCHI 4YACTO SIBISIOTCS «MEIJICHHBIMUY —
OOJBIITMHCTBO M3 HUX IPH 3aITyCKe 3apakaeT OJWH WX ABa-TpH (aiiina u He ycrieBaeT
3aMOJIOHUTh KOMITBIOTEP JI0 3allyCKa aHTHUBUPYCHOW TPOrpaMMbl (WJIM TOSBICHUS
HOBOW BEpCHM aHTUBHPYCA, HACTPOEHHOM Ha JaHHbIN BUpYC). CylIeCTBYIOT, KOHEYHO
Ke, HEPE3UJCHTHBIC «OBICTPHIC» BUPYCHI, KOTOPHIE MPHU 3aIyCKe HIMYT M 3apa)karoT
BCE BBITIOJIHSICMBIC (Dailyibl, OJJHAKO TaKWe BUPYCHI OYEHb 3aMETHBI: TP 3aITyCKe
KKJIOTO 3apa)KEHHOTO (paiiyia KOMIBIOTEp HEKOTOpOoe (MHOTZIa JTOCTATOYHO JIO0JTOE)
BpeMsl aKTHBHO pabOTaeT C BHHYECTEPOM, 4YTO JeMackupyeT BUpyc. CKOpOCTb
pacripoctpaHeHus (MHOUIIMPOBAHUS) Y PE3UJICHTHBIX BUPYCOB OOBIUHO BBIIIE, YEM Y
HEPE3UJICHTHBIX - OHU 3apaxaroT (pailyibl mpu KakuX-TuO0 oOpalleHusx K HuM. B
pe3ynbTaTe Ha JUCKE OKAa3bIBAIOTCS 3apaXKEHHBIMH BCE WJIM TIOYTH Bce (Daidibl,
KOTOpBIE TIOCTOSIHHO HCHOJB3YIOTCS B pabore. CKOpPOCTh pacmpoCTpaHEHUs
(nHGUIIIPOBaHUS) PE3UICHTHBIX (DAMIIOBBIX BUPYCOB, 3apa)aroniux (ailyibl TOIBKO
MIPH KX 3aITyCKE Ha BBITIOJIHEHUE, OYET HIDKE, YeM Y BUPYCOB, 3apakaroniux (haiiel u
IIPH UX OTKPBITHH, IEPEUMEHOBAHNT, H3MEHECHUN aTpHOyTOB (paiiyia u T.1.

Takum o0Opa3oM, OCHOBHBIE JECTPYKTHUBHBIC JIEUCTBHSI, BBITIOJHSICMbIE
(hailyIoBBIMU BHpPYCaMHM, CBSI3aHBI C MOpakeHueMm (paiioB (yarne HCHOJHIEMbIX WU
(balIoB JaHHBIX), HECAHKIIMOHWPOBAHHBIM 3aITyCKOM pPa3UYHBIX KOMaHJ (B TOM
qucie, KoMaH (popMaTUpOBaHUS, YHUUTOKEHUS, KOMUPOBAHUS U T.I1.), U3MECHECHUEM
Ta0IMIIBI BEKTOPOB NIPEpPhIBaHUI | JAp. BMecTe ¢ TeM, MOTYT BBITIOJIHITHCS U MHOTHE
JIECTPYKTHBHBIC JCHCTBHUSA, CXOJHBIE C TEMH, KOTOpPBIE VYKa3bIBAIUCHh IS
3arpy304HbIX BUPYCOB.

MakpoBupycbl  (Macro Viruses) SBJISIOTCS NpOrpaMMaMd  Ha  SI3bIKAx
(MakposI3bIKax), BCTPOCHHBIX B HEKOTOPHIE CHUCTEMBI 00pa0OTKH TaHHBIX (TEKCTOBBIC
PEAAKTOPHI, DIEKTPOHHBIE TAOIUIILI U T.11.). J{7151 CBOEro pa3sMHOXKEHUS TaKUE BUPYCHI



UCIOJIB3YIOT BO3MOKHOCTH MAaKpOSI3bIKOB M MPH HUX TOMOLIM NEPEHOCAT ceds u3
OJTHOTO 3apakeHHOro (Qaiina (IoKyMmMeHTa Wuiau TalOnuibl) B apyrue. HauOombiiee
pacnpoCcTpaHEHHE TMOMYYWIM MAaKpOBUPYCHI HJsl TAaKeTa MPHUKIAJHBIX MPOrpaMM
Microsoft Office.

JUist  cylnecTBOBaHMS BHUPYCOB B KOHKPETHOM cHUcCTeMe (pemakTope)
HEO0OXO0MMO HaJIMYMEe BCTPOSHHOTO B CUCTEMY MAaKpOSI3bIKa C BO3MOXHOCTSAMHU:

1) npuBs3KK POTrPaMMbl Ha MaKpOSI3bIKE K KOHKPETHOMY (haiiiy;

2) KOTIMPOBaHUS MaKpOIIPOrpaMM U3 OJTHOTO (haiiia B Ipyroi;

3) mody4YeHUsT  ympaBJIeHUsS  MaKpomporpaMmol  0e3  BMeIIaTelbCTBa
M0JIb30BaTelIsl (ABTOMAaTUYECKUE UM CTaHAAPTHBIE MAaKPOCHI).

JIaHHBIM YCIIOBHSIM  YIOBJICTBOPSIFOT TNPHUKIAaIHBIE Tporpammbl  Microsoft
Word, Excel u Microsoft Access. Ouu comepkat B cebe makpossbiku: Word Basic,
Visual Basic for Applications. ITpu sTom:

1) MakpornporpaMmMbl TpPUBS3aHBI K KOHKPETHOMY (aiay WIM HaXOIATCS
BHYTpH (paiina;

2) MaKpOSI3bIK  TO3BOJISIET ~ KONMUpOBaTh  (aiiibl  WiM  mepeMeniath
MaKpOIPOrpaMMbl B CITy>K€OHbIE (pailiibl CUCTEMBI U PEAAKTUPYEMBIE (haliIbL;

3) npu paboTe ¢ (aililoM MPU ONPEICICHHBIX YCIOBUAX (OTKPBITHE, 3aKPBITHE
U T.J.) BBI3BIBAIOTCSI MAKpOIPOTPaMMBbI (€CJIM TaKOBBIE €CTh), KOTOPBIE OMPEICIICHbI
cCrenuaIbHbIM 00pa30M WM UMEIOT CTaHapTHBIC UMEHA.

JlanHast O0COOEHHOCTh MAaKpOS3BIKOB TMpEJHA3HAYEHA JJII aBTOMATHYECKOM
00pabOTKM TaHHBIX B OOJIBIINX OPTaHU3AIUAX UM B TJIOOAIBHBIX CETSIX U MO3BOJIAET
OpraHu30BaTh TaK HA3bIBAEMBIA «ABTOMATH3UPOBAHHBIA JOKyMEeHTOOOOpoT». C
JAPYTrof CTOPOHBI, BO3MOXKHOCTH MAaKpOSI3bIKOB TaKWX CHCTEM IO3BOJIIOT BHUPYCY
MEPEHOCUTH CBOM KOJI B Apyrue (aitiibl U TAKUM 00pa3oM 3apaxxaTh UX.

BOonABIMHCTBO MakpOBHUPYCOB AaKTHMBHBI HE TOJIBKO B MOMEHT OTKPBITHS
(3akpsiTHs) (paitina, HO 10 TEX MOp, MOKa aKTUBEH caM peaaktop. OHU colepxkaTr Bce
cBou (pyHkuu B Buae craHmapTtHbix MakpocoB Word/Excel/Office. CymiectBytor,
OJTHAKO, BUPYCHI, UCIOJIB3YIOIINE TPUEMbI CKPBITUSI CBOETO KOJA U XPAHAIIUE CBOU
KOJ B BUJE€ HE MakpocoB. M3BECTHO TpW MOAOOHBIX MpHEMa, BCE OHU HCIONB3YIOT
BO3MOXXHOCTh MaKpOCOB CO3/1aBaTh, PEIAKTUPOBATh M UCIIOIHITH APYTAE MaKpPOCHI.
Kak npaBuio, mogoOHbIe BUPYChl MMEIOT HEOOJbIION (MHOTIA — MOJUMOPQHBIIL)
MaKpOC-3arpy34dK BUPYCa, KOTOPBIH BBI3BLIBAET BCTPOCHHBINH PENAKTOP MaKpPOCOB,
CO3/1a€T HOBBIH MAaKpocC, 3alOJHSET €ro OCHOBHBIM KOJOM BHpYCa, BBINOJHSIET U
3aTeM, KaK TNPaBWJIO, YHUYTOXKAET (YTOOBI CKPBITH CJEIbI MPHUCYTCTBHUS BUPYCA).
OCHOBHOM KOJI TAKHX BUPYCOB NMPUCYTCTBYET JIMOO B CaMOM Makpoce BUpyca B BUJE
TEKCTOBBIX CTPOK (MHOTIAa — 3amu@pOBaHHBIX), JTUOO XpaHUTCA B 00IacTH
MEPEMEHHBIX JOKYMEHTA.

K cereBbIM OTHOCSTCS BUPYCHI, KOTOpBIE HJIsi CBOETO PAaCIpOCTPaHECHUS
aKTUBHO MCIOJIL3YIOT MPOTOKOJIBI M BO3MOKHOCTH JIOKAJIBHBIX U TTI00ATBHBIX CETEH.
OCHOBHBIM TMPUHIUIIOM PAaOOTHI CETEBOTO BHUpPYCa SBIAECTCA BO3MOXKHOCTH
CaMOCTOSITENILHO TIepeIaTh CBOM KOJ Ha YJAJICHHBIM cepBep WU pabodylo CTaHIIUIO.
«IlonmHOIIEHHBIE» CETEBbIE BUPYCHI IPH 3TOM OOJAAalOT €Hle M BO3MOKHOCTBIO
3aIyCTUTh Ha BBINOJIHEHUE CBOM KOJ Ha YJAJICHHOM KOMIBIOTEpPE WM, MO KpalHen
Mepe, «IOATOJKHYTH MOJIb30BATENS K 3aIyCKY 3apa)KeHHOTro ¢aiina.



BpenonocubeiMu mporpamMMamu, obecrneunBatomumu  ocymectsiaenne HC/,
MOTYT OBITb:

IporpaMMsbl oAOOpa U BCKPBITHSA MAPOJIEH;

IPOrpaMMbl, PEAIU3YIOLIUE YIPO3bI;

IpOrpamMMbl,  JEMOHCTPUPYIOIIME  HMCIOJb30BAaHUE  HEAECKIApUPOBAHHBIX
BO3MO>KHOCTEH MPOTrpaMMHOTO U IporpaMMHo-anmapaTHoro odecneuenus UCII/H;

IPOrpPaMMBbI-T€HEPATOPbI KOMITBIOTEPHBIX BUPYCOB;

IPOrpaMMBl, JEMOHCTPUPYIOIINE YSI3BUMOCTH CpEICTB 3aIUTHI
uHbOpMaLUUd U Jp.

B cBA3uM C yCIIO)KHEHHMEM M BO3pacTaHWEM pPa3zHOOOpa3us NPOrpaMMHOIrO
o0ecrieueHusl YUCII0 BPEAOHOCHBIX IporpaMM ObICTpO Bo3pacTaeT. CeroHs U3BECTHO
6osee 120 Teicsiu curHaTyp KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem, fajieko He Bce U3
HUX NPEJICTABISIOT PEANbHYIO YIpo3y. Bo MHOTHX Cily4asix yCTpaHEHUE ysI3BUMOCTEN
B CUCTEMHOM WJIM [IPUKJIATHOM [IPOrPaMMHOM OO€CTIEYEHUH MTPUBEIIO K TOMY, YTO PSIL
BPEJOHOCHBIX IPOrpPaMM YK€ HE CHOCOOEH BHEAPUTHCS B HUX. HacTO OCHOBHYIO
OMACHOCTb NPEICTABIISIOT HOBBIE BPETOHOCHBIE IPOTPAMMBI.

5.6. 0611[351 XapaKTEPUCTUKA HETPAAUITUOHHBIX I/IH(l)OpMaIII/IOHHI)IX KaHAJI0B

Hetpanuunonssiii ”HOOPMAIIMOHHBIA KaHAI — 3TO KaHaJll CKPBITHOM mepeaayun
nH(pOpMaMU C MCHOJIb30BAaHUEM TPAJULIHMOHHBIX KAaHAJIOB CBSI3U W CIEUUATIBHBIX
npeoOpa3oBaHuil  mepenaBaeMoil  MH(popMaui, HE  OTHOCAUIMXCA K
KpunTorpaguyeckum.

Jst hopMUpOBaHUS HETPAJAUIIUOHHBIX KaHAJIOB MOTYT UCIOJIb30BATHCS METO/IbL:

KOMITbIOTEPHOU cTeraHorpaduu;

OCHOBAHHbBIE HA MAHUITYJSIUUK pa3nuyHbiX xapaktepuctuk VCII/IH, koTopbie
MOKHO TOJIy4aTh CAaHKIIMOHMPOBAHO (HampuMmep, BPEMEHU OOpabOTKH pa3IudHbIX
3alpocoB, OOBEMOB JOCTYNHOM MaMATH WIM  JOCTYINHBIX [  4YTEHHUs
uaeHTU(GUKATOPOB (alIoB WK TIPOLIECCOB U T.11.).

MeTopl KOMIBIOTEPHOM cTeraHorpaduu npegHa3HaueHbl sl CKpbITHS (aKTa
nepefaun CooOIEeHUs MyTeM BCTPauBaHUSA CKPhIBAEMOM MH(OpPMAIMU BO BHEIIHE
0e300M/IHbIE JaHHbIE (TEKCTOBblE, Tpaduueckue, aynauo- WM BHAEO(DaWIBI) U
BKJIFOYAIOT B C€0sI IBE IPYIIIbI METO/I0B, OCHOBAHHBIX

Ha UCIHOJb30BAaHUU CHELHUAIBHBIX CBOMCTB KOMIIBIOTEPHBIX (HOpPMATOB
XPaHEHHMs U NTepeaadn JaHHBIX;

Ha M30BITOYHOCTH ayAHMO-, BU3YaJbHOM MM TEKCTOBOM HWH(pOpMaluu c
MO3UINH NCUXO0(PHU3UOTOTHIECKUX OCOOCHHOCTEH BOCIIPUITHSI YEIOBEKA.

Knaccudukanus MeTom0B KOMIBIOTEPHOW CcTeraHorpaduu mpuBeIeHA Ha
pucyske 15. Ix cpaBHUTENbHAS XapaKTEpUCTHUKA ITPUBEEHA B TabuLe 4.

HauOounbliiee pa3BuTue U NPUMEHEHHE B HACTOAIIEE BPEMsI HAXOIAT METO/IbI
COKpBITHSI HMH(QOpMAllMM B TrpapUuecKUX CTErOKOHTeHHepax. OTO 0O0YyCIOBIIEHO
CPaBHUTEIHHO OOJIBIIUM 00BEMOM HH(POPMAIIUU, KOTOPHIA MOXKHO Pa3MECTHTh B
TaKUX KOHTeWHepax 0e3 3aMETHOTO UCKaXEHHsI U300paKeHuUs1, HAIMYHEM allpUOPHBIX
CBEJICHUI O pa3Mepax KOHTEWHepa, CYIIECTBOBAaHHMEM B OOJBIIMHCTBE pPealbHBIX
M300paKEHUM TEKCTYpHBIX 00JIacTei, UMEIOIUX IIYMOBYIO CTPYKTYpY M XOpOIIO
HOAXOJAIIMX JJIsl BCTpauBaHUs MHQpOpManuM, MpopabOTaHHOCTBIO METOJOB
nupoBoii 00pabOTKKM H300pakeHU U TUGPOBBIX (POPMATOB MPEACTABICHUS
n300paxeHuil. B HacTosIee BpeMs CyIIecTBYET LBl Psii Kak KOMMEPYECKUX, TaK
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Meronarr CIT

MeTomml,
HCTIOJIb3YIOIIUE
Ay AIMOKOHTEHHEPbI

Ilo cnoco6y‘ COKPBITHSI
‘

MeTonab!
Mero I MeTonab!
TOJIbI
i\ COKPBITHS Ha COKDBITHS B
COKPBITHUS B OCHOBE
¢azoByro
HaMMEHBIITHX LIIyMOIIOA00-
oce/IoBa-
ourax HBIX
TE€IbHOCTh
CHUTHAJIOB

Ilo mpeBeHTUBHOCTH (bOpM)ldeBaHI/ISI KOHTEWNHepa

MeTomml,
HCHOJB3YOIIHE
TEKCTOBbIE KOHTEHHEPbI

ABTOMATHYECKHE
METOABI COKPBITHSI

HOJ'IyaBTOMaTI/IquKI/Ie

MECTOJbI COKPBITHUA

ITo mpuemMy COKPBITHS

1 ITo cnocoly cOKpbITHA

TexHuueckue
METOJIEI
COKPBITHS

JIMHrBHCTUYECKHE
METOJIBI COKPBITUS

MeTO,Z[LI COKPBITHS

MCTOZ[LI COKPBITUSL

Ha OCHOBE Ha OCHOBE
pacnpeneneHus mo po6eIIoB
CIIEKTPY

MeTobl COKPBITHS

MeTobl COKPBITHS
Ha OCHOBE
CHUHTaKCHYECKHUX
0coOeHHOCTEH
TeKCTa

Metonbl COKpBITHS
Ha OCHOBE
HCITOJIb30BaHUS
0coOeHHOCTEH
mpudTa

Metonbl COKpBITHS
Ha OCHOBE
HCIIOJIb30BAHUSA
>KaproHHOTO Kofa

MeTo/1b1, UCIIOJIb3YIOIINE
rpadudeckue
KOHTENHEPHI

Tlo crocoOy cokpsITHS

Ha OCHOBE

HCIIOJIB30BaHUS 3X0-
CHUIrHaJia

MeTOZ[LI COKPBITUS
Ha OCHOBC
CHHOHUMOB

MeTobl COKPBITHS
Ha OCHOBE
HCIIOJIb30BaHUS
KOJla TOKYMEHTOB U
daiiinoB

MeTonb! COKPBITUS
Ha OCHOBE
HCIIOJIE30BAHUS
T€OMETPHUYECKOMN
CUCTEMBI

MeTo1bl COKPBITHS
Ha OCHOBE OIIIMOOK

MeTonabl COKPBITHSL HA OCHOBE
TeHepaluy KBa3UTeKCTa

MeTonb! COKPBITUS
Ha OCHOBE
HCIIOJIE30BAHUS
4yepeqoBaHuUs
JUIMHBI CJIOB

MeTonbl COKPBITHS
Ha OCHOBE
UCTIOIb30BaHUS
MEPBBIX OYKB

TCKCTa

MeToab! MeToab! MeToab!
COKDBITHSI B COKPBITHS Ha HCIIONIb30BaHMS MATPHI]
MPOCTPAaHCTBEHHO- OCHOBe IIPOMEXKYTOYHBIX
BpPEMEHHOU pacnpeneneHus BBIYMCIICHUH ITpoLiecca
obJyract I10 CIIEKTPY coxatus rpagud. nHO.
ITo Ty mMomymnsiun
I[lo mpueMy COKpBITHS] ITo meTony cxxaTus
MeTtoasl MeTonab!
MeTtonsl COKPBITHSL C COKPBITHS,
COKpBITHSA B HCITOJTb30BAHUEM OCHOBaHHBIE HA
HaWUMEHBIINX HenuHelHoH BeMBIIET-
3HAYaAIMX OMTax MOy ALY peoGpa3oBaHmIK
NVCTOMEL CORpEITIIR BCTPanBaeMoro rpaguyecKoi
HA OCHOBG cooOmieHus UHpopMaLHH
MoaupUKATIUHA
HHISKCHOT'O
$opmara MeToms Merons:
IPEICTaBICHUS COKPBITHSI C COKPBITHA,
HCHOJIb30BaHUEM OCHOBAHHBIC Ha
MeTonb! COKphITHS 3HaKOBOM KOCHHYCHOM |
Ha OCHOBE MOy IAHN npeodp a30BaHILM
aBTOKOPPEIISILIMOH- | | | BCTPanBaeMoro rpaduieckoi
o nHdOpMaITUU
HOM QyHKIIMI COOOIIeHNST

Pucynox 15. Knaccuduxkarus MmeTo10B cteranorpaduaeckoro npeodopazoanus nHbopmanmu (CI1N)




Taomuna 4

CpaBHHTENBbHAS XapAKTEPUCTHKA CTETAHOTPAPUIECKUX METOIOB
npeodpazoBaHust HHGOPMAIUU

Creranorpadu-
YecKuii MeTo]

Kparkas xapakTepucruka
MeToaa

HenocraTku

IpeunmymecrBa

Metons COKPBITUS UH

(hopManuu B ayAHOKOHTEHHEpax

Mero1 COKpBITHS B
HaMMEHBIINX
3HaYaINAX OUTax

OCHOBaH Ha 3aIuCch C006H16HI/I$I
B HAMMCHBIIKEC 3HAYAIHUC OUTHI
HWCXOJIHOTO cuTHasIa. B kauecTBe
KOHTeﬁHepa HCIIOJIB3YETCA, KaK
IpaBuiio, HECKATBIN ayJuOCUTrHal

HesbIcokast CKpBITHOCTD Iepefadu
coobmenust. Huskas ycroianBocTsh

K UCKaXXCHUSAM. I/ICHOJ’IB?)yeTCS{ TOJIBKO
JUISL OTIPEACIICHHBIX q)OpMaTOB ayauo-

(aiinos

,HOCTaTO‘{HO BBICOKAas
CMKOCTh KOHTeﬁHepa
(10 25 %)

Merton cokpeITus
Ha OCHOBE
pacrpeneneHus Mo
CIIEKTPY

OCHOBaH Ha I'eHepalyy ICeBIOCITY-
YaifHOTO IIyMa, SBJISIOIIErocs
¢$yHKIIEH BHEOPSIEMOTO
COOOLICHNS, U TOAMEIINBAHUH
MIOJTYYEHHOTO IIyMa K OCHOBHOMY
CHUTHAITy-KOHTEHHEepY B Ka4ecTBe
aJIUTUBHON COCTaBIIAIOLICH.
KommpoBanue noTokoB nH(popMamu
IyTEM pacCesTHUs KOMPOBAHHBIX
JTAHHBIX I10 CIIEKTPY YaCTOT

Huskuit kosddument
HCIOJIb30BaHMsI KOHTEHHEpa.
3HauUTeNbHbIE BEIYHUCIUTETbHbIE
3aTpaTsel

CpaBHUTEIBHO BBICOKAs
CKPBITHOCTH COOOICHHS

Merto1 COKpBITHS
Ha OCHOBE
HCITIOJIL30BaHUS
9X0-CUrHAJIa

OCHOBaH Ha HCI0JIb30BaHHUH B
KauecTBe IIyMONOA00HOTO CUTHANA
CaMoro ayJMOCHTHaJa, 3a/lepKaH-
HOTO Ha Pa3JIUYHbIC HEPUOJIBI
BPEMCHH B 3aBHCHMOCTH OT
BHE/IPSIEMOTO COOOIICHUS
(«103BOHOYHOTO 3Xa»)

Huskuit ko3 punuent
HCTIOIb30BaHMs KOHTEHHepa.
3HauNTENbHbIC BEIYHCIUTEIbHEIC
3aTpaThl

CpaBHI/ITeJ'ILHO BbICOKast
CKPBITHOCTBH COO6IJ.I€HI/I$I

Merto1 COKpBITHS
B (paze curnana

OcHOBaH Ha (haKkTe HEUYBCTBUTEIIb-
HOCTH yXa 4eJIOBeKa K abCOooT-
HOMY 3Ha4eHHIO (pa3bl rapMOHUK.
Aynno-cursan pa3ouBaeTcst Ha
MOCJIEI0BATEIBHOCTh CETMEHTOB,
CO0OIICHNE BCTPANBAETCS IMyTEM
Mou(UKAIIH (a3bl IEPBOTO
cermMeHTa

Maubiit KO3 GHUIUCHT UCIOTb30BaHUS

KOHTeiHepa

O0J1afaeT 3HaYUTEIBHO
0oJiee BBICOKOI
CKPBITHOCTBIO, YeM
MeToabl cokpbitus B H3b

MeTOI[LI COKPBITUA HH(bOpMaL[PIPI B TCKCTOBBIX KOHTeﬁHean

Merton cokphITUS
Ha OCHOBE
npo0eIoB

OcHOBaH Ha BCTaBKe MPOOEIIOB B
KOHIIE CTPOUEK, MOCIIe 3HAKOB
MPETTHHAHKS, MEX/1y CIIOBaMH TIPU
BBIPAaBHHBAHUH JUTHHBI CTPOK

MeTo/Ibl 4yBCTBUTENBHBI K TIEPEHOCY
TEKCTa U3 OAHOTO hopmaTa B Ipyroi.

Bo3moxna norepst cooO1eHus.
Herpicokasi CKPBITHOCTD

JloctaTouHo GosbIas
MPOTYCKHAs CIOCOOHOCTh

Merton cokphITUS
Ha OCHOBE
CHHTAKCHYECKUX
ocoOeHHOCTeH
TEKCTa

OcHOBaH Ha TOM, 4YTO IIpaBuiIa
MYHKTYyaluu OOIYCKaT
HCOJHO3HAYHOCTH IIpHU
PacCTaHOBKE 3HAKOB IMPETIMHAHUSA

OueHb HU3Kast MPOITYyCKHAS
cnocoOHoCTh. CIIOKHOCTD
JICTEKTUPOBAHHUS COOOICHHS

CymecTByer
MOTeHLUAIbHAS
BO3MOXHOCTb 110100paTh
TaKkoW MeToJ, pU
KOTOPOM HOTpeOyIOTCS
BECbMa CIIOXKHBIE
POy PHI IS
PaCKpBITHS COOOIIEHHS

MeTOII COKPBITHUA
Ha OCHOBC
CHUHOHHUMOB

OcHOBaH Ha BCTaBKe HH(OPMAIINT
B TEKCT MPHU OMOLIU YepeJOBaAHNS
CJIOB U3 KaKOH-JINOO0 IpyImbl
CHHOHHMOB

CI10KeH IPUMEHHUTEIIFHO K PYyCCKOMY

SI3BIKY B CBSI3H C OOJBIIMM
pazHooOpa3ueM OTTEHKOB B pa3HbIX
CHUHOHUMaX

OnuH U3 HanboIee
MEePCIIEKTUBHBIX METO/IOB.
Ob6namaet CpaBHUTEIBHO
BBICOKO CKPBITHOCTBIO
COOOIICHUS

MeTton cokpeITHS
Ha OCHOBE
HCIIOJIb30BaHUS
OIIMOOK

OCHOBaH Ha MaCKHPOBKE
MH(POPMALIMOHHBIX OMTOB MOJ
€CTECTBEHHBIE OIINOKH, OTIeYaTKH,
HapyLICHUS IPaBUJI HATIMCAHUS
COYETaHHUH TIACHBIX M COTJIACHBIX,
3aMeHEe KUPHJLUIUIIBI Ha
QHAJIOTUYHBIC 110 BHEIIIHEMY BUJTY
JIaTMHCKHE OYKBBI U JIp.

HeBbicokasi POIyCKHas CIOCOOHOCTb.

BbICTpO BCKpBIBAETCS IPU
CTaTUCTUYECKOM aHaIU3E.

Becpma npoct B
npUMeHeHUH. Beicokas
CKPBITHOCTb IIPU aHAIIU3E
YEIIOBEKOM

MeTton cokpeITHS
Ha OCHOBE
TeHepaLUH
KBa3UTEKCTa

OCHOBaH Ha reHepaluy TEKCTOBOTO
KOHTEIHEpa ¢ UCNOIb30BAHUEM
Habopa MMpaBuI IOCTPOCHHS
npeioxkenuil. Mcnonssyercs
CHMMETpUYHAsT KPUITOTpadHs

Hesricokas NPOITyCKHast CITOCOOHOCTS.
beccMBICIEHHOCTh CO3JaHHOTO TEKCTa

CKpBITHOCTD
OIIpeJIeNAeTCS METOJAMH
mrpoBaHus U, KaK
MPaBHIIO, BECHMA BBICOKA




OxoHuanue Tadauis 4

Creranorpadu-
4YecKHili MeTo]

Kparkasi xapakTepucTuka
MeToaa

HenocraTku

IIpeumyiecTBa

Merton cokpeITUs
Ha OCHOBE
UCHOJIb30BAHUS
ocoOeHHOCTeH
mpudTa

OcHOBaH Ha BCTaBKE MH(POPMALIUH
3a cYeT U3MEHEHHMs THIa WpudTa 1
pa3mepa OyKB, a TaKKe Ha
BO3MO>KHOCTH BCTPAaUBAHHS
nHpopMarmy B 6IO0KH C
HEeHM3BECTHBIMU U1 Opay3epa
uaeHTH(UKaTOpaMu

Jlerko BbIBIISIETCS TIPU
npeoOpa3oBaHUU MacIITada
JOKYMEHTA, IPH CTaTHCTHYECKOM
CTeroaHaimse

Beicokuii ko3¢ duiiieHt
HCIOJIb30BAHUS
KOHTeMHepa

Merton cokpeITUs
Ha OCHOBE
UCIIOTb30BAHHS
KOJa IOKyMEHTa 1
(aiina

OCHOBaH Ha pa3MeIIeHUH
nHpOpMAIIU B
3ape3epBUPOBAHHBIX U
HEHCIIONIb3YEMBIX MOJISIX
NIEPEMEHHON JJTNHBI

Hwuskast CKpBITHOCTE NIPH H3BECTHOM
¢dopmare daiina

IIpoct B npuMeHeHN

Merton cokpeITUs

OCHOBaH Ha U3MCHEHHH 3HAUCHHI

Huskas mpormyckHast CHOCOOHOCTb.

IIpoct B npuMeHeHnn

Ha OCHOBE CJIOB V3ko cnenuanusupoBad. Huzkas

HCTIONB30BAHHS CKPBITHOCTh

JKaproHa

Merton cokpbITUS OCHOBaH Ha IreHepaluy TeKCTa — CnoxxHOCTH (hOPMHUPOBAHUS JlocTaTouHO BBICOKAst

Ha OCHOBE KOHTelHepa ¢ popMupoBaHneM KOHTeHHepa 1 COOOIIeH s CKPBITHOCTb IIPU aHAIIU3e
UCIIOb30BaHHs CJIOB ONPEJIENEHHOM ATNHBI IO 4ET0BEKOM

YepesoBaHHs H3BECTHOMY NPABIITYy KOAUPOBAHHS

JUIUHBI CJIOB

Merton cokpeITUs
Ha OCHOBE
HCTIONB30BAHHSA
TIEPBBIX OYKB

OCHOBaH Ha BHEAPCHUH
c00OUIeHNS B IEpBBIE OYKBHI CIIOB
TEKCTa C MOI00POM CIIOB

CII05KHOCTb COCTaBJICHHSI COOOIIECHHS.
Huskast CKpBITHOCTD COOOMICHHS

Jaet 6onbiryto cBOOOAY
BEIOOpA OTIEpaTopy,
HPHIYMBIBAIOIIEMY
cooO0IIeHue

Mertoabl cokpbIThs HHPOP

MaliH B rpadIecKiX KOHTeHHepax

Mero1 COKpBITHS B
HaUMEHBIINX
3HAYaIIuX OUTax

OcCHOBaH Ha 3aIKCH COOOIEHHUS B
HauMEHbIIUE 3HaYaIIue OUTHI
HCXOJHOTO H300paXKEeHUS

HesbIcokas CKpBITHOCTB Iiepeiaun
coobuieHus. Huskast ycToHYMBOCTD K
HCKKEHHUAM

JlocTaTo4HO BBICOKAs

€MKOCTb KOHTEHHepa
(o 25 %)

Merton cokpeITUs

OCHOBaH Ha peayKIUH (3aMCHE)

[TpumenseTcs NpeuMyIIeCTBEHHO K

CpaBHUTEIBHO BBICOKAS

Ha OCHOBE [BETOBOM MATUTPHI U CKaThIM n300paxkeHusiM. HeBoicokast E€MKOCTh KOHTEHepa
MO (DUKAIHH YIOPSI0YUBAHHUH I[BETOB B CKPBITHOCTH Mepeadn COOOIICHHS

HHIEKCHOT'O MUKCEIISIX ¢ COCETHUMHU HOMEpPaMH

¢dbopmara

MpeCTaBICHHS

Merto1 COKpBITHS OcHOBaH Ha MOKCKE C CHoXXHOCTh PacyeToB VY CTOMYMBOCTE K

Ha OCHOBE MPUMEHEHHEM OOJBIITMHCTBY
HCIIOJIb30BaHUS aBTOKOPPEISIIUOHHON (pyHKINH HEJTUHEHHBIX
ABTOKOPPEIALNOH- | 00NacTeid, comep KaIInX CXOqHbIe npeoOpazoBaHUit

HOW (HYHKIIHH JIaHHbIE KOHTeHHepa

Meton COKpBITHS OCHOBaH Ha MOYJISIIIAA Hwuskas TOUHOCTh ETEKTHPOBAHHS. JlocTaTouHO BBICOKAs
Ha OCHOBE MCEBAOCTYYaliHOTO CUTHAJIa HckaxeHus CKPBITHOCTH COOOIICHHS
HCIIOJIb30BaHUS CHUTHAJIOM, COJICPKAIIAM

HEJTMHEHHON CKpBIBaEMYI0 HH(OpMALIUIO

MOTyJISIIIAN

BCTPauBaEMOTO

coo01IeHus

Merton COKpBITHS OCHOBaH Ha MOJYJIALUI Hwuskas TO9HOCTh EeTEKTHPOBAHMS. JlocTaTouHO BhICOKAs
Ha OCHOBE MICEBIOCTYIafHOTO CHTHAIA Uckaxenus CKPBITHOCTH COOOIIICHHS
HCIIOJIb30BaHUS OHITONIIPHBIM CUTHAIIOM,

3HAKOBOM COJIep KAIINM CKPBIBAEMYIO

MOZIYJIALUN uHpOpMAaIHio

BCTPanBaeMoro

COO0IEHUS

MeTo/1 COKPBITHS OCHOBaH Ha 0COOCHHOCTAX CJ0KHOCTB pacueToB BrIcokast CKpBHITHOCTD
Ha OCHOBE BelBIIET-TIpe0OpazoBaHuUit

BEHUBIIET-

npeobpa3oBaHus

Metoa COKphITHS OcHOBaH Ha 0COOEHHOCTSX CJ0KHOCTh PacueToB BbIcOKast CKPBITHOCTD
Ha OCHOBE JTIUCKPETHOTO KOCHHYCHOTO

HCIIOJIb30BaHUS npeoOpazoBaHus

JTIUCKPETHOTO

KOCHHYCHOTO

peoOpa3oBaHus




U OecIIaTHBIX MPOTPaAaMMHBIX MPOAYKTOB, JOCTYIHBIX OOBIYHOMY IOJIb30BATEIIO,
peaIM3yIONUX HM3BECTHBIE CTEraHorpauyecKue METOJbl COKPBITHS HH(DOPMAIIHH.
[Ipu >TOM MpenMyIIECTBEHHO UCIIOJIb3YIOTCS TpadruecKkre 1 ayano-KOHTEHHEPHI.

B HeTpamuumoHHBIX HMH(DOPMAIMOHHBIX  KaHalaX, OCHOBAHHBIX Ha
MaHUMNYJSIUU Pa3auyHbIX XapaktepucTuk pecypcoB UMCII[IH, ucnonb3yroTcs ais
nepegayu JaHHBIX HEKOTOpbIE paszeiisieMble pecypebl. Ilpu »TomM B KaHamax,
UCIIOJIB3YIOIINX BpPEMEHHBIE XapAKTEPUCTHKH, OCYLIECTBISETCS MOAYJISALUUA I10
BPEMEHH 3aHATOCTU Ppa3ACIIEMOro pecypca (Hampumep, MOAYJIUpys Bpems
3aHSTOCTHU MPOLIECCOPA, MPUIIOKEHUSI MOTYT OOMEHHUBATHCS TAHHBIMMU).

B kaHanmax mamsaTH pecypc UCHOJBb3yeTCsl Kak MPOMEXKYTOUHBINH Oydep
(HampuMep, TPWIOKEHUS] MOTYT OOMEHUBATHCS JAHHBIMU IMyTEM IMOMEIICHHUS UX B
MMEHa CO3/laBaeMbIX (paiijioB W aupekTopwii). B kanamax 0a3 JaHHBIX W 3HAHUU
MCIIOJIb3YIOT 3aBUCHMOCTH MEXKy JaHHBIMU, BO3HUKAIOUIMMU B PEJISIIMOHHBIX 0a3ax
JAHHBIX W 3HAHUM.

Herpaauimonnsie nHGOPMAIIMOHHBIE KaHAJIbl MOTYT ObITH C(OOPMHUPOBAHBI HA
paznuyHbIX YpoBH:AX (pyHKuHoHUpoBaHus UCII/IH:

HAa alrapaTHOM YpOBHE;

Ha YPOBHE MUKPOKOJIOB U IPAaBEPOB YCTPOMCTB;

Ha YPOBHE ONEPALMOHHON CUCTEMBI;

Ha YpOBHE NPUKJIAJHOIO IPOrPaMMHOT0 00eCTIeUeHUS;

Ha ypoBHE ()YHKIIMOHUPOBAHUS KaHAJIOB MEepelau TaHHbIX U JJUHUHN CBA3H.

OTH KaHalmbl MOTYT HCIOJB30BAThCS KAaK JJs  CKPBITOM Iepeadu
CKOMMpOBaHHOW wuWHMOpPMAIMU, TaK W I8 CKPBITHOW TMepenadyd KOMaH]
HA BBINIOJIHEHUE JIECTPYKTUBHBIX JECUCTBUMN, 3aITyCKa MPUIJIOKEHUH U T.II.

Jist  peaniMzanuu KaHAJIOB, KakK IMpaBWJO, HEOOXOIMMO BHEAPUTH B
aBTOMATH3UPOBAHHYID CHUCTEMY [MPOrPAMMHYI0O WA MPOrPAMMHO-ANNapaTHYIO
3aKJIaJIKy, 00eCTIeYnBaIOLIyI0 (POPMUPOBAHUE HETPAAUIIMOHHOTO KaHaIa.

Herpaaummonnsiit nHGOPMAIIMOHHBINA KaHAl MOXKET CYIIECTBOBATh B CUCTEME
HEIPEPHIBHO WJIM aKTUBU3UPOBATHCS OJJHOPA30BO WM IO 3aJaHHBIM ycloBUsAM. [Ipu
ATOM BO3MOKHO CYIIECTBOBaHUE 00paTHOM cBsizu ¢ cyonekTom HC/I.

5.7. O01mas XapaKTepUCTHKA Pe3yJIbTATOB HECAHKLIMOHUPOBAHHOIO
WIH CJIYYaHHOI0 J0CTyNa

Peanuzauus yrpo3 HCJl k uHpopManum MOXET MPUBOAUTH K CIEAYIOIIUM
BHJIaM HapyIIeHUs ee OE30MaCHOCTH:

HapylmIeHUI0  KOH(UICHIIMAIHHOCTH (komupoBaHue, HEMPAaBOMEPHOE
pacnpocTpaHeHue);

HapYILIEHUIO LIEJIOCTHOCTH (YHUUTOXEHUE, U3MEHEHHUE);

HapYLICHUIO TOCTYITHOCTHU (OJIOKUpOBaHUE).

Hapymenne koH(QHUIEHIUATBHOCTH MOXET OBITh OCYIIECTBJIEHO B Cllydae
yTeuKu uHMOpMaInu:

KOIUPOBAHUS €€ Ha OTUY>K/1aeMble HOCUTENU HH(POpMAIIH;

nepenayu ee 1o KaHajiaM Mepeadyu TaHHbIX;

OpU OPOCMOTPE WIM KONMPOBAHUU €€ B XOAE€ PEMOHTa, MOAU(pUKALUN
U YTWIM3ALUK IPOTPaMMHO-aNapaTHbIX CPEACTB;



npu «cOOpKe Mycopay» HapyuuTeneM B npoiecce skciuryatanun MCIIIH.

Hapymenne nenoctHocTr HHPOPMAIMH OCYIIECTBIISIETCS 32 CYET BO3ACUCTBUS
(Moau$uKanum) Ha MIPOrPaMMBbI U IAHHBIE MT0JIb30BATENS, @ TAK)KE TEXHOJIOTMUECKYIO
(cuctemHyr0) HHGOPMAIIHIO, BKITFOYAIOIIIYIO:

MHKPONPOrpaMMBbl, JTaHHbBIE W JpaWBepa YCTPOMCTB  BBIYMCIUTEIBHON
CUCTEMBI;

MporpamMMbl, JJaHHBIE W JpaiiBepa YCTPOMCTB, OOECHNEUYMBAIOIINUX 3arpy3Ky
OIIEPallHOHHOMN CUCTEMBI;

OporpaMMbl U JaHHbIE (JECKPUNTOPHI, OMMCATEIH, CTPYKTYphl, TaOIMIIbI
U T.[1.) OIIEPAllMOHHOMN CHCTEMBI;

IpOrpaMMBbl U JaHHBIE NIPUKIIAJHOTO IPOrPAMMHOI0 00ECIICUEHNUS;

IPOrpaMMBbl U JaHHBIE CIIELIUAIBLHOTO IPOrPAaMMHOT0 O0ECIICUEHNUS;

IPOMEXYTOUHBIE (ONEpAaTUBHbIE) 3HAUECHUS MPOTrpamMM U JaHHBIX B IpOLECce
X 00paboTKHU (YTEHUS/3aIUCH, ITpUEMa/TIepeIaun) CpeICTBAMU U YCTPOHUCTBAMHU
BBIYMCIINTEIIbHON TEXHUKHU.

Hapymenne nenoctHoct uHpopmamuu B HCII[H MoxeT Takxke OBITh
BBI3BAHO BHEJPEHHEM B HEE BPEAOHOCHOW NPOrpamMmbl MPOrpaMMHO-AIapaTHOU
3aKJIa/IKU WM BO3/IEMCTBUEM HA CUCTEMY 3AIUTHI HHPOPMALIMK UITU €€ JJIEMEHTHI.

Kpome »storo, B UCII/IH BO3MOXHO BO3ACUCTBHE HA TEXHOJIOTHYECKYIO
ceTeByl0 HH(pOpMalMIO, KOTOpas MOXKET oOecreunBaTh (YHKIIMOHUPOBAHUE
Pa3IMYHBIX CPEICTB YIPABJICHUS BBIUUCIUTEIBHON CETHIO:

KOH(UTypaluen ceTy;

aJpecaMy U MapUIpyTU3alMen repeadyn JaHHbIX B CETH;

(YHKIIMOHAJIBHBIM KOHTPOJIEM CETH;

0e301acHOCThIO0 HH(POPMALIMH B CETH.

Hapymenne  goctynHoctd  uHpopmauuu  oOecrieuMBaeTcs — IMyTEM
dbopmupoBanus (MOAM(PUKAIMKM) HUCXOAHBIX JAHHBIX, KOTOpbIE Tpu 00paboOTKe
BBI3bIBAIOT HEMpaBWIbHOE (YHKIIMOHWPOBAHME, OTKa3bl ammaparypbl WM 3aXBar
(3arpy3Ky) BBIUYMCIHUTEIBHBIX PECYPCOB CHUCTEMBI, KOTOpPbIE HEOOXOAUMBI IS
BBITIOJTHEHUSI IPOTrpaMM U pabOThI anmapaTyphl.

VkazaHHble JEHUCTBHUS MOTYT TPUBECTH K HApYyLIEHUIO WIH OTKazy
(YHKLIMOHUPOBAHUS PAKTUYECKHU JTHO0BIX TexHuueckux cpeacTs UCII/H:

cpencTB 00paboTKu MHpOpMaUy;

CpEACTB BBOJ1a/BbIBOAA MH(OPMALINH;

CpelCTB XpaHeHUs! HHGOpMALIHH;

anmnapaTyphbl U KaHaJIOB MIepeIayn;

CPEICTB 3alIUThI UH(POPMALIHH.



6. TunoBble MoJeJ M yrpo3 0e30MACHOCTH NEPCOHAJIBHBIX JAaHHBIX,
o0pabaTbiBaeMbIX B HH(POPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX TAHHBIX

B 3aBucumoctu ot ueneit u conmepxkanusi odpabotku I1[ln omeparop mMoxer
ocymectBIsATh 00padotky [1In B UCII/IH pa3auuHbIX THIOB.

[Io crpyktype  UH(POPMALIMOHHBIE  CUCTEMBl  MOAPA3IACISAIOTCS  Ha
aBTOMATU3UPOBAaHHbIC pabO4YMe MeCTa, JIOKaJIbHbIE HMH(POPMAIIMOHHBIE CHUCTEMBI U
pacnpeneneHHbIe HHPOPMAITMOHHBIC CHCTEMBI.

[lo HanuMyui0 MOJAKIIOYEHUN K CETSAM CBSI3UM OOILEro MOJIb30BaHUS U (WJIM)
CeTSIM MEXIYHApPOJHOTO HMH(POPMALMOHHOTO OOMEHa HMH(POPMAIMOHHBIE CHUCTEMBI
MOAPA3AEIAIOTCS HAa CUCTEMBI, UMEIOIIME MOAKIIOUEHHS, U CUCTEMbI, HE UMEIOIINE
MOAKJTFOYEHUH.

[To pexxumy 0OpabOTKH MEPCOHANBHBIX JAHHBIX B MH(GOPMAIIMOHHON CHUCTEME
MH(QOPMAIIMOHHBIE CHUCTEMBI TMOJAPA3ACISIOTCS Ha  OJHOINOJIB30BATEIbCKUE U
MHOT'OMOJIb30BaTEIbCKUE.

[To pazrpannyeHuIo mpaB JOCTyMa MoJib3oBaTesied HHGOPMAIMOHHBIE CUCTEMBI
MOAPA3JACIAIOTCS HAa CHUCTEMbI 0O€3 pa3rpaHMuYCHHs] TPaB JOCTyNa U CHUCTEMBI C
pa3rpaHUYCHHUEM IPaB AOCTYIIA.

NudopmarimoHHble CUCTEMbl B 3aBUCUMOCTH OT MECTOHAXOXIEHUSI UX
TEXHUYECKUX CPEACTB MOJPA3ACISIOTCS HAa CHCTEMBI, BCE TEXHUYECKHE CPEACTBA
KOTOPBIX HaxonasTcs B npeaenax Poccuiickoit denepanuu, 1 CUCTEMBI, TEXHUYECKHE
CpeICTBa KOTOPBIX YACTHUYHO WJIM LEJIUKOM HaxXOIATCA 3a npenenamu Poccuiickoun
denepanum.

B 3aBHCHMMOCTM OT TEXHOJOTH, COCTaBa M XapaKTEPUCTUK TEXHUYECKUX
cpeacts UCII[IH, a Takxke omnacHoctu peanuzauud YDBIIJIH u HacTymieHus
MOCJEACTBUM B pE3yJIbTaTE€ HECAHKIMOHMPOBAHHOTO WIIM CIIyYalHOro JOCTYyIa
MOXHO BbiAenuT cienytomue Tunsl UCIT/IH:

aBTOMATH3UPOBaHHBIC pabOUYMe MeCTa, HE MMEIOIIUE MOJKIIOYEHUE K CETAM
CBA3U OOIIEro MOJb30BaHMUS U (MJIM) CETSIM MEXIyHapOJHOTr0 MH(MOPMALMOHHOTO
oOMeHa;

aBTOMATU3UPOBAaHHBIC paboOYre MECTa, UMEIOLIUE MOJKIIOYCHUE K CETSIM CBSI3U
0O0II1ero MoJIb30BaHUS U (UJTH) CETSIM MEXIYHAPOIHOTO HH(POPMAIIMOHHOTO 0OMEHa;

nokanbaeie MCII[IH, HE HMEIONME MOAKIIOYCHHE K CETSIM CBS3H OOIIETo
MOJIb30BAHUS U (MJIN) CETSIM MEXIYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHA;

nokanbHeie MCIIJIH, uMeromme MOAKIIOYEHHE K CETSIM CBSI3H  OOIIETo
MOJIB30BAHUS U (WJIM) CETSIM MEXITYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHA;

pactpenenenubie UCII/{H, He uMeroIye MOoAKIIOUEHUE K CETSAM CBA3U OOIIETro
MOJIb30BaHUS U (MJIM) CETSIM MEXAYHAPOIHOTO HH(DOPMAITMOHHOTO 0OMEHA;

pacnpenenenusie CIIJIH, nMeromnye NMOAKIIOYEHHE K CETSIM CBSI3M OOIIEro
MOJIb30BAHUS U (WJIM) CETSM MEXIYHAPOHOTO HH(DOPMAITMOHHOTO OOMEHa.

[TpumennTenbHo K 0OCHOBHBIM ThNaM MCIIIH coCTaBISItOTCS TUMOBBIE MOJIECIIH
yrpo3 Oe3onacHoctu [IJIH, xapakTepu3ylollde HACTYIUICHHE Pa3IUYHBIX BHUOB
MOCJEACTBUN B pe3yJIbTaT€ HECAHKIMOHUPOBAHHOTO WJIM CIY4ailHOTO J0CTyNa H
peasm3auuu Y BII/{H.

Yactasle Momenu yrpo3 Oe3zomnacHocTd [IJIH mpuMEeHUTENPHO K KOHKPETHBIM
NCIIH coctaBisitoTcs onepaTropamu, 3akazuukamu u paspadorunkamu MCIIIH Ha
ATanax Mx co3JaHus U (WJIN) HKCILTyaTaliH.



6.1. TunoBasi Mmoesb Yrpo3 0€30MaCHOCTH MEePCOHAIbHBIX JAHHBIX,
o0padaTbiBaeMbIX B ABTOMATH3UPOBAHHBIX Pa004YUX MeCTaXx,
He MMEKIINX MOAKIIYEHHUS K CeTAM CBSA3U 0011ero mojib30BaHus
U (MJIM) ceTSIM MeKIYHAPOAHOT0 HHGOPMAIIMOHHOI0 00MeHAa

[Ipu o6padotke [1/IH Ha aBTOMaTU3UPOBAaHHOM pabodyeM MecTe, HE UMEIOIIEM
MNOJKIIIOUEHUSI K CETSAM CBS3M OOIIEr0o TONB30BaHUS U (WJIM)  CeTsIM
MEXAYHApOJHOTO  MH(OpMAnMOHHOTO OOMEHa, BO3MOXHA peanuzanus
caenyromux Y bITJIH:

yrpo3 yTeuku MHPOPMaIIUU M0 TEXHUYECKUM KaHalam;

yrpo3 HC/ x I1/T1, o6pabaThiBaeMbIM B aBTOMAaTU3UPOBAHHOM pab0OyeM MECTe.

YTrpo3sl yTeuku nHOOPMALIUY IO TEXHUYECKUM KaHajaM BKJIIOYAIOT B ceOsi:

yIpo3bl YTEUKU aKyCTHUECKOH (peueBoil) HHpOopMaIny;

YIPO3bl YT€UKH BHJI0BON HH(POPMALINH;

yrpo3bl yTeuku nHdopmaiuu no kanary [IDMUH.

Bo3HuKHOBEHHE yIrpo3 YTEUKM aKyCTH4YecKou (pedyeBoi) wuHboOpManuu,
coAepKallecsi HEMOCPEACTBEHHO B IMPOM3HOCMMOM peun mnodb3oBarens MCIIIH,
BO3MOXHO Mpu HaimuueM GyHkiui rojocoBoro Beojaa [1J1n 8 UCIIIH unu GyHkmii
BocnpousBeaeHus [1/In akyctuueckumu cpeactsamu MCITJIH.

Peanuzanus yrpo3bl yTeukd BUIOBOM HMH(POpPMAIMM BO3MOXXHA 3a CUET
MIPOCMOTpa UHPOPMALIMKA C MOMOIIBI0 ONTHYECKUX (ONTHUKOAIEKTPOHHBIX) CPEICTB
C JKpaHOB JUCIUIEEB M JIPYIMX CPEICTB OTOOpPaKEHUS CPENCTB BBIYUCIUTEIBHOM
TEXHUKHU, MHHOPMAIIMOHHO-BBIYUCIUTEIBHBIX KOMIUIEKCOB, TEXHUYECKUX CPEJCTBA
00paboTKK rpaduyecko, BUAEO- U OYKBEHHO-LM(PPOBOW MH(MOpPMALUU, BXOIALIUX
B coctaB MCIT/H.

Yrpo3sl yreuku undopmanuu no kaHainy [IDMUH Bo3MOkHBI U3-3a HATUYUS
ANIEKTPOMATHUTHBIX M3Iy4YEeHUH, B OCHOBHOM, MOHHUTOpPAa M CHCTEMHOro OJIOKa
KoMITbtoTEpa. OCHOBHYIO OIACHOCTH IPENCTABIIIOT YIpO3bl YTEUKH W3-332 HAJIMYUS
AIEKTPOMArHUTHBIX U3JTy4EHUH MOHUTOPA.

Yrpo3el HCJI B aBToHOMHOM APM cCBf3aHBl C NEUCTBUSIMU HapYIIUTENEH,
nveromux nocryn k WMCII/IH, Bkmrowas nons3oBarenert MCIIH, peanusyrommx
yrpo3sl HenocpenctBeHHO B MCIIIH. Kpome 3toro, mcrounukamu yrpo3 HCJI
K uHpopmanuu B APM wMorytr ObITh ammapaTHbI€ 3aKIaJKH M OTYYKJAaeMbIe
HOCHUTEIN BPEIOHOCHBIX MPOTPAMM.

B UCII[Jn na 6a3e aBToHOMHOTO APM BO3MOXHBI BCE BBl YS3BUMOCTEH
NCIIIH, 32 UCKIIOYEHUEM YSI3BUMOCTEH, CBSI3aHHBIX C peaau3alieil MPOTOKOJIOB
CETEBOr0 B3aUMOJEHCTBUS W KaHaloB nepenayn JgaHHbix. B takux WCIJH
BO3MOKHBI:

YIPO3bl, pEAIN3yEMBbIE B XOJAE 3arpy3Kd  OINEPALMOHHOW  CHCTEMBI
¥ HamnpaBJICHHBIC HA TMEpexBaT MNapojiell Win UACHTHU(PUKATOPOB, MOIUGMUKAIIIO
0a3zoBoii cucteMbl BBoja/BbiBoga (BIOS), mepexBat yrnpasieHus 3arpy3Koii;

yIPO3bl, peAJIU3yeMble  II0CI€  3arpy3kd  OIEPAlMOHHOM  CUCTEMBI
u HallpaBJICHHbIE  HA BBIIIOJIHEHUE  HECAHKUMOHUPOBAHHOIO  JIOCTyna
C TNpUMEHEHUEM  CTaHAAPTHBIX  (QyHKIMA  (YHUYTOKEHHE, KOIHUPOBAHUE,
nepemenienue, GopmMaTUpoBaHue HocuTeled WHGOPMAIMU U T.I.) ONEpalMOHHOU



CUCTEMbl HWJM KaKOW-TMOO NPHUKIAJAHOW TPOrpaMmbl  (HampuMep, CHUCTEMBI
yhnpaBiieHus 0a3aMu  JIJaHHBIX), C TPUMEHEHUEM CHEIHUAIbHO  CO3JaHHBIX
st BemonHenus HCJ[ mporpamm  (mmporpamMm  mpocMoTpa ¥ MOAM(UKAIAH
peecTpa, MoMcKa TEKCTOB B TEKCTOBBIX (haiyiax U T.I1.);

yIpO3bl BHEJPEHUS BPEAOHOCHBIX MPOrPAMM.

6.2. TunoBasi Mmojes b Yrpo3 0e301MaCHOCTH NMEePCOHAIbHBIX JAHHBIX,
oOpadaTpiBaeMbIX B ABTOMATH3MPOBAHHBIX Pa00YuX MecTax,
HMEKIIHX MOAKIIYeHNe K CeTSAM CBSI3U 00111€ro noJib30BaHUsA

U (MJIM) CeTSIM MeKIYHAPOAHOT0 HHPOPMAIIMOHHOI0 00OMeHa

[Ipu obpabotke [1/lH Ha aBTOMAaTU3MPOBAHHOM paboueM MecTe, UMEIOIIEM
MOAKIIOYEHUS K CETAM CBS3M OOILEro MOJIb30BaHUS U (UJIM) CETAM MEXIYHAPOIHOTO
nH(}OpMAIMOHHOTO 0OMEHa, BO3MOKHA peanu3anus cineayrommx Y bITJ[H:

yrpo3bl yTEUKH WH(OPMAITUH 10 TEXHUYECKUM KaHaJlaM;

yrpo3sl  HCHA k II/IH, oOpabGaTbiBaeMbIM  Ha  aBTOMAaTU3MPOBAHHOM
paboueM MmecTe.

VYTpo3bl yTeuku HHPOpMaLUU MO TEXHUYECKUM KaHajdaM BKJIOYAIOT B ce0s:

yrpo3bl YTEUKU aKyCTUUYECKOH (peueBoit) nHbopMaIuy;

yYIpO3bl YTEYKU BUAOBOU MHGOpMAIIUY;

yrpo3bl yTeuku nHdopmaruu no kanary [IDMUH.

BosnuknoBenue VYBIIJlH B paccmarpuBaeMbix HCII[IH 10 TeXHUYECKUM
KaHaJIaM XapaKTepu3yeTcs TEeMH K€ YCIOBUSIMU U (pakTopamu, 4YTO H A
aBTOMATU3MPOBAHHOTO paboyero Mecra, HE HMEIOIIEr0 MOAKIIOYEHUS K CETSIM
0O0II1ero MoJIb30BaHUS U (WJIK) CETSIM MEXKIYHAPOIHOTO HH(MOPMAIIMOHHOTO OOMEHa.

Yrposet HC/] B UCII/IH cBsi3aHbl ¢ AEHUCTBUSAMH HApYUIUTENIEH, UMEIOIINX
noctyn k WCIIIH, Bxmrouas mnonws3oBateneit MCIIH, peanusyrommx yrposbl
HenocpenctseHHo B MCII/IH, a Taxke HapylmIuTenel, HE HMMEIOIUX JOCTyIa K
NCIIH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEH CBS3U OOIIEro MOJb30BaHUS U
(nnn) ceTelt MeXTYHAPOIHOTO MH(DOPMAITMOHHOTO OOMEHA.

Yrpo3st HC/I B UCII/IH, cBs3aHHBIE C ACHUCTBUSMHU HAPYLIUTENIEH, UMEIOIINX
noctyn k MCII/IH, aHanoru4Hbl T€M, KOTOpPbIE HMEIOT MECTO JJIsi OTACIBLHOIO
APM, He NOAKIIOYEHHOTO K CEeTAM CBS3U OOIIEro TOJIb30BaHUS. YTPO3bI
W3 BHEITHUX CETEeH BKIIOUYAIOT B CeOs:

yIpo3bl «AHaiM3a ceTeBOro Tpadukay ¢ TMEepexXBaTOM IepenaBacMoOr BO
BHEIIIHUE CETH U MPUHUMAEMOM U3 BHEITHUX ceTel nHpopMaiuuy;

yIpO3bl CKAaHUPOBAHMS, HAIPABIICHHBIC HAa BBISBICHUE THUIIA OINEPALMOHHON
cucteMbl APM, OTKpBITBIX TOPTOB U CIIY>KO, OTKPBITBIX COEAMHEHUH U JIp.;

YIPO3bI BBISIBIECHUS APOJIEH;

yrpo3bl nonyudenuss HCJl myteM nmoaMeHsl JOBEPEHHOTO 0ObEKTa;

yrpo3bl Thna «OTKa3 B 00CIy>KUBaHUNY;

YIPO3bI YIAIEHHOTO 3aITyCKa IIPWIOKEHNN;

YIPO3bl BHEAPEHHUS 0 CETH BPEIOHOCHBIX MPOTPAMM.



6.3. TunoBasi Mmoesb yrpo3 6€30NacHOCTH NMEePCOHATbHBIX JAHHBIX,
o0pabaTbiBaeMbIX B JIOKAJbHBIX MHGPOPMAIMOHHBIX CHCTEMAX
MEePCOHAIBHBIX IAHHBIX, HE UMEIOIIUX NMOAKIIYEHUS K CeTAM CBS3H 00111€ero
M0JIb30BAHMS U (MJIH) CETAM MEKIYHAPOIHOT0 MH(POPMALMOHHOTO 00MeHa

IIpu obpabotke I1/[a B mokambubix WCIIJIH, HE wMeronMe MOAKIIOYCHUS
K CeTAM CBSi3M OOINEro TMOJb30BaHUS U (KMJIM) CETSIM  MEXIYHapOHOTO
nH(pOopMaIIMOHHOTO OOMEHa, BO3MOKHA peanu3arus ciaeayronmx Y BbI1JIH:

YIPO3bI YTeUKH WH(POPMAITUU TT0 TEXHUIECKUM KaHaJIaM;

yrpossl HCJ x IIJIH, oOpabaTbiBaeMbIM  Ha  aBTOMAaTU3HPOBAHHOM
paboueM MecTe.

YTpo3bl yTeukn HHPOPMAIIUN 10 TEXHUYECKUM KaHajlaM BKITIOUYAIOT B ceOs:

yrpo3bl YTEUKU aKyCTUUYECKOH (peueBoit) nHbopMaIuy;

yrpo3bl YTEUKU BUJIOBOI HH(POPMAIINH;

yrpo3bl yTeuku nHdopmaiuu no kanary [IDMUH.

BosnuknoBenue VYBIIJlH B paccmarpuBaembix HCII/IH 1mo TeXxHHUYECKUM
KaHajaM XapaKTepU3yeTCsl TEMU e YCIOBUAMH U (PaKTOpaMU, UTO U JJIS JIOKATBHBIX
NCII/IH, He UMEIOIMUX MOJKIIOYEHHUSI K CETAM CBS3U OOIIETO MOJIb30BaHUs U (WUJIN)
CEeTSAM MEXAYHapOJIHOTI0 MH()OPMAIIMOHHOTO OOMEHa.

Yrposer HCJI B nokaneHbix MCII/IH CBA3aHBI ¢ OEWCTBUSMH HApyILUIUTEIEH,
nMeromux noctyn k WMCII/IH, Brmrowas nons3oBarener MCIIH, peanusyrommx
yrpo3sl HenocpeactBeHHO B UCII/IH.

Yrpo3et HCJI B UCII/IH, cBsi3aHHBIE C AEUCTBUSIMU HAPYIIUTENIECH, HMEIOIINX
noctyn k MCII/IH, aHanoru4Hbl T€M, KOTOpPbIE HMEIOT MECTO JJIsi OTACIBLHOIO
APM, He TOAKIIOYEHHOTO K CETSAM CBS3HM OOIIEro moJib3oBaHusa. Kpome toro, B
takoil UCII/IH MOTyT UMETh MECTO:

yIpo3bl «AHaNIM3a CETeBOro Tpapuka» ¢ MEPEexXBaTOM IepeaBaeMoOM MO CEeTH
uH(popmanuu;

YIPO3bI BBISIBICHUS apOJIEH;

YIPO3bl YIAJIEHHOTO 3aITyCKa MPUJIOAKEHUM;

YIpO3bl BHEAPEHUS 110 CETU BPEJOHOCHBIX TPOTPaAMM.

6.4. TunoBasi MojieJib YIpo3 0€30NMaCHOCTH MEPCOHATbHBIX JAHHBIX
o0padaTbiBaeMbIX B JIOKAJIbHBIX HHGOPMAIMOHHBIX CHCTEMAX
NMEPCOHAJILHBIX JTAHHBIX, HMEIIIUX MOAKJIIOYEeHHE K CETAM CBA3M 00111ero
MOJIb30BAHNS U (MJIM) CETAM MEKIYHAPOAHOTr0 MHGPOPMALMOHHOI0 00MeHa

[Tpu o6pabotke I1/1H B nokanbabix UCII[IH, UMEONIMX MOAKIIOYEHUE K CETSIM
CBSI3U OOIIETr0 MOJIb30BaHUS U (WMJIM) CETSIM MEXIyHapOJIHOTO0 HWH(POPMAIMOHHOTO
oOMeHa, BO3MOKHA peanu3aius cienytomux Y bIT/x:

yrpo3bl yTEUKU UH(OPMAIIUHU 10 TEXHUYECKUM KaHaJlaM;

yrpo3sl HCJI k II/IH, oOpabaTbiBaeMbIM  Ha  aBTOMAaTU3MPOBAHHOM
paboueMm MecTe.

Yrpo3sl yTeuku nHOOPMALIUY IO TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ceOsi:

YIpO3bl yTEUKH aKyCTHUECKOH (peueBoii) nHpopMaluy;

yrpo3bl YT€UKH BUAOBOM MHPOpPMAINH;

yrpo3sl yTeuku nHpopMaiuu no kanany [IDMUH.



Bo3nukHoBenne YBII[IH B paccmarpuBaembix HCII[IH 1o TeXHUYECKUM
KaHajlaM XapaKTepHu3yeTcs TEeMU K€ YCIOBUSMHU U (akTopamu, UYTO H JJs
npeapiaymux Tunos MCITH.

VYrpo3er HCJI cBsi3aHbl ¢ ACUCTBUSIMU HApYyLIUTENEH, MMEIOIIUX TOCTYN K
NCIIH, Bktouas — nosb3oBatene  UMCIIIH,  peanmsyrommx YIPO3bI
HenocpeAacTBeHHO B MCII/JIH, a Takke HapymuTened, HE MMEKIIMX J0CTyna K
NCIIH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEW CBSI3M OONIEro MOJIb30BAHUS U
(mm) ceTeil MexyHapOIHOr0 UH(POPMAITMOHHOTO OOMEHa.

VYrpo3sl HCJl, cBs3aHHBIE C ACUCTBUSAMU HAPYIIUTENEH, MMEIOIIHMX JIOCTYII
k WCII/IH, BKItoyaoT B ce0sl yrpo3bl, aHAJOTMYHBIE TE€M, KOTOpPbHIC PEau3yrOTCs
B otnenbHoM APM, He wuMeronieM TMOJKIIOUYEHHUS K CETsIM CBSI3M  OOIIEro
MOJIb30BAHUSL.

VYTpo3bl U3 BHEUTHUX CETEN BKIIIOYAIOT B CEOs:

yrpo3bl «AHaiM3a ceTeBOro Tpadukay ¢ TIEepexBaToM IepelIaBacMoil BO
BHEIIIHUE CETH U MPUHUMAEMOU U3 BHEITHUX ceTel nHpopManuuy;

YIPO3bl CKaHMPOBAHMS, HAIIPABICHHBIE HAa BBISBICHUE THUIIA OINEPALMOHHOU
cuctembl UCITJIH, ceTeBbIX apecoB pabOuMX CTAHIUM, OTKPBHITHIX TOPTOB U CIIYXkO,
OTKPBITBIX COEJUHEHUH U JIP.;

YIPO3bI BBISIBJIICHUSI APOJIEH;

yrpo3bl noayuenuss HCJI myreM noameHsl JOBEPEHHOTO O0BEKTA;

yrpo3bl Thna «OTKa3 B 00CIy>KUBAaHUNY;

YIPO3bl YIAJIEHHOT'O 3aI1yCKa ITPUIIOKEHUM;

YIPO3bI BHEAPEHMUS [0 CETU BPEIOHOCHBIX IIPOIPAMM.

6.5. TunoBast Mmoae/Ib Yrpo3 6e30MaCHOCTH MEPCOHAIBHBIX JaAHHBIX,
o0padaTrbiBaeMbIX B pacnpeaeJeHHbIX HH(POPMAMOHHBIX CHCTEMAaX
MEePCOHAIBHBIX TAHHBIX, HE MMEKIINX MOJAKIKYECHUS K CeTAM CBA3H 0011ero
M0JIb30BAHMS U (WJIH) CETAM MEKIYHAPOIHOIr0 HH(OPMALIMOHHOT0 00MeHa

ITpu o6padotke I1JIn B pactpeaenennbix UCII/H, nMeromux noaKIOYEeHUE K
CeTSIM CBSI3M  OOWIEro  MOJb30BaHMS W (WJIM) CETAM  MEXIyHapOJIHOTO
nH(}OpMAIMOHHOTO 0OMEHa, BO3MOKHA peanu3anus cneayrommx Y bITJ(H:

yIPO3bl YTEUKU UHPOPMAITUHU TT0 TEXHUYECKUM KaHaJlaM;

yrpo3bi  HCJI x II/In, oOpabGarbiBaeMbIM  Ha  aBTOMATHU3MPOBAHHOM
paboueM MmecTe.

VYTpo3sl yreukn nHPOPMAIIUU 10 TEXHUYECKUM KaHajlaM BKIIFOYaOT B CeOs:

yrpo3bl YTEUKU aKyCTUYECKOH (peueBoi) nHpOpMaInH;

yIPpO3bl YTEUKH BUIOBOU UH(POpMAITUY;

yrpo3bl yTeuku nHpopmainuu no kanary [IDMUH.

BosnuknoBenue VYBIIJ[H B paccmarpuBaeMbix HCII[IH 10 TeXHUYECKUM
KaHaJlaM XapaKTepU3yeTcs TEMH KE€ YCIOBUSIMH U (pakTopamu, 4YTO U JJIs
npeapiayumx tTunoB UCIIH.

VYrpo3sr HCJ cBs3aHbl € JEUCTBUAMHM HapYLIUTENICH, HMEIOIMMNX JOCTYI
k HCIIdua, Brmouas nons3oBareneit  HCIIJIH, peanusyrommx  yrpo3ssl
HenocpeactsenHo B UCIT/H.



[Ipu 5TOM MOTYT OBITH YIpO3bl, AHAJIOTUYHBIE TE€M, KOTOPHIE UMEIOT MECTO
B oTnenbHOM APM, He IOIKIIOUEHHOM K CETSIM OOIIETro ITOJIb30BAHMS, a TaKKe
yIpO3bl, pEATU3yEeMbI€ BHYTPU PACHPEACICHHOW CE€TH C  MCIOJIb30BAHUEM
MIPOTOKOJIOB MEXCETEBOTO B3aUMOJICUCTBHS, B TOM UHCIIEC:

yIpo3bl «AHanau3a ceTeBoro Tpaduka» ¢ mepexBaToM IMepeaaBaeMoi Mo CeTH
uHopMamy;

YIpO3bl CKAHUPOBAHMS, HAIIPABJICHHBIC HA BBISIBJIECHUE OTKPBITBIX IOPTOB
U CTY>KO, OTKPBITBIX COSAUHEHUN U JIP.;

YIPO3bl BHEAPEHUS JIOKHOTO 0OBEKTA CETH;

YIpO3bl HAaBA3bIBAHUA JIOKHOTO MAapLIpyTa NYyTEM HECAHKIIMOHUPOBAHHOTO
W3MEHEHUSI MapIIPyTHO-aAPECHBIX JAHHBIX;

YIPO3bI BBISIBIEHUS HapOJIEH;

yrpo3bl Tuna «OTKa3 B 00CIyKUBAHUNY,

YIPO3bl YIAIIEHHOTO 3aITyCKa MPUII0KEHUM;

YIPO3bl BHEAPEHHUS 10 CETH BPEIOHOCHBIX MPOTPAMM.

6.6. TunoBasi Moje/Ib YIpo3 6e30MaCHOCTH MEePCOHAIBHBIX JAHHBIX,
oOpadaTbiBaeMbIX B pacnpeaejJeHHbIX HHPOPMANMOHHBIX CHCTEMAaX
NMEPCOHAJIBLHBIX JAHHBIX, HMEIOIINX MOJKIIYEeHHE K CeTAM CBA3M 0011ero
M0JIb30BaHMS U (MJIK) CETAM MEKIYHAPOAHOr0 HHGOPMALIMOHHOI0 0OMeHAa

IIpu o6padotke I1/In B pactpeaenennbix UCII/H, nMeromux NoaKIOYEHUE K
CeTsIM CBS3M  OOIIEro TModb30BaHUS MW (WJIM) CEeTSIM  MEXIyHApOJIHOTO
nH(}OpMAIMOHHOTO 0OMEHa, BO3MOKHA peanu3anus crneayrommx Y bI1J[H:

YIPO3bl YTEUKH HH(POpPMALIMU IO TEXHUYECKUM KaHaJlaM;

yrpo3sl HCJI k II/IH, oOpabaThiBaeMbIM Ha aBTOMAaTHU3MPOBAHHOM paboyem
MeECTe.

VYTpo3bl yTeuku HHPOpMaLUY MO TEXHUYECKUM KaHajdaM BKJIIOYAIOT B ce0s:

yrpo3bl YTEUKU aKyCTUUYECKOH (peueBoit) nHpOopMaIny;

yrpo3bl YTEUKU BUAOBON HHPOpPMAIINH;

yrpo3sl yTeuku nHdopmauu no kanary [IDMUH.

BosnuknoBenue VYBIIJ[H B paccmarpuBaembix HCII[IH 1mo TeXHUYECKUM
KaHajlaM XapaKTepHu3yeTcs TEeMHU K€ YCIOBUSMH U (aKTopamMH, YTO M JUIs
npeapiayumx tTunoB UCIIH.

Yrpo3st HCJI cBsizanbl € ACUCTBUSIMU HApYIIUTENEH, UMEIOIMIMUX JOCTYII
k UCII[Jn, Bxmowas nosb3oBarened  HCII[H, peanusyromuyx  yrpo3bl
HenocpeactseHHo B HMCIIIH, a Takke HapymuTened, HE HMMEIIMX JOCTyna
Kk UCII/IH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEH CBS3M OOIIEro MOJb30BaHUS U
(1K) ceTelt MeXAYHAPOIHOTO MH(DOPMAITMOHHOTO OOMEHA.

VYrpo3et HC/I, cBsizaHHBIE C JIEUCTBUSAMM HAPYIIUTENEH, MMEIOIIUX IOCTYII
Kk UCII/IH, aHanoruuHsl TeM, KOTOpblE UMEIOT MecTo B pactpeneneHubix MCII/IH,
HE MMEIOIIEH MOAKIIOYEHUSI K CeTAM 00Iero moias3oBanus. Kpome Toro, B Takou
NCII[IH uMET MECTO YIpo3bl, pEaTUu3yeMbl€ C HCIOJIb30BAHUEM IMPOTOKOJIOB
MEKCETEBOTO B3aNMOICUCTBUS U3 BHEIIHUX CETEU, B TOM YHUCIIE:

yrpo3sl «AHaln3a ceTeBoro Tpaduka» ¢ MepexBaToOM IepeaaBaeMoi
u3 UCII/In un npunumaemoii B UCII/Ix u3 BHEmIHUX ceTel nHbopMaIuy;



YIpO3bl CKaHUPOBAHWs, HAIPABIICHHBIE HA BBIABICHUE TUINA WIM THIIOB
HCIIOJIb3YEMBIX OIEPAIIMOHHBIX CHCTEM, CETEBBIX aapecoB padouux cranimii UCII/H,
TOMOJIOTHH CETH, OTKPBITBIX TOPTOB U CITY’KO, OTKPBITHIX COEIMHEHUH U JIp.;

yrpo3bl BHEAPEHUs J0KHOT0 00bekTa kak B CII/IH, Tak 1 BO BHEIIHUX CETSIX;

yrpo3bl OJIMEHBI JOBEPEHHOT'O OOBEKTA;

yIpO3bl HABA3BIBAHUA JIO)KHOIO MapuIpyTa IIyT€M HECAHKIMOHUPOBAHHOIO
M3MEHEHHSI MApIIPYTHO-aJIPECHBIX JAaHHBIX KAaK BHYTPU CETH, TaK U BO
BHEIIIHUX CETSIX;

YTPO3bI BBIABJICHUS [TAPOJIEH;

yrpo3bl Tuna «OTKa3 B 00CIyKUBAHUNY;

YTPO3bl YAAICHHOIO 3aIlyCKa PUJI0KECHHN;

YIPO3bI BHEAPEHMS 10 CETU BPELOHOCHBIX IPOIPAMM.
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